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Abstract - With the rapid growth of cloud computing, 

ensuring data security and privacy remains a critical challenge. 

Traditional encryption techniques provide data confidentiality 

but fail to guarantee complete data removal when necessary. A 

secure data self-destructing scheme in cloud computing 

addresses this limitation by enabling the automatic and 

irreversible destruction of sensitive data after a predefined 

condition is met. This scheme ensures that both the encrypted 

data and the decryption keys become permanently inaccessible, 

preventing unauthorized access even if the cloud infrastructure 

is compromised. 

The proposed scheme integrates time-based, policy-based, or 

event-driven mechanisms to trigger data self-destruction. By 

leveraging advanced cryptographic techniques such as 

ephemeral key management, attribute-based encryption, and 

secure key dispersion, the scheme ensures that no retrievable 

copies of the data or decryption keys remain after the self-

destruction process. Additionally, block-chain and smart 

contracts can be incorporated to enhance transparency and 

verifiability, ensuring that the self-destruction process is 

executed as intended without external interference. 

This approach significantly improves data privacy, compliance 

with data retention policies, and protection against insider and 

outsider threats. It is particularly beneficial for applications 

requiring strict confidentiality, such as military intelligence, 

financial transactions, and healthcare records. By 

implementing a secure data self-destructing scheme, cloud 

service users can have greater control over their sensitive 

information while mitigating risks associated with 

unauthorized data persistence. 
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1. INTRODUCTION 

Since cloud computing is expanding so quickly, 

people and businesses that store sensitive data on the 

cloud are increasingly concerned about data security and 

privacy. Although conventional encryption methods offer 

robust defense against unwanted access, they cannot 

ensure that data will be erased in the event that the 

encryption keys are stolen or purposefully revoked.  

In many situations, users might need a system that 

guarantees data will be automatically and permanently 

destroyed after a predetermined amount of time or when 

certain requirements are fulfilled. Because of this 

requirement, secure data self-destructing schemes have 

been developed for cloud computing. These schemes seek 

to improve data privacy by making sure that data is 

rendered inaccessible without user intervention. 

 

To prevent unauthorized retrieval or extended exposure of 

sensitive data, a secure data self-destructing scheme is 

made to automatically delete data or encryption keys after 

a predetermined amount of time or triggering event. In 

situations like time-limited access to private documents, 

safeguarding against data breaches, and adhering to data 

retention guidelines, this method is especially helpful. A 

number of methods have been put forth to accomplish this, 

such as self-destructive storage mechanisms, auto-

expiring cryptographic schemes, and key revocation. 

 

Security, usability, and efficiency must all be balanced 

when implementing a secure data self-destructing scheme 

in cloud computing. Self-destruction techniques improve 

security and privacy, but they must also cause the least 

amount of interference to authorized users and cloud 

service providers. Furthermore, issues like dependable 

trigger mechanisms, attack resistance, and integration 

with current cloud infrastructures need to be resolved. 

This study examines the basic ideas, current approaches, 

and difficulties related to secure data self-destructing 

schemes, emphasizing their significance in contemporary 

cloud computing settings. 

2. MOTIVATION 

Protecting sensitive data has become a top priority 

in an era where cloud computing has become the 

foundation of contemporary data access and storage. 

Although encryption protects the privacy of data, it does 

not automatically solve the problem of safely deleting 

data, which creates a serious flaw when data needs to be 

deleted forever. This restriction is particularly concerning 

when it comes to situations involving sensitive 

communications, regulatory compliance, and high-stakes 

industries like healthcare, finance, and defence. 

 

The urgent need to give users more control over their data 

lifecycle—especially its irreversible deletion—is what 

inspired this project. A strong solution to this issue is 

offered by a secure data self-destructing scheme, which 
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makes sure that data and its decryption keys are rendered 

permanently unusable once specific requirements are 

fulfilled. This method removes all potential access points, 

even in hostile or compromised cloud environments, in 

contrast to traditional deletion, which might still leave data 

open to recovery. 

 

This project intends to create a dependable and automated 

mechanism for data self-destruction by fusing condition-

based triggers with cutting-edge cryptographic 

techniques. This enhances data security and privacy while 

also facilitating adherence to changing data protection 

laws. The project's ultimate goal is to increase confidence 

in cloud technologies by fixing one of their most enduring 

flaws, making sure that "deleted" actually means "gone 

forever." 

 

3. PROBLEM DEFINATION 

One of the biggest challenges in cloud computing 

is making sure that sensitive data is completely and 

permanently erased. While traditional encryption 

safeguards the confidentiality of data, it does not ensure 

that deleted data or its decryption keys are lost forever. 

This presents significant security risks, particularly in 

situations where strict adherence to confidentiality or 

compliance is required. 

Existing cloud deletion techniques might leave backup 

copies or data fragments behind, leaving them open to 

illegal recovery. A secure self-destructing data scheme is 

required to solve this problem; it must guarantee that the 

data and keys are rendered inaccessible upon the 

fulfilment of a predetermined condition. The goal of this 

project is to create a system that uses trigger-based 

mechanisms and cryptographic techniques to guarantee 

complete and verifiable data erasure in the cloud. 
 

4. OBJECTIVE 

To create and put into place a safe data self-

destructing system that, following a predetermined 

timeout, guarantees the permanent removal of private 

data kept in cloud environments. 

 

To create a hybrid architecture that overcomes the 

drawbacks of both centralized and decentralized key 

management systems, combining the advantages of the 

Euhemerize and E-Ph-Pub models. 

 

To use cryptographic methods for controlled key 

dispersion and secure data encryption, such as recursive 

secret sharing and AES encryption. 

 

To employ time-based conditions to initiate the 

encryption keys' automatic destruction, which will make 

the related data permanently unreachable. 

 

To integrate a safe, centralized Euhemerize for metadata 

management with a Distributed Hash Table (DHT) 

simulation for short-term key share storage. 

 

To assess the suggested plan for scalability, security, 

dependability, and resilience to both internal and external 

threats. 
 

5. SCOPE OF THE PROJECT 

In order to comply with retention policies and 

protect data privacy in contemporary cloud computing 

environments, this project aims to design and implement 

a safe, hybrid data self-destruction scheme. The main 

goal is to create a system that, independent of the internal 

deletion techniques used by cloud service providers, 

automatically renders data inaccessible after a 

predetermined amount of time.    

 

The suggested system uses a hybrid key management 

strategy that combines the decentralized (E-Ph.-Pub) and 

centralized (Euhemerize) paradigms. In the encryption 

key lifecycle, this integration improves resilience and 

reduces the possibility of single points of failure. By 

utilizing the advantages of both models—centralized 

control for policy enforcement and decentralized control 

for trust distribution and redundancy—it also improves 

the security of key distribution and expiration. 

 

The scope of this project includes the following core 

components: 

The Advanced Encryption Standard (AES), a 

symmetric encryption algorithm renowned for its security 

and performance, is used to encrypt sensitive data. 

 

Recursive secret sharing, which divides the AES 

encryption keys and only permits the reconstruction of 

the original key when an adequate number of key shares 

are available. 

 

Temporary key share storage in a Distributed Hash Table 

(DHT), which improves scalability and resistance to 

targeted attacks by allowing distributed, time-limited 

access without central control. 

The system ensures that the reference metadata in the 

centralized system is erased and the key shares are 

automatically purged from the DHT after a predetermined 

timeout, rendering the encrypted data completely 

inaccessible. This conduct mimics the idea of data self-

destruction, in which information is made unretrievable 

even if it is still physically stored in the cloud. 

 

This method tackles the main drawbacks of traditional 

deletion, including key reuse or leakage, reliance on 

cloud vendors' opaque policies, and incomplete removal. 

A reliable and verifiable method for data expiration is 

provided by the cryptograph's enforcement of logical 

deletion. 



                           International Scientific Journal of Engineering and Management (ISJEM)                                ISSN: 2583-6129 
                                  Volume: 04 Issue: 05 | May – 2025                                                                              DOI: 10.55041/ISJEM03718                                                                                                                                         

                                  An International Scholarly || Multidisciplinary || Open Access || Indexing in all major Database & Metadata        

 

© 2025, ISJEM (All Rights Reserved)     | www.isjem.com                                                                                                 |        Page 3 

 

The project is particularly pertinent to the following 

domains, among others, where stringent data 

confidentiality and timed data retention are necessary: 

• Healthcare, for short-term patient record access. 

• Defence and military, for restricted access to 

classified documents. 

• Financial services, for audit trails or sensitive 

transaction logs. 

• Cloud storage for businesses, in accordance with 

privacy laws such as GDPR and HIPAA. 

• Healthcare, for short-term patient record access. 

• Nonetheless, the following is expressly excluded 

from the scope: • Data destruction at the 

hardware or physical level (e.g., hardware 

shredding or secure disk wiping). 

• Straightforward integration with native deletion 

APIs or SDKs from cloud providers (such as 

Azure Blob expiration policies or AWS S3 object 

lifecycle rules). 

Rather, the project mimics a safe, platform-neutral logical 

deletion method that can be incorporated as a middleware 

or service element into more comprehensive cloud 

security frameworks. 

 

In conclusion, this project uses distributed key 

management and hybrid cryptography techniques to 

create a safe, automated, and policy-driven framework for 

cloud data self-destruction, bridging the gap between 

encryption and data lifecycle enforcement. 

 

6. LITERATURE REVIEW 

In today's cloud-first digital environment, 

securing sensitive data has become more critical than 

ever. Cloud platforms, while offering flexibility and 

scalability, also pose challenges in ensuring data privacy 

and lifecycle control. One increasingly important solution 

is self-destruction of data, where information becomes 

inaccessible after a set period or trigger. Below, we 

survey a wide range of literature (Refs. [1][30]) that 

covers the evolution of cloud computing, data privacy 

concerns, and advanced self-destruction techniques. 

   

Many early papers such as Wu et al. [1] and Hassan et al. 

[2] provide a foundational understanding of cloud 

computing services, pricing models, and challenges in 

integrating machine learning. These are crucial for 

grasping the broader context in which security solutions 

are developed. 

 

Security-specific surveys like those by Shen et al. [9], 

[10] and Sosinsky [11] highlight the vulnerabilities of 

cloud platforms. The works of Bowden [8] and Gellman 

& Poitras [7] emphasize real-world risks through case 

studies involving surveillance and unauthorized access.     

  

The conversation shifts with papers like Jayaprabha & 

Nadira Banu Kamal [21] and Kai Xiong et al. [22], which 

introduce innovative encryption-based approaches like 

Key-Policy Time-Specified Attribute-Based 

Encryption (KP-TSABE). These systems automatically 

revoke access to cloud data after a pre-set expiration time, 

creating a digital "self-destruct" mechanism. 

  

Other practical implementations, such as Vishali and 

Gandhi’s AES/DES-based double encryption scheme 

[23], extend this concept by enabling self-destruction 

upon multiple failed access attempts. Similarly, schemes 

like Sev-Del [28] combine Intel SGX and blockchain for 

secure and verifiable data deletion, showing a trend 

toward hardware-backed trust and decentralized 

verification. 

 

The Vanish project [30] provides a fascinating look into 

time-based key management, storing decryption keys in 

distributed hash tables that naturally expire, making data 

vanish without manual intervention. 

These solutions not only preserve privacy but also ensure 

regulatory compliance for sensitive data (e.g., financial or 

healthcare data), especially in shared or distributed 

environments. 

 

7. RESULT 

The implementation of the proposed self-

destructing data scheme in cloud computing has 

yielded several significant outcomes, particularly in 

enhancing data security and user autonomy. Firstly, 

confidential data protection was effectively achieved 

by encrypting sensitive information using the robust 

AES-256 algorithm before uploading it to the cloud. 

This ensured that even if unauthorized access 

occurred, the data would remain unintelligible 

without the corresponding decryption key. Secondly, 

the system enabled timed self-destruction of data by 

securely erasing the encryption keys after a pre-

defined period. Once the keys were destroyed, the 

encrypted data became permanently inaccessible, 

thereby mitigating the risk of prolonged data 

exposure. Additionally, the scheme demonstrated 

ease of integration with existing cloud storage 

platforms, introducing minimal computational and 

performance overhead. This indicates that the 

solution can be deployed without significant changes 

to current cloud infrastructures. Lastly, the scheme 

offered enhanced user control over data lifecycle 

management. During the upload process, users could 

conveniently specify the data expiration time, 

allowing them to determine how long their data 

would remain accessible. Overall, the approach not 

only strengthens data confidentiality and integrity but 

also aligns with privacy-focused design principles by 

empowering users with greater control over their 

digital assets in the cloud environment. 
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Fig -1 Home Screen 

 

 

 
 

Fig -2 File Upload for Sharing and Deletion 

 

 

 
 

Fig -3 Decryption key and Deletion Time 

 
Fig -4 Encryption / Decryption Time 

 

8. CONCLUSIONS 

 
In cloud computing, a secure data self-destructing 

scheme is essential for guaranteeing data security, privacy, and 

regulatory compliance. Such a system gives data owners more 

control over their sensitive data by combining cryptographic 

techniques, time-based access control, and secure key 

management. The data and its encryption keys are 

automatically erased, making it unrecoverable, when the preset 

criteria are satisfied, such as time running out or unwanted 

access attempts. This strategy is especially helpful for sectors 

that handle sensitive data, like government, healthcare, and 

finance, where privacy laws and data retention guidelines must 

be closely followed. 

Furthermore, by reducing the risks of data breaches and illegal 

access, a self-destructing scheme improves confidence in cloud 

services. Users are reassured that their data cannot be accessed 

after its intended lifespan, which lessens the dependency on 

cloud providers for data protection. There are still issues, 

though, such as striking a balance between security and 

usability, making sure that various cloud platforms work 

together, and guarding against hostile attempts to interfere with 

the self-destruction process. Future studies should concentrate 

on improving resilience against changing cyber threats, 

maximizing efficiency, and incorporating artificial intelligence 

for intelligent data lifecycle management. In the end, a well-

thought-out self-destructing data scheme can greatly enhance 

the security and privacy of cloud computing. 
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