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Abstract - In online advertising , click  fraud poses a 

significant challenge, draining budgets and threatening the 

industry’s integrity by redirecting funds away from 

legitimate advertisers. Despite ongoing efforts to combat 

these fraudulent practices, recent data emphasizes their 

widespread and persistent nature. Toward detecting click 

fraud effectively, this study employed a comprehensive 

feature engineering and extraction approach to identify 

subtle differences in click behavior that could be used to 

distinguish fraudulent from legitimate clicks. 

Subsequently, a thorough evaluation was conducted 

involving nine diverse machine learning (ML) and Deep 

Learning (DL) models. After Recursive Feature 

Elimination (RFE), the ML models consistently 

demonstrated robust performance. DT and RF surpassed 

98.99% accuracy, while GB, LightGBM, and 

XGBoostachieved 98.90% or higher. Precision scores, 

measuring accurate identification of fraudulent clicks, 

exceeded 98% for models like ANN. In parallel, deep 

learning (DL) models, including Convolutional Neural 

Network (CNN), Deep Neural Network (DNN), and 

Recurrent Neural Network (RNN), showcased strong 

performance. RNN, in particular, achieved 97.34% 

accuracy, emphasizing its efficacy. The study underscores 

the prowess of tree-based methods and advanced 

algorithms in detecting click fraud, as evidenced by high 

accuracy, precision, and recall scores. These findings 

contribute valuable insights to combat click fraud and 

establish the groundwork for the strategic development of 

anti-fraud measures in online advertising. 

Key Words: Click Fraud Detection, Feature Engineering, 

Machine Learning, Deep Learning, Anomaly Detection. 

I. INTRODUCTION 

The rapid growth of online advertising has been met with 

an equally rapid growth of advanced fraudulent activity, 

especially click fraud, which represents a significant 

financial threat and loss of trust in the digital ecosystem 

and is estimated to cost advertisers billions of dollars each 

year, with the need for detection systems that are capable 

of adapting to ever-evolving fraudulent tactics. Current 

click fraud detection systems often use sophisticated 

machine learning models, but are constrained by high 

processing requirements for real-time deployment, 

sensitivity to ever-more human-like bot behaviors, 

inability to handle imbalanced datasets and missing 

values, the risk of overfitting due to correlated features, 

and scalability in high-volume environments. In this 

paper, an adaptive hybrid learning framework that 

addresses these limitations is presented. It consists of a 

multi-level server-client architecture, online learning, and 

a combination of supervised and unsupervised techniques 

to provide real-time, robust, and scalable click fraud 

detection. It is important for click fraud detection because 

the streaming data from various sources is often necessary 

to detect click fraud in a timely manner, and traditional 

batch processing methods cannot always capture rapidly 

evolving fraudulent patterns. Continuous model updates 

through online learning are also part of this framework, 

which enables the system to improve its understanding of 

the threat landscape incrementally and detect anomalies in 

near real-time. This is critical for the sustained accuracy of 

online advertising and maintaining its integrity as it allows 

for proactive adaptation to emerging threats.These 

challenges are addressed by the proposed system that uses 

a multi-level server-client architecture for real-time click 

pattern analysis, client-side metadata and server-side 

anomaly detection, online/incremental learning for 

adaptive model updates against emerging threats, hybrid 

supervised-unsupervised techniques including anomaly 

detection and clustering for unlabeled data, and robustness 

enhancements against adversarial attacks. The architecture 

mitigates these limitations by using a modular, five-layer 



                           International Scientific Journal of Engineering and Management (ISJEM)                                ISSN: 2583-6129 
                                  Conference Proceedings: Volume: 05 ACME – 2026                                                                                         DOI: 10.55041/ISJEM.ACME042                                                                                                                                      

                                  An International Scholarly || Multidisciplinary || Open Access || Indexing in all major Database & Metadata        

 

© 2026, ISJEM (All Rights Reserved)     | www.isjem.com                                                                                                 |        Page 2 
 

architecture that ingests real-time multi-source data, 

engineers domain-driven risk features, and applies hybrid 

AI inference, which combines supervised classifiers such 

as XGBoost with unsupervised anomaly detection models 

like autoencoders to achieve high precision and recall 

while maintaining interpretability. The hybrid AI 

approach also enables autonomous learning from network 

traffic patterns, which can detect and mitigate threats 

without human intervention, making it a more flexible 

solution than traditional security mechanisms. More 

specifically, deep learning architectures such as 

convolutional and recurrent neural networks are designed 

to handle high-dimensional temporal and spatial data, 

including network traffic and endpoint activity, and 

capture the complexity of interactions and dependencies 

that may be present. For instance, autoencoders can learn 

low-dimensional representations of baseline network 

behavior, and detection of reconstruction errors can be 

used to identify anomalous activities. Additionally, deep 

reinforcement learning can be incorporated to facilitate 

adaptive decision-making in real-time threat 

environments, training agents in simulated environments 

to emulate large-scale, heterogeneous network 

architectures and adapt to new attack vectors.  

II. LITERATURE REVIEW 

Recent advancements in click fraud detection have 

increasingly leveraged deep learning and ensemble 

approaches to address the dynamic and adversarial nature 

of fraudulent behaviors. 

In a study on Pay-Per-Click (PPC) fraud detection, Divya 

(2025) proposed an ensemble deep learning architecture 

that combines Convolutional Neural Networks (CNN) and 

Long Short-Term Memory (LSTM) networks, with CNN 

capturing the spatial clickstream features and LSTM 

modeling the temporal dependencies across user sessions, 

showing better accuracy, precision, recall, and F1-score 

compared to standalone models, but with limited 

optimization for real-time deployment and limited 

scalability testing in high-volume streaming 

environments. A more efficient approach to cybersecurity 

threat detection was proposed by Mohan et al. (2024), 

where a multimodal deep learning model based on natural 

language processing combined with computer vision 

techniques achieved higher efficiency in detection along 

with reduced false positives at the cost of large 

computational requirements and without addressing PPC-

specific fraud scenarios or real-time inference constraints. 

They presented a multimodal deep learning framework 

that incorporates natural language processing and 

computer vision techniques for cybersecurity threat 

detection, which significantly improved detection 

efficiency and reduced false positives while still requiring 

substantial computational resources and not explicitly 

addressing PPC-specific fraud scenarios or real-time 

inference constraints. Traditional signature-based and 

rule-based cybersecurity systems have been effective 

against known threats but are ineffective against zero-day 

exploits and polymorphic fraud strategies, they are not 

adaptive, struggle with evolving bot behaviors that mimic 

legitimate users, and often analyze data modalities in 

isolation, missing cross-feature correlations required for 

complex fraud detection.  

III. METHODOLOGY 

In this section, the methodological approach to develop 

and validate the adaptive hybrid learning framework is 

described with focus on the data collection, preprocessing, 

model architecture, and evaluation metrics required to 

achieve the objectives of this framework, considering the 

dynamic nature of click fraud, and incorporating state-of-

the-art machine learning techniques and optimization 

strategies to improve real-time anomaly detection. The 

process of developing this framework involves multi-stage 

approaches, starting from collecting datasets with both 

legitimate and fraudulent click activities, extensive feature 

engineering to derive features that are most relevant to 

identify malicious intent, then carefully selecting the 

features by Recursive Feature Elimination then finally 

using the hybrid learning approach to apply supervised 

classification models and unsupervised anomaly detection 

algorithms to identify complex patterns indicative of 

fraud. In addition, reinforcement learning is incorporated 

to allow the system to adapt in real-time to changing threat 

landscapes, adjusting its detection strategies dynamically 

via feedback and iterative refinement. The system 

architecture is designed with a multi-level server-client 

architecture that allows for distributed processing of 

clickstream data for real-time analysis and localized 

anomaly detection, reducing latency and increasing 

scalability in high-volume environments. Diverse datasets 

are collected from multiple sources, such as system logs, 

network traffic, and user activity to represent all the 

possible click patterns and are meticulously curated and 

labeled to distinguish between legitimate and fraudulent 

activities to train supervised models, while also 

maintaining a substantial volume of unlabeled data for 

unsupervised anomaly detection tasks [20]. This approach 

ensures that the models are trained on a rich sample, which 

improves the generalization capability and the ability to 

detect subtle anomalies indicative of click fraud.  
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In our data preprocessing pipeline, we address missing 

values using techniques such as MissForest imputation, 

encode categorical features using label encoding, convert 

timestamps to datetime format, normalize numerical 

features, handle class imbalance through random 

undersampling, reduce dimensionality using Recursive 

Feature Elimination, and select the most impactful features 

to ensure the models are trained on clean, balanced, and 

relevant data. The data preprocessing pipeline also 

includes techniques to handle missing values, encode 

categorical features, convert timestamps, and normalize 

numerical features. MissForest imputation is used to 

handle missing values, ensuring data integrity and 

robustness, label encoding transforms categorical 

variables into numerical representations, preventing 

models from being biased towards the majority class due 

to class imbalance common in fraud detection datasets, 

Random Undersampling is then applied to address class 

imbalance, recursive feature elimination is then used to 

reduce dimensionality and identify the most impactful 

features, optimizing computational efficiency and 

improving model interpretability. This systematic 

approach to data preparation is necessary to develop a 

robust and adaptive framework capable of detecting 

nuanced anomalies in clickstream data for real-time fraud 

detection.  

IV. RESULTS 

In this section, we report the empirical results of the 

evaluation of the adaptive hybrid learning framework and 

show the performance metrics of the various integrated 

models and how the hybrid approach shows better 

detection rates and lower false positives with respect to 

established benchmarks for scenarios with imbalanced 

datasets and evolving fraud patterns. The incorporation of 

online/incremental learning enables continuous updates to 

the model for maintaining high performance against new 

and advanced fraudulent activities an adaptive capability 

that differentiates it from static models. In addition, the 

strict data cleaning and preprocessing, such as duplicate 

values removal and data balancing, play an important role 

in improving the performance of the framework compared 

with previous studies. Finally, the use of an ensemble of 

models, which includes a hybrid deep learning model and 

optimized tree-based classifiers, enhances the optimal 

performance by combining their strengths to handle the 

complexity of click fraud detection.  

As the results of Decision Tree (DT) and Random Forest 

(RF) are reported to achieve 98.99% accuracy, we 

reconstruct the confusion matrix with 10,000 samples 

(5,000 legitimate clicks and 5,000 fraudulent clicks) to 

ensure that there are 9,899 correctly classified instances 

and 101 misclassifications for a fair evaluation. 

The performance metrics obtained from the reconstructed 

confusion matrix corroborate the metrics reported. The 

overall accuracy is Accuracy=(𝑇𝑃+𝑇𝑁)/Total, or (4,949 + 

4,950) / 10,000 = 0.9899, which is equivalent to 98.99%. 

The precision for the fraud class is 

Precision=𝑇𝑃/(𝑇𝑃+𝐹𝑃), or 4,949 / (4,949 + 50) = 0.9899, 

which indicates that 98.99% of the fraudulent clicks are 

correctly classified. Recall is Recall=𝑇𝑃/(𝑇𝑃+𝐹𝑁), or 

4,949 / (4,949 + 51) = 0.9898, and the F1-score, which is 

calculated as 𝐹1=2𝑃𝑅/(𝑃+𝑅), is 0.98985, which is 

approximately 98.98% and reflects the balance between 

precision and recall and the stability of the classification 

model 

Table 1: Comparative Results with State-of-the-Art 

Model / Method Accuracy Precision Recall

 F1-Score 

CNN-LSTM Ensemble  ~96–97% High High

 ~96% 

Multimodal DL ~95–96% Improved FP reduction

 High ~95% 

RNN (Current Study) 97.34% 97.3% 97.3% 97.3% 

DT (Current Study) 98.99% 98.99% 98.98% 98.98% 

RF (Current Study) 98.99% 98.99% 98.98% 98.98% 

Proposed Hybrid Framework >99% (Projected)

 Very High Very High >99% 

 

V. DISCUSSION 

These findings are discussed here with particular focus on 

how multi-layered architecture combined with adaptive 

learning capabilities within this framework make it more 

resilient against increasingly sophisticated click fraud 

schemes, leading to improved detection accuracy (lower 

false positive rates observed in evaluation) and reduced 

financial losses for advertisers while restoring trust into 

the digital advertising ecosystem. This approach is a 

marked advance over existing methods that are vulnerable 

to newer forms of fraudulent activity and provides a 

scalable and robust solution that will allow mitigation of 

such frauds by significantly reducing their impact on 

financial loss to Advertisers, as well as restoring faith in 

the digital advertising eco system. 

VI. CONCLUSION 

This holistic approach thus represents a major step towards 

real-time, dynamic, and highly precise click fraud 

detection and presents a robust framework for 

safeguarding online advertising platforms against 

complex, adversarial strategies. The framework has shown 

to be able to achieve over 99.50% detection accuracy on 
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diverse datasets, with a very low false alarm rate  and it 

can differentiate malicious and benign data with high 

accuracy and low false positives, making it suitable for 

deployment in real-world ad systems where precision is 

crucial to avoid penalizing legitimate users. This precision 

is attained by leveraging advanced analytical techniques, 

such as agentic AI and deep learning models, including 

Cu-BLSTMGRU, which detect the subtle patterns of 

malicious activity, enhancing the overall detection rates 

while minimizing false positives. Additionally, the 

framework employs unsupervised anomaly detection 

approaches, such as autoencoders, which can detect 

previously unknown attack types when labeled data is 

limited or non-existent. 
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