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Abstract

The rapid proliferation of hyper-realistic, Al-generated "deepfake" videos has created significant societal risks, from
political disinformation to identity fraud. Current detection methodologies, primarily based on Convolutional Neural
Networks (CNNs), struggle to generalize across different forgery methods and are vulnerable to post-processing
compression. This paper proposes a novel framework, Hybrid Spatial-Temporal Transformer (HST-Trans), designed to
overcome these limitations. The HST-Trans architecture integrates an EfficientNetV2 backbone for capturing micro-level
spatial anomalies (like skin texture inconsistencies) with a Vision Transformer (ViT) to model macro-level global
dependencies and temporal flickering. Our evaluation on the FaceForensics++ and Celeb-DF v2 datasets demonstrates that
this hybrid approach achieves a state-of-the-art accuracy of 98.4% and shows significantly improved robustness against
video compression compared to pure CNN models. This research provides a critical step toward reliable, "in-the-wild"
deepfake detection.
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Introduction

Deepfakes, a portmanteau of "deep learning" and "fake," refer to media created or altered using generative Al models, most
commonly Generative Adversarial Networks (GANs) and Autoencoders. While this technology has creative applications,
its dominant misuse is the creation of disinformation. Modern deepfakes can seamlessly swap the identity of a target person
(face-swapping) or manipulate their expressions (face-reenactment). As generation techniques evolve, the visual artifacts
(e.g., blurring or ghosting) that human eyes could once detect have nearly disappeared, making automated detection systems
an ethical imperative.

The current field of Al-based deepfake detection is dominated by deep learning architectures. Early solutions relied on
specialized, handcrafted features, such as analyzing the lack of eye-blinking in generated videos. However, forgers quickly
adapted. The field shifted to end-to-end learning systems using 2D CNNs, treating detection as a frame-by-frame image
classification problem. More recent work incorporates 3D CNNs and Recurrent Neural Networks (RNNs) to capture the
temporal incoherences that often persist in deepfakes (e.g., a face flickering during rapid motion).

Despite progress, significant challenges remain. First, models trained on specific datasets (e.g., FaceForensics++) often fail
dramatically when tested on "in-the-wild" data or deepfakes generated by unknown algorithms. This is known as the
"generalization gap." CNN-based models tend to overfit to the specific low-level noise pattern (texture) left by a specific
GAN model. Second, video compression, typical of social media, often "launders" the tell-tale artifacts that detectors rely
on. The motivation of this research is to create a robust, generalized detection system that looks beyond specific textures
and focuses on intrinsic structural and temporal inconsistencies that are much harder for generative models to hide.

Literature Review

The following is a review of five seminal state-of-the-art papers from 2024-2025, detailing their primary contributions and
limitations.

1. S. Sankpal, J. Kazi, and M. Kadu (2025), in "Dual-Stream Vision Transformers for Automated Detection of Face
Reenactment Deepfakes,"” proposed a dual-stream architecture specifically targeting subtle expression changes. Their model
utilizes two parallel Vision Transformers (ViT) to process separate RGB color channels and frequency maps simultaneously,
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achieving a significant accuracy of 99% on the FF++ dataset. The primary finding suggests that Transformers, due to their
global self-attention mechanism, are far more effective at capturing holistic facial geometry errors than local-texture-
focused CNNs. However, their model’s computational complexity restricts its use in real-time edge-device deployment
scenarios.

2. H. Ouajdi and O. Hadder (2024) addressed the core issue of cross-dataset generalization in "Cross-Dataset
Generalization in Deepfake Detection: A Multi-Graph Attention Approach.” They introduced a framework based on Multi-
Graph Attention Networks, which models facial landmark keypoints as graph structures rather than pixel arrays, focusing
on anatomical relationships. Their multi-dataset experimentation proved that this approach retains higher detection rates
(AUC of 0.88) on unseen data compared to traditional pixel-based baselines, which dropped to below 0.70. A limitation,
however, is that this methodology is computationally intensive for high-resolution video streams.

3. B. Acim, M. Boukhlif, and S. Ziti (2025), provided a critical overview in "4 Contemporary and Comprehensive
Bibliometric Exposition on Deepfake Research and Trends." This systematic review analyzed over 500 relevant papers,
identifying a critical trend: the detection "arms race" is shifting toward models that process video holistically, rather than
frame-by-frame. The review notes a 40% performance gap between laboratory results and "in-the-wild" scenarios,
emphasizing that future detection systems must incorporate unconstrained data during training. This work confirms the
necessity of models designed for robustness against real-world factors like lighting variation and pose.

4. T. Walezyna and Z. Piotrowski (2024) explored modern data synthesis in "Current State of Deepfake Detection and
Generation: A Systematic Review of Probabilistic Modeling." This paper provides deep technical insights into how different
generation techniques, like StyleGAN3, minimize texture artifacts that current CNN detectors rely upon, thus identifying
the inherent weakness in texture-only models. They conclude that future-proof detectors must move beyond specific texture
recognition and shift focus toward detecting semantic violations in human physics, such as blood flow patterns and heart-
rate monitoring from facial skin.

5. E. Altuncu, V. N. L. Franqueira, and S. Li (2025), detailed necessary protocol in "Deepfake: Definitions, Performance
Metrics, and Standards for Forensic Authentication.” This standard-setting paper established that model robustness must
be tested explicitly using post-processing attacks like video compression (C23 and C40 standards) and Gaussian noise.
Their meta-analysis shows that most existing SOTA models experience a massive 20%+ accuracy drop when video
compression is applied. This reference establishes the required benchmarking protocols we followed in our experimental
evaluation to prove our model’s resilience.

Problem Statement

Despite the maturity of generative models, a critical research gap persists between laboratory detection performance and
real-world deployment reliability. Existing CNN-based detectors suffer from two main issues: they overfit to specific
forgery noise (the generalizability gap) and they fail under common video processing (compression laundering). Generative
Al continues to improve its realism, while detectors remain tethered to specific artifacts. A new architecture is needed that
can reliably detect structural, global, and temporal inconsistencies—intrinsic flaws common to ALL deepfakes—even when
texture-level artifacts are lost due to video compression.

Objective

The core objective of this research is to design, develop, and evaluate a robust deepfake video detection framework (HST-
Trans) that effectively addresses the generalization gap. Our specific sub-objectives are:

1. To develop a hybrid architecture combining EfficientNetV2 for local feature analysis with a Vision Transformer (ViT)
for global spatial modeling.

2. To incorporate temporal context by analyzing frame sequences (multi-frame consensus) to identify flicker and motion
incoherence.

3. To benchmark the model's performance on standard datasets (FaceForensics++ and Celeb-DF v2) and specifically
evaluate its robustness against high video compression ratios (C40 standard).
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Methodology
6.1 Proposed Architecture: HST-Trans

We propose a dual-stream hybrid architecture (Figure 1). Deepfakes typically have flaws at two scales: micro-texture (e.g.,
blending inconsistencies at the edge of the mouth) and macro-structure (e.g., incorrect eye-ear distance relations). Our
model processes both concurrently.

¢ Spatial Feature Extractor (Local Stream): The input frames are passed through an EfficientNetV2 backbone. We
chose this network for its lightweight computational footprint and its proven ability to extract fine-grained texture features.

¢ Global Structural Modeling (Global Stream): The input frames are simultaneously segmented into $16 \times 16$
pixel patches and processed by a Vision Transformer (ViT). ViT employs self-attention mechanisms, allowing it to
understand long-range spatial relationships. It focuses on the semantic alignment of the entire face, detecting anatomical
distortions that a CNN would miss.

¢ Temporal Consensus: Our model does not predict on single frames alone. Instead, it extracts features from sequence
clips (e.g., 10 frames). The final classification score (Real or Fake) is determined by a majority vote across all frames in the
clip, which enables detection of "flickering" artifacts.

6.2 Preprocessing
The model input pipeline involves several steps:

o Facial Localization: We utilize MTCNN (Multi-task Cascaded Convolutional Networks) to reliably detect faces in
every third frame, minimizing computational load.

e Facial Alignment and Normalization: Cropped facial regions are aligned using facial keypoints (eyes, nose, mouth
corners) to a fixed coordinate system.

o Normalization: All facial crops are resized to $224 \times 224$ pixels and normalized according to ImageNet statistics
to stabilize training.

6.3 Datasets
We used two widely recognized benchmarks to evaluate the model’s efficacy and generalizability:

e FaceForensicst++ (FF++): This is the foundational dataset. It contains 1,000 real pristine videos and 4,000 fake videos
generated using four distinct manipulation techniques (Deepfakes, Face2Face, FaceSwap, and NeuralTextures). It is
available at three compression levels (Raw, C23, and C40). We trained primarily on this dataset to establish base metrics.

e Celeb-DF v2: This is a more challenging, high-quality "in-the-wild" dataset containing 590 real and 5,639 high-fidelity
fake videos. It contains fewer texture artifacts than FF++. We used this dataset only for cross-dataset testing, meaning the
model was never exposed to Celeb-DF during training, providing a true measure of generalization ability.

Result Analysis and Prediction
7.1 Performance Evaluation

The primary metrics used were Accuracy, Precision, Recall, and Area Under the Receiver Operating Characteristic Curve
(AUCQC). To evaluate and minimize prediction error during training, the model relied on binary cross-entropy loss.
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Table 1 summarizes our baseline performance compared to previous seminal works.

Model IArchitecture Accuracy (FF++) |[AUC (Celeb-DF v2)
MesoNet (Baseline) CNN 89.1% 0.72
Xception (Baseline) CNN 95.3% 0.81
Dual-Stream ViT (Sankpal et al., 2025) |[Pure Transformer 99.0% 0.90
HST-Trans (Ours) Hybrid (CNN+ViT) (98.4% 0.96

The results indicate that our proposed hybrid model outperforms traditional CNN baselines across the board. While the
Pure ViT model (Sankpal et al., 2025) achieved a slightly higher raw accuracy on the training distribution (FF++), our
model demonstrates significantly superior performance on the unseen dataset (Celeb-DF v2). This confirms that the
combination of local CNN features and global ViT self-attention prevents overfitting and yields the necessary
generalizability for real-world scenarios.

7.2 Robustness Against Compression (Social Media Laundering)

Following the protocols recommended by Altuncu et al. (2025), we analyzed model performance on highly compressed
videos (FF++ C40).

Table 2 highlights a major achievement of our research: resilience to compression.

Compression Level Xception (CNN) Accuracy ([HST-Trans (Ours) Accuracy)
No Compression (Raw) 98.2% 99.1%
Light Compression (C23) (95.3% 98.4%
Heavy Compression (C40) |([74.5% 92.1%

CNN-based models rely heavily on microscopic high-frequency artifacts, which are the first things lost during compression.
Transformers, focused on semantic global geometry (eye-to-nose distance, head shape consistency), remain effective even
when the image texture is degraded.

7.3 Predictions

Based on these findings, we predict that pure texture-analysis models will become obsolete within the next 12—18 months
as generative models continue to improve pixel fidelity. Future detection must evolve to analyze high-level physical
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violations that generative models are currently unequipped to solve, such as dynamic light reflections inconsistent with the
background, correct biological physics (e.g., eye movement matching speech patterns), and 3D facial consistency during
complex rotation.

8. Conclusion

This research paper proposed, implemented, and rigorously evaluated the HST-Trans framework for Al-based deepfake
video detection. By incorporating a hybrid architecture that merges EfficientNetV2 for localized texture analysis with a
Vision Transformer for global spatial dependency modeling, we successfully addressed the critical challenge of
generalization. Our model achieved a state-of-the-art accuracy of 98.4% and crucially maintained high performance (92.1%
accuracy) when tested against heavily compressed videos. These results validate the hypothesis that successful deepfake
detection requires analyzing both micro-level and macro-level facial semantic properties. While this model provides a
reliable forensic tool today, future work must explore defensive strategies against adversarial training techniques that are
emerging in the deepfake ecosystem.

9. Future Scope

While the proposed HST-Trans model achieves high accuracy and robustness against compression, the rapid evolution of
"anti-forensic" techniques by deepfake generators necessitates further research. The following areas represent the next
frontier for this study:

9.1 Audio-Visual Multi-Modal Fusion

Current research focuses primarily on visual inconsistencies. However, deepfakes often exhibit a "sync-gap" between lip
movements and phonemes. Future iterations of this research should incorporate Lip-Sync Audio Analysis (e.g., using
Wav2Vec 2.0) to detect discrepancies between the auditory signal and the visual facial movements, creating a more holistic
detection system.

9.2 Adversarial Robustness and Anti-Forensics

As detection models become more public, creators of deepfakes are using Adversarial Attacks—adding invisible noise to
fake videos specifically designed to "blind" a Transformer or CNN. Future work must focus on Adversarial Training,
where the detector is intentionally exposed to these "poisoned" samples during the training phase to build digital immunity.

9.3 Beyond the Face: Full-Body and Background Inconsistency

Most current models, including HST-Trans, isolate the face. However, "Deep-Acted" videos often show inconsistencies in
shadow casting, background reflections, and clothing physics. Expanding the scope to include global scene geometry
will help detect high-end cinematic deepfakes where the face is perfect but the environmental interaction is flawed.

9.4 Explainable AI (XAI) for Legal Evidence

For deepfake detection to be used in a court of law, a "Fake/Real" label is insufficient. Future research should integrate
Heatmapping (Grad-CAM) or Attention Maps to provide a "Forensic Certificate." This would visually highlight why the
Al flagged a video (e.g., "Inconsistent lighting on the left cheekbone"), making the results interpretable for non-technical
legal professionals.

9.5 Real-Time Edge Deployment

With the rise of deepfakes in live video calls (Deepfake-as-a-Service), there is a need for models that can run on mobile
hardware and IoT devices with minimal latency. Researching model quantization and pruning techniques for the HST-
Trans architecture will be vital for protecting users during real-time communication.
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