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Abstract: This research explores how
blockchain technology can revolutionize the
management,

Electronic Health Records (EHRs). EHRs

integrity, and security of
encompass essential patient data such as
clinical history, diagnoses, medications, and
diagnostic reports, which are shared with
healthcare providers to enhance medical care.
Current EHR systems are predominantly
centralized, which introduces risks including
single points of failure, data handling
inefficiencies, and vulnerabilities in data
protection and trustworthiness. Blockchain
offers an innovative solution to these
challenges by ensuring enhanced security,
privacy, confidentiality, and decentralization.
This study proposes a structured, flexible, and
framework  for

accessible integrating

blockchain into EHR systems. The framework

is designed to overcome the shortcomings of

existing centralized models by enabling
interoperable and connected patient health
records. The block chain-based EHR
management system highlights the capability
to improve upon traditional record-keeping by
offering features like robust data protection,
interoperability, traceability, decentralization,
and process automation using smart contracts.
The system has been implemented using
Ethereum, and evaluations in terms of cost and
performance indicate that the solution is
efficient and adaptable to any blockchain

platform, be it public or private.

Keywords:Blockchain Technology,Electronic
Health Records,Data Privacy Decentralised

© 2025, ISJEM (All Rights Reserved) | www.isjem.com

| Page 1


mailto:21.506adepuanuradha@gmail.com
mailto:sathwikreddy0503@gmail.com
mailto:sandhyaranig42@gmail.com

£= =
EE N

\ 1S JEM {', International Scientific Journal of Engineering and Management (ISJEM) ISSN: 2583-6129
Yo Volume: 04 Issue: 06 | June - 2025 DOI: 10.55041/ISJEM04592
1: An International Scholarly || Multidisciplinary || Open Access || Indexing in all major Database & Metadata

I.INTRODUCTION advancing the way patient data is stored and
Electronic Health Records (EHRs) are essential shared. It not only boosts data security and
for delivering quality healthcare, as they provide sharing capabilities but also maintains individual
comprehensive patient information to medical ownership and control over health information,
professionals. However, the existing centralized thus fostering trust and efficiency in healthcare
EHR systems face several limitations, including systems.

challenges related to data privacy, security, and 2. LITERATURE SURVEY

interoperability. To overcome these issues,
1 Yue et al. (2016) — Blockchain for
blockchain technology has beenidentified as a
o ) ) ) Privacy in Health Data Management
promising alternative due to its decentralized and

immutable characteristics. It facilitates transparent Yue et al introduced an innovative

data blockchain-based framework aimed at

. . strengthening data security and privacy in
exchange among healthcare entities while £ & Y P Y

. . . . electronic health records. Their solution was
empowering patients with control over their own

health data. designed around the concept of a decentralized

) gateway system that allows secure, permission-

Although blockchain-based EHR systems
] ) based access to patient information using smart

offer considerable advantages, they still require
contracts. By distributing data control across a

extensive research and refinement before they
blockchain network, the framework eliminates

can be widely adopted in the healthcare industry.
reliance on a single authority, thus removing a

This research introduces a blockchain-powered
. ) major vulnerability found in traditional

framework for managing patient health records,
o ‘ . EHRsystems. In their model, every data

aiming to enhance the efficiency of data sharing
) ) ) transaction 1is transparently recorded on the

and management, while also ensuring patient
blockchain, enabling traceability and auditability

autonomy.
while protecting patient privacy through
Blockchain stands out as a viable solution to encryption. This distributedarchitecture also
the weaknesses of centralized EHRs by enabling supports patient data ownership, meaning
secure, transparent, and auditable data sharing individuals decide who can access their medical
between medical providers. Furthermore, it information. The proposed system demonstrated
supports data ownership by patients and how blockchain can offer a secure and reliable
contributes features such as enhanced privacy, infrastructure for sensitive healthcare data. The
interoperability, and automated processes study significantly contributes to the idea that
through smart contracts. blockchain can reshape healthcare data

In conclusion, integrating blockchain into ccosystems,  particularly in  environments

EHR systems holds significant potential for requiring  robust data privacy and secure
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multi-party access—such as personalized and

emergency care systems.

Azaria et al. (2016) — MedRec: Decentralized
Access Control for EHRsAzaria and his team
introduced MedRec, a pioneering Ethereum-
based system that applies blockchain to medical
data access control. The MedRec prototype
addresses the issue of fragmented medical data
by using smart contracts to handle permissions
for accessing patients’ health records. The
blockchain in MedRec stores metadata and
access histories, not the health data itself, which
remains securely in hospital databases. This
design supports scalability and ensures that
patients maintain control over who views or
modifies their data. Additionally, healthcare
providers can verify patient records without
altering the original data, and all interactions are
logged in an immutable ledger, enhancing trust
and accountability. By decoupling storage and
access control, the system manages to reduce
operational  complexity = while increasing
transparency. MedRec's model aligns closely
with your project by demonstrating how
decentralized  control, transparency, and
auditability can be effectively combined in an
EHR system, all while empowering patients to
be active stakeholders in managing their health
data.

21 Fan et al. (2018) — Blockchain for Mobile

Cloud Health Systems

Fan and colleagues explored the use of
blockchain technology to secure medical data

sharing in mobile and cloud-integrated

Roehrs et al. (2019) — Challenges in
Personal Health Record Systemsln a
comprehensive review of personal health record
(PHR) systems, Roehrs et al. examined existing
technologies  and  highlighted = common
limitations such as data silos, inconsistent
formats, and lack of user autonomy. Most
current PHR solutions are either provider-
controlled or rely on centralized data storage,
which can compromise privacy and hinder
interoperability. The review emphasized the
need for systems that are patient-centered,
portable, and capable of integrating data from
various sources like wearable devices, diagnostic
tools, and different healthcare institutions. One
of the key takeaways was that blockchain offers
a promising pathway to resolve these challenges
due to its support for decentralized storage,
immutable transaction history, and user-defined
access permissions. The authors advocate for
next-generation health systems that not only
secure patient data but also enablereal-time,
cross-platform  access.  This  perspective
reinforces your project's focus on secure,
interoperable, and patient-managed health
records, especially in high-pressure situations

such as emergency medical care where timely

access to reliable data is vital.

environments. With the growing wuse of
smartphones and IoT devices in healthcare, the
authors recognized a pressing need for secure
and scalable systems. Their proposed model
utilized a hybrid approach, combining private

blockchain with attribute-based encryption to
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protect sensitive health data The system allowed User Registration and Role-Based Permissions

patients and healthcare professionals to The system allows various users patints,

exchange information in real time while healthcare  professionals, and emergency

preserving confidentiality and integrity through responders to register, each assigned a specific

cryptographic  verification.  Notably, the role with customized access rights. This role-

blockchain ensured that all access logs and data -
based permission scheme ensures that only

transactions were tamper-proof and traceable. . T ..
authorized individuals can access sensitive

The model was also designed to opfimize health data. An administrative component

resource usage, making it suitable for energy- handles user authentication and credential

constrained mobile devices. This research .
management, creating a secure process for

directly supports your project’s objective of verifying and activating users. This mechanism

building a  decentralized health  data . . .
protects  patient privacy by preventing

infrastructure capable of supporting emergency unauthorized access and maintaining a record of

and personalized healthcare through mobile o
user activities.

integration and secure data handling.

Symptom Input and Disease Prediction
3.METHODOLOGY

Patients or emergency personnel can easily

The proposed system architecture is designed ) )
enter symptoms via a user-friendly web

to provide secure, real-time access to patient i
interface. These symptoms are then analyzed

health records, while also enabling early disease . . ) ) )
8 Y using a Naive Bayes classification model, which

prediction using machine learning techniques. ) )
has been trained on a comprehensive dataset

The methodology employs a modular design , .. )
of disease characteristics.The model predicts

consisting of four fundamental components: )
the most probable diagnoses and supplements

user role management, symptom-based . . . . .
8 ymp these findings with detailed information from

disease prediction, secure record storage with , , L i
integrated medical knowledge repositories. This

audit trails, and an emergency access workflow o . .
predictive tool speeds up clinical decision-

to facilitate rapid response. ) . . .
making by offering immediate, evidence-based

suggestions about potential illnesses.

Secure Data Management and Immutable Audit treatment records. This immutable audit trail
Trail ensures full transparency and accountability,
While the prototype doesn't connect to a live which are essential in emergency healthcare, by
public blockchain, it simulates key blockchain preserving an unalterable history of interactions
features by  maintaining a tamper-proof with patient data

transaction log. This log documents all critical

events, such as diagnoses, prescriptions, and
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Emergency Access and Support Interface

In wurgent situations, verified emergency
responders get rapid access to crucial patient
information. This includes past medical records,
allergy data, current medications, and recent
diagnostic predictions. The system presents this
information through a secure, easy-to-use

interface designed to facilitate quick,
[1]Patient Module

This module empowers patients with direct

interaction capabilities:

Account Creation: Patients initiate their
journey by registering and submitting essential

personal and contact details.

Secure Access: Activated patients gain entry to
their personalized dashboard through a secure

authentication process.

Symptom Submission: A straightforward web
form allows patients to input their symptoms for

subsequent analysis.

Predicted Diagnosis: The system utilizes a
Naive Bayes classifier to analyze submitted
symptoms, generating potential disease diagnoses

alongside relevant medical information.

Diagnosis and Prescription Review: Patients

can conveniently examine their predicted
diagnoses and any prescriptions issued by

medical professionals.

Treatment Payment (Simulated): Upon
accepting a doctor's prescription, patients proceed
to a simulated payment process, entering details

for treatment fees.

Transaction Record: A comprehensive view
or download option for treatment purchase records
and billing summaries ensures transparency for

patients.
[2]Doctor Module

Designed for healthcare professionals, this

module offers:

Professional Registration: Doctors register by
providing their professional credentials and
contact information.

Secure Login: Once activated by an
administrator, doctors access their protected
dashboard.well-informed medical decisions. By
combining predictive analytics with historical
data, the platform helps clinicians deliver tailored

and precise emergency care.

USER INTERFACE

/

Admin

Gives access

Transactions

v

Transactions

EHR Database
Provides security, Privacy and

Blockchain Network|

Doctor Patient

Can Access Can Access

4. IMPLEMENTATION

The system is developed using the Django
web framework and structured into modular
components corresponding to distinct user roles.
Each module provides specific functionalities

and secure access controls tailored to its user
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group, ensuring appropriate data privacy and

operational efficiency

Symptom and Prediction Review: Doctors
can review patient-submitted symptoms,
augmented by the machine-generated
disease predictions.

Treatment Prescription: Based on the
available data, doctors can issue prescriptions or

provide detailed treatment recommendations.

Payment Status Tracking: Doctors monitor
whether patients have completed payments for
prescribed treatments.

Patient Medical History Access: Doctors can
securely review past patient records to inform

ongoing care and decision-making.
[3]Admin Module

This central control module

administrative oversight:

provides

Administrator Login: Admin users
authenticate with designated system credentials.

User Account Management: Administrators
are responsible for activating and verifying
patient and doctor accounts, issuing unique

authentication keys.

Responder Login: Emergency responders log in
using dedicated credentials.

Transaction Oversight: Responders can view
all patient transactions, including associated
doctor IDs, dummy card numbers, pricing, and

ledger balances.

Billing Examination: Detailed billing records,
complete with transaction IDs, dates, and payment

confirmations, are accessible.

Data Oversight: The admin role grants
comprehensive access to registered users,
diagnostic records, prescriptions, and simulated

payment data for system management.

Ledger Simulation: Administrators can

review cumulative ledger balances and
transaction  logs,  effectively  simulating
blockchain-likedata immutability and

auditability Transaction Manager (Emergency

Response
Module)
Implementation
Patient Module Doctor Module Admin Module Transaction
Manager Module
{ Registration } [ Login ] [ Login ] View
7 T Ir Transactions
2 Symptom User
Login Review [Managemem . Check
T i Billing Records
Disease Prescribe Data :
Prediction Treatment Oversight Emergency
T i 1T Medical Access
Disease Purchase Ledger y .
Prediction Status Simulation Audit
History
. Django

Naive Bayes
Classification

Django

Il!

Crucial for wurgent situations, this module

focuses on rapid access:

Emergency Medical Data Access: Instant
access to vital patient information—such as

diagnoses, prescriptions, and treatment history—is

provided to facilitate timely emergency
interventions.
Immutable Audit Trail: This module

maintains unalterable logs of all treatment records
and transactions, ensuring accountability and

traceability.
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[4]Backend Architecture [S] API Integration and Resilient Error
Handling
The foundational components underpinning the
system include: The system incorporates API integrations to

augment functionality and ensure data accuracy.

Naive Bayes Classifier: Implemented in . .
For instance, RESTful APIs are utilized to

Python, this core component  processes a ) )
connect with external medical databases,

predefined  dataset  of symptoms-to-disease o ] o
retrieving up-to-date disease descriptions and

mappings to generate predictive diagnoses. Role-

Based Access Control (RBAC): Django's built-in

treatment guidelines, thereby enriching the

predictive analysis module. Furthermore, the
authentication system manages user privileges, ) o ) )

payment process is realistically simulated via a
session states, and meticulously applies access o

secure payment gateway API, mirroring real-
restrictions based on assigned roles )

world transaction flows to ensure a smooth user

Transaction Logging: All significant system experience during treatment purchases.

actions—including diagnoses, prescriptions, and
To uphold system robustness, comprehensive

simulated payments—are meticulously recorded
error handling and data validation mechanisms

as transaction entries to enable full traceability and
. are rigorously implemented throughout. User

auditing. _ . o

inputs, such as symptom entries and registration

Robust Security Measures: The system details, undergo validation on both the client and

incorporates stringent security protocols such as server sides to prevent the submission of

effective session management, CSRF (Cross- inaccurate or malicious data. Exception handling

Site Request Forgery) protection, and simulated routines are designed to gracefully capture

data  encryption to  safeguard  sensitive unexpected errors, enabling the system to

Interactions. provide clear, informative feedback to users
while maintaining operational stability without

data loss or system crashes

S.RESULT ANALYSIS
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The  developed system  unequivocally

demonstrates a secure and systematically

A Blockehain-Enabled Secure EMR System for Predictive, Personalized, and Emergency Healthcare

each user role with the system, along with the

seamless coordination among various modules.

Admin Login

organized approaéh to managing patient
healthrecords, especially within the context of
emergency scenarios. An in-depth analysis of the

results clearly illustrates the distinctinteractions of

User Onboarding and Secure AccessThe
operational flow commences with the initial
registration of both patients and medical
professionals on the platform. Their accounts then
undergo a rigorous verification and activation
process facilitated by the system administrator.
This role-based access control mechanism is
fundamental, guaranteeing that only authenticated
individuals can access and utilize the system's
specialized functionalities. Once activated, all
users retain the ability to log in securely at their
convenience using their verified credentials.
Patients typically initiate their engagement by
submitting personal particulars and detailing their
current symptoms through an intuitive interface.
This critical input is then meticulously processed
by the system's integrated machine learning
module, which employs a Naive Bayes classifier

to generate a list of potential disease diagnoses.

Doctor-Patient

This intricate interplay collectively ensures
paramount data privacy, diagnostic accuracy, and

prompt access to crucial medical information.

This predictive capability serves as invaluable
early diagnostic support for both the patientand
their attending physician.

Interaction and Transaction

Oversight
Upon successful login, doctors gain immediate
access to the symptoms reported by patients.
Based on their expert analysis of this
comprehensive data, medical practitioners are
then able to issue prescriptions and formulate
treatment plans, which are instantly viewable by
the respective patient. Should the patient concur
with the proposed prescription, they proceed to
simulate a medicine purchase utilizing the
integrated payment module. Within this intricate
workflow, the transaction manager module
assumes a pivotal role. It diligently monitors all
transactions, verifies

meticulously payment

statuses, and ensures that all billing records are
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accurately logged and readily accessible for systems. Through the integration of machine

review.

A Blockchain-Enabled Secure EHR System for Predictive, Personafized, and Emengency Mealthcare

Logged user is Rocky

Enter How you feeling Symptoms seperated with commos(,)

Patients enters the

symptoms
Data Integrity and Operational Outcomes
Throughout its operation, the system
rigorously upholds secure data handling
practices and maintains  comprehensive
transaction logging. These features are
specifically designed to emulate core blockchain
attributes, namely immutability and
transparency. Each module performs precisely as
intended, and the collective outcomes robustly
confirm the system's capacity to provide
accurate diagnostic assistance, secure access to
medical records, and a reliable flow of data
across all designated roles. This holistic
performance significantly contributes to an
improved emergency healthcare response and
reinforces the fundamental principle of patient

data integrity.
6. CONCLUSION

The proposed Blockchain-enabled Secure
EHR System for Predictive, Personalized
Emergency Healthcare offers a robust and
modular solution to the longstanding issues in

current centralized healthcare data management

learning and  blockchain-inspired — design
principles  (without full deployment on
Ethereum), this system addresses critical aspects
such as data privacy, role-based access,

auditability, and rapid medical response.

The project emphasizes predictive healthcare
by incorporating a Naive Bayes classification
model to analyze patient-reported symptoms and
generate disease predictions in real time. While
the predictions guide initial diagnosis and
emergency triage, the role of a licensed doctor
remains essential to ensure medical accuracy,
validate recommendations, and prescribe
appropriate  treatment. This dual-approach
balances automation with expert intervention,
improving both speed and reliability in care

delivery.

Furthermore, the system simulates ledger-
based immutability and transaction logging to
mimic the audit features of blockchain, which
enhances transparency and trustworthiness.
Emergency responders and transaction managers
are equipped with controlled yet immediate
access to patient health data in urgent situations,
enabling fast and informed decision-making,

especially when every second matters.

In terms of technical implementation, Django
is used as the development framework,
ensuring a secure, scalable, and well-
structured backend. User authentication, form
validations,and role-based restrictions are
effectively handled, while simulated payment

modules and transaction logs bring a near real-
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world healthcare flow into practice. This
prototype serves as a proof-of-concept that could
be scaled further with real blockchain
integration or deployed in small to medium-
sized healthcare institutions for emergency
response management.Overall, the system
demonstrates how emerging technologies, when
used thoughtfully and ethically, can significantly
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enhance healthcare delivery. With further
enhancements like real-time API integrations,
improved data visualization, smart contracts, or
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accessed, predicted upon, and acted upon in
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