L2

\v I S;E M‘f; International Scientific Journal of Engineering and Management (ISJEM) ISSN: 2583-6129
Y205 Volume: 04 Issue: 05 | May - 2025 DOL: 10.55041/ISJEM03460

~\
An International Scholarly || Multidisciplinary || Open Access || Indexing in all major Database & Metadata
= <

Blockchain-Based Applications in Decentralized Financial Technology for

Cryptocurrency Exchange
Mr. Chitoor Venkat Rao Ajay Kumar*!, Dandi Koushik?,

Gelli T N SV Vinay Raja Mohan> Momammed Badrul Hasan™

*1 Assistant Professor, Department of CSE (Al & ML) ,ACE Engineering College, Hyderabad, India.
*234Department of CSE (AI & ML), ACE Engineering College, Hyderabad, India.

ABSTRACT

Blockchain technology is revolutionizing financial systems by enabling secure, transparent, and decentralized
transactions. The emergence of cryptocurrencies and decentralized applications (dApps) has facilitated the development of
financial systems independent of traditional intermediaries. However, challenges such as high gas fees, limited scalability, and
smart contract vulnerabilities persist. This paper explores how existing blockchain technologies have tackled these issues and
proposes an approach for building more efficient, secure, and user-friendly decentralized finance (DeFi) applications. With a
focus on Ethereum-based smart contracts and tools like MetaMask, Solidity, and Hardhat, this study highlights both the
opportunities and the technical gaps present in current implementations. The goal is to enhance user experience, security, and
scalability in DeF1i systems.
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LLINTRODUCTION
1.1 Introduction

Blockchain technology has introduced a radical change in conducting digital transactions and record keeping. Central to the
concept of decentralization, the blockchain ensures trustless systems that promote transparency, immutability, and greater
security by eliminating intermediaries. Among other blockchain platforms, Ethereum is the most significant. It provides a
platform for creating decentralized applications (dApps) by means of smart contracts. Smart contracts are self-executing
contracts in which the terms of the agreement have been written into lines of code. This smart contract is the backbone of
decentralized finance (DeFi), which aims to recreate and innovate on conventional financial services using the blockchain.

There was a rising interest in the space around the world over the last few years, owing to the promise of DeFi providing
borderless, inclusive, and efficient financial solutions. Decentralized exchanges, lending protocols, and yield farming platforms
are testing the limits of financing without the necessity of centralized banks or financial institutions. However, in conjunction
with all the advantages of DeFi come various paradoxes. Foremost are talks about the high fees incurred during transactions on
the Ethereum network due to congestion, smart contract vulnerabilities, and limited interoperability between blockchains. The
purpose of this paper is to investigate these concerns with a focus on how new instruments and frameworks can be employed in
making DeFi platforms much stronger and user-centric.

1.2 Background of the project

The complementary nature of Bitcoin originated the idea of the first-ever decentralized digital currency in 2009, while
the invention of Ethereum in 2015 was the actual trigger for unlocking the blockchain potential via smart contracts.
Ethereum allowed programmers to create decentralized applications that are programmable to automate transactions
and build financial services, thereby eliminating the role of intermediaries. The consequence is decentralized finance
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(DeFi), which aims to provide decentralized infrastructure for financial instruments, including lending, borrowing, and
trading.

But as Ethereum gained popularity, problems with scalability began to emerge. The capacity of the Ethereum network
was eventually measured in terms of throughput or transactions per second (TPS), which could not keep pace with the
demand surging in the network, resulting in unbearable gas prices during congested situations. The exorbitant fees make
microtransactions unrealistic, which further discourages the acquisition of new users. Furthermore, programming secure
smart contracts requires expertise, as even an insignificant bug can be weaponized, has been the case in many instances,
as seen in various DeFi hacks.

ILLITERATURE SURVEY

2.1 1. Title: Ethereum White Paper

Authors: Vitalik Buterin [1]:

Introduces Ethereum as a decentralized platform enabling smart contracts and dApps. It outlines a conceptual framework
to go beyond Bitcoin’s limitations.

Limitation: Lacks empirical validation and scalability analysis.

2.2 Title: Ethereum: A Next-Generation Cryptocurrency and dApp Platform
Authors: Vitalik Buterin [2]:

Elaborates on Ethereum’s capabilities in supporting decentralized applications.
Limitation: Insufficient discussion of security and scalability concerns.

2.3 Title: Rich Specifications for Ethereum Smart Contract Verification

Authors: - Bram Christian et al. [3]:

Proposes a formal specification approach to verify smart contract behavior for improved reliability.
Limitation: Lacks real-world validation of the approach.

2.4 Title: A Blockchain-Backed System for Decentralized Trusted Timestamping
Authors: Thomas Hepp et al. [4]:

Suggests a blockchain solution for timestamping, enhancing data integrity and trust.
Limitation: Scalability and adoption remain open issues.

2.5 Title: Decentralized Finance: Blockchain and Smart Contract-Based Markets
Authors: Fabian Schar [5]:

Reviews DeFi’s architecture and potential risks, proposing a multi-layered framework.
Limitation: Rapid DeFi evolution may render some insights outdated.

2.6 Title: An Analysis of Uniswap Markets

Authors: Guillermo Angeris et al. [6]:

Analyzes Uniswap'’s functioning and how Automated Market Makers (AMMs) affect pricing and liquidity.
Limitation: Does not cover recent Uniswap updates or competitors.

2.7 Title: Uniswap and the Emergence of Decentralized Exchanges

Authors: Yuen C. Lo, Francesca Medda [7]:

Compares decentralized exchanges (DEXs) like Uniswap with traditional exchanges.
Limitation: Too focused on Uniswap, lacks broader ecosystem insight.
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2.8 Title: Slither: A Static Analysis Framework for Smart Contracts
Authors: Trail of Bits [8]:
Introduces a security auditing tool to detect vulnerabilities in Solidity code.
Limitation: Detection is only as good as known attack patterns.

2.9 Title: MythX: Security Analysis Service for Ethereum Smart Contracts
Authors: ConsenSys [9]:
Provides automated security analysis for smart contracts using symbolic execution.

Limitation: Cloud dependency may introduce privacy concerns.

2.10 Title: MetaMask: A Gateway to Blockchain Applications
Authors: MetaMask Docs [10]:
Describes how MetaMask enables seamless wallet integration and user-friendly dApp interaction.
Limitation: User experience can still be complex for beginners.

2.11COMPARISON TABLE: Literature Review on Blockchain-Based Applications
Decentralized Financial Technology for Cryptocurrency Exchange.
Paper Title Author(s) Year Methodology Findings
Blockchain-Backed | Hepp et al [1] 2018 Designed a system to provide Ensured secure and
Trusted tamper-proof timestamps via immutable document
Timestamping blockchain for document logs.
authentication.
An Analysis of Angeris et al 2020 Quantitatively examined Highlighted AMM
Uniswap Markets [2] Uniswap's AMM model to dynamics
assess its liquidity provision
and fee mechanisms.
Decentralized Fabian Schar 2021 Reviewed DeFi protocols and | Identified benefits and
Finance Analysis [3] systemic risks. vulnerabilities in DeFi
Uniswap & Lo & Medda 2021 Compared decentralized and | DEXs offer privacy, but
Emergence of DEX [4] centralized exchanges. face Ul and scalability
issues.
Rich Specs for Bram et al [5] 2021 Used formal methods for Improved reliability
Ethereum Smart contract correctness. through verification
Contract
Verification
Ethereum: A Next- | Vitalik Buterin 2023 Expanded Ethereum for Expanded on
Gen [6] general-purpose dApps using Ethereum’s potential
Cryptocurrency EVM.
Platform
A Next-Generation | Vitalik Buterin 2023 Introduced Ethereum for Proposed Ethereum for

Smart Contract and
dApp Platform

(7]

building smart contract-
based dApps.

smart contracts and
dApps

in

© 2025, ISJEM (All Rights Reserved)

| www.isjem.com

| Page 3



L2

\v I S;E M‘f; International Scientific Journal of Engineering and Management (ISJEM) ISSN: 2583-6129
Y205 Volume: 04 Issue: 05 | May - 2025 DOL: 10.55041/ISJEM03460

~\
An International Scholarly || Multidisciplinary || Open Access || Indexing in all major Database & Metadata
= <

Table 1: Review of Existing Research on Blockchain-Based Applications in Decentralized Financial
Technology for Cryptocurrency Exchange
2.12 RESEARCH GAPS:

From the literature review, some of the key gapsthathave been identified in the existing development of smart
navigation systems that seek to leverage Al, multimodal input, and real-time route optimization are:

Though highly promising and rapidly evolving, there still exist several research gaps that seriously hamper DeFi
from being mainstream or long-term sustainable. One of them is that the smart contract verification tools are marred by
lack of thorough empirical validation while some tools, such as Slither and MythX, have provided static and symbolic
analyses but limited real-world testing to establish their reliability in detecting sophisticated vulnerabilities in large-
scale, deployed contracts.

Another vital constraint is the insufficient scalability tests of DeFi apps under heavy-load conditions that are
performed on most studies based solely on theoretical or simulation-based scalability. When such systems are assessed
concerning weaknesses, there is little or no validation by simulation of the congestion in networks in conjunction with
user behavior at peak usage, which is crucial. Further, the DeFi ecosystem lacks an integrated framework, which would
make it possible to execute backend smart contracts securely while purposely providing inviting front interfaces. Many
either have complex functional structures and then do not have focus on security aspects or the other way around, thus
leaving room for all-inclusive design of such solutions.

III. PROPOSED METHODOLOGY

This paper proposes an optimal design methodology for secure, scalable, and user-oriented decentralized finance
applications to solve the issues presented in current DeFi systems. The crux of the method deploys lightweight smart
contracts on Ethereum testnets in Solidity to curb gas usage, especially in peak network times. The contracts themselves
are written with validation checks in mind and are security-first by design; thus, they are amenable to future security
validation via auditing tools such as Slither and MythX. For wallet-based peer-to-peer ETH transfers, MetaMask is
integrated to enable smooth liquidity fluidity bypassing the complexities of AMMs or fragmented liquidity pools. The
frontend leverages React and Tailwind CSS to create an easy-to-use, real-time interface that guarantees seamless
interaction with the blockchain. The system is EVM compliant, which will allow for easy migrations to Layer 2 solutions
or other EVM-compatible chains in the future, making it scalable while also reducing transaction costs.

IV CONCLUSION AND FUTURE SCOPE

Blockchain technology is steadily transforming the landscape of modern finance by enabling decentralized and
transparent alternatives to traditional systems. Through this survey, we explored the structure, benefits, and limitations
of current DeFi implementations, particularly focusing on Ethereum and its ecosystem. By analyzing existing tools and
methodologies, we identified key gaps in scalability, security, and usability. Our proposed approach presents a solution
that integrates lightweight smart contracts, wallet-based transfers, and intuitive user interfaces, all aligned with EVM
standards. Looking forward, the integration of cross-chain protocols, Layer 2 scalability solutions, and enhanced Al-
driven smart contract testing can drive the next phase of DeFi innovation. Future work will focus on further improving
accessibility, regulatory alignment, and security to enable mass adoption of decentralized financial systems.
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