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Abstract - Credit card fraud causes significant financial 

losses for customers and financial institutions worldwide. 

Detecting fraudulent transactions accurately and at the 

earliest stage is therefore essential. This work presents a 

fraud detection framework based on supervised learning 

combined with effective feature engineering techniques. 

Historical transaction data containing both genuine and 

fraudulent operations are used to train predictive models. 

The objective is to classify new transactions with high 

reliability while minimizing false alarms. Credit card fraud 

detection is naturally formulated as a binary classification 

problem. The dataset is highly imbalanced, with fraudulent 

cases representing only a small fraction of the total records. 

To address this challenge, careful preprocessing and 

transformation of the data are performed. Feature 

engineering is applied to derive informative attributes that 

enhance the learning capability of the models. The proposed 

system evaluates multiple machine learning approaches 

within a unified pipeline. Model performance is assessed 

using standard evaluation metrics suited for imbalanced 

data. The framework aims to improve fraud capture rate 

without increasing unnecessary investigations. 

Experimental analysis demonstrates that engineered 

features significantly influence predictive accuracy. The 

study highlights the importance of combining domain 

knowledge with data-driven methods. The resulting solution 

provides a practical and scalable approach for real-world 

credit card fraud detection. 
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1.INTRODUCTION  

 

Credit card usage has increased rapidly with the growth of 

digital commerce and online payment systems. [7] Along 

with this expansion, fraudulent activities have also grown in 

scale and sophistication. Financial institutions therefore 

require intelligent systems that can automatically 

distinguish legitimate transactions from malicious ones. 

Credit card fraud detection has become a critical research 

problem due to the severe financial losses and reputational 

risks involved. [20] Traditional rule-based monitoring 

systems are often inadequate because fraud patterns evolve 

continuously. As a result, machine learning approaches 

have gained significant attention for their ability to learn 

complex behaviors from historical data. In a real-world 

environment, fraud detection is challenging because 

fraudulent transactions represent only a very small 

percentage of the total volume. This class imbalance makes 

standard accuracy measures unreliable and demands more 

robust evaluation strategies. Moreover, customer spending 

behavior changes over time, introducing concept drift that 

can degrade model performance. Another difficulty is the 

limited availability of labeled fraud data, as investigation 

and confirmation require human effort. Hence, automated 

techniques must operate effectively even with scarce 

supervision. Supervised learning models provide a practical 

framework where past labeled transactions are used to 

predict the risk of new ones. [17]These models transform 

transaction attributes into meaningful features that help in 

identifying hidden patterns. Feature engineering and data 

preprocessing therefore play a vital role in improving 

predictive capability. Sampling strategies such as 

oversampling and undersampling are frequently employed 

to rebalance the dataset. By doing so, classifiers can better 

recognize minority fraud cases without being biased toward 



                           International Scientific Journal of Engineering and Management (ISJEM)                                ISSN: 2583-6129 
                                  Volume: 05 Issue: 02 | Feb – 2026                                                                               DOI:10.55041/ISJEM05505 

                                  An International Scholarly || Multidisciplinary || Open Access || Indexing in all major Database & Metadata        

 

© 2026, ISJEM (All Rights Reserved)  | www.isjem.com   | Impact Factor: 8.072                                                   |        Page 2 

genuine transactions. The objective of this work is to design 

a data-driven fraud detection pipeline that supports 

investigators by prioritizing high-risk alerts. Multiple 

algorithms are evaluated to understand their strengths under 

highly imbalanced conditions [5]. Performance is analyzed 

using metrics that reflect real detection capability rather 

than simple overall correctness. The study also emphasizes 

the importance of continuously updating models with new 

feedback. Such adaptive systems are essential for 

maintaining effectiveness against emerging fraud strategies. 

 
A customer initiates a card transaction and the system first 

checks basic details like PIN validity. The transaction 

information is then passed to a machine learning model, 

which evaluates whether it is genuine or fraudulent. Based 

on the prediction, the transaction is either approved or 

rejected, and the outcome is used as feedback to improve 

future detection. 

2. Body of Paper 

2.1 EXISTING SYSTEM 

In traditional banking environments, fraud detection has 

largely relied on manual verification and predefined rule-

based mechanisms. Transactions are typically filtered using 

static thresholds such as transaction amount, location, or 

frequency. [9] These rules are designed by domain experts 

based on previously observed fraud patterns. While simple 

to implement, rule-based approaches struggle to adapt to 

newly emerging strategies. Fraudsters continuously modify 

their behavior, making fixed rules less effective over time. 

As a result, many fraudulent transactions bypass detection 

while genuine ones may be incorrectly flagged. 

Another limitation of existing systems is their heavy 

dependence on human investigators. Alerts generated by 

basic screening mechanisms require manual review, which 

increases operational cost and processing time. Since 

transaction volumes are extremely high, only a small subset 

can be examined in detail. [3] This constraint often leads to 

delayed responses and undetected fraud. Moreover, rule 

updates require expert intervention, which is both time-

consuming and inflexible. 

Some earlier solutions incorporated statistical techniques, 

but they often lacked scalability for large datasets. These 

methods typically used limited features and did not exploit 

the full richness of transaction information. Handling highly 

imbalanced data was also a major challenge, causing 

models to favor genuine transactions. Consequently, fraud 

detection rates remained low despite high overall accuracy. 

The absence of automated feature construction further 

restricted predictive capability. 

In many legacy implementations, evaluation metrics 

focused primarily on accuracy rather than recall or 

precision. Such measurements can be misleading in fraud 

scenarios where minority detection is critical. Furthermore, 

continuous learning from investigator feedback was not 

effectively integrated. Without adaptation, system 

performance deteriorates as patterns change. 

 

CHALLENGES 

• Fraud cases are very rare compared to normal transactions. 

• Getting confirmed fraud labels is difficult and expensive. 

• Fraudsters keep changing methods, reducing model 

accuracy over time. 

• Genuine customers may be wrongly blocked. 

• Finding useful indicators of fraud is not easy. 

• Missing or noisy data can mislead the model. 

• Decisions must be made within seconds. 

• Systems must handle huge volumes of daily transactions. 

• Investigators need clear reasons for predictions. 

• Different errors lead to different financial impacts. 

•  
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2.2 PROPOSED SYSTEM  

The proposed system presents a data-driven framework for 

identifying fraudulent credit card transactions using 

supervised machine learning techniques. The objective is to 

automatically distinguish illegitimate activities from 

genuine customer behavior with high reliability. [15] 

Historical transaction records containing labeled outcomes 

are used as the foundation for model training. Each 

incoming transaction is treated as a data instance that must 

be classified in real time. Preprocessing operations are 

applied to clean the dataset and prepare it for effective 

learning. 

The system performs normalization, missing value 

handling, and noise reduction to improve data quality. 

Feature engineering techniques are employed to convert 

raw transaction attributes into meaningful predictive 

variables. These derived features capture behavioral 

patterns, spending habits, and risk indicators. [2] By 

enhancing representation, the model becomes more capable 

of separating fraud from legitimate activity. Class 

imbalance handling methods are also integrated to ensure 

minority fraud cases receive adequate attention. 

Multiple supervised learning algorithms are trained and 

validated on historical data. The classifiers learn decision 

boundaries that help predict whether a new transaction is 

suspicious. [11]During deployment, the trained model 

evaluates unseen transactions and generates risk scores. 

Based on these scores, alerts can be triggered for further 

investigation. This automated process significantly reduces 

manual workload. 

Performance evaluation is conducted using appropriate 

metrics such as precision, recall, F1-score. [1] These 

measures provide a realistic understanding of detection 

capability under imbalanced conditions. Continuous 

monitoring enables periodic retraining as new fraud 

strategies emerge. The system architecture is designed for 

scalability to handle large transaction volumes efficiently. 

Experimental results demonstrate that the proposed 

approach improves fraud detection accuracy while 

minimizing false alarms. The framework supports 

adaptability, transparency, and integration with existing 

banking infrastructure. [6] Overall, the solution provides an 

intelligent and practical mechanism for strengthening 

financial security and customer trust. 

 

ADVANTAGES  

• Provides higher fraud detection accuracy by learning 

patterns from historical labeled data. 

• Reduces manual effort by automatically generating risk 

scores for new transactions. 

• Handles imbalanced datasets effectively through sampling 

and feature engineering methods. 

• Adapts to new fraud strategies via periodic retraining and 

model updates. 

• Minimizes financial loss and customer inconvenience by 

lowering false alarms. 

2.3 Algorithms and Techniques 

To identify an effective model for credit card fraud 

detection, multiple supervised machine learning algorithms 

are evaluated under the same experimental setup[18]. All 

models are trained and tested on the same preprocessed and 

feature-engineered dataset to ensure a fair comparison. 

Performance is assessed using standard evaluation metrics 

such as accuracy, precision, recall, F1-score, and ROC-

AUC. This comparative study helps determine the most 

reliable and scalable approach for identifying fraudulent 

transactions in real-world environments [13]. In this project, 

Logistic Regression, K-Nearest Neighbors, Decision Tree, 

Random Forest, and XGBoost are implemented and 

analyzed. 
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The following algorithms and techniques are used in this 

project for fraud detection and transaction classification: 

• Logistic Regression. 

• K-Nearest Neighbors. 

• Random Forest. 

• Decision Tree. 

• XGBoost. 

A. Logistic Regression 

Logistic Regression is a supervised learning algorithm 

widely used for binary classification tasks. It predicts the 

probability of a transaction being fraudulent or genuine 

using a logistic (sigmoid) function. [10] The model is 

computationally efficient and easy to interpret. It serves as 

a strong baseline for comparison with more complex 

approaches. Logistic Regression performs well when 

relationships between features and output are relatively 

linear. 

B. K-Nearest Neighbors 

K-Nearest Neighbors classifies a transaction based on 

similarity to previously observed data points. The class is 

assigned according to the majority vote among the nearest 

neighbors. [14] It is a simple and intuitive method that can 

capture nonlinear boundaries. Proper feature scaling is 

important for achieving good results. The effectiveness of 

the model depends on the choice of K and the distance 

metric. 

C. Decision Tree 

Decision Tree is a rule-based supervised learning 

technique that splits the dataset according to feature 

conditions. Each branch represents a decision rule, and 

leaf nodes correspond to class labels. The model is easy to 

visualize and interpret, making it suitable for explaining 

fraud predictions. It can automatically select important 

features. However, individual trees may suffer from 

overfitting. 

D. Random Forest 

Random Forest is an ensemble learning approach that 

builds multiple decision trees and combines their outputs. 

It introduces randomness in both data sampling and 

feature selection. [4] This helps improve prediction 

accuracy and control overfitting. The method is robust to 

noise and works well on imbalanced datasets. It is widely 

adopted in financial fraud detection applications. 

E. XGBoost 

XGBoost is a powerful gradient boosting technique known 

for its speed and high predictive performance. It builds 

models sequentially, where each new model focuses on 

correcting previous errors. Regularization mechanisms 

enhance generalization capability. [12] XGBoost efficiently 

handles complex patterns in transaction data. It often 

achieves superior results compared to traditional classifiers. 

2.4 METHODOLOGY 

INPUT: 

The input data for this credit card fraud detection system is 

sourced from the European credit card transaction dataset 

(September 2013), [19] comprising 284,807 transactions. Due 

to confidentiality, 28 features (V1–V28) are provided as 

PCA-transformed principal components, with only 'Time' 

(seconds elapsed since first transaction) and 'Amount' 

(transaction value in euros) remaining untransformed . The 

binary response variable 'Class' indicates fraud (1) or 

genuine (0), with frauds representing only 0.172% of 

transactions (492 cases), exhibiting severe class imbalance. 
[8] Preprocessing includes normalization of the 'Amount' 

feature and scaling of PCA components. No missing values 

are present. These processed inputs enable machine 

learning models to identify fraudulent transaction patterns. 
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Output: 

 

 

Output: 

 

 

 

 

 

3. CONCLUSIONS 

 

This project evaluated five machine learning algorithms for 

credit card fraud detection on highly imbalanced data 

(0.172% fraud). XGBoost outperformed all classifiers with 

the highest AUC-ROC of 0.883. SMOTE and 

SMOTE+Tomek links proved most effective for handling 

class imbalance, while cluster centroids performed worst. 

Results demonstrate that frequent model updates 

(weekly/biweekly) significantly improve detection accuracy 

over static annual updates. The optimal configuration 

combines XGBoost with SMOTE-based oversampling, 

providing a robust framework for real-world fraud detection 

systems. 
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