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Abstract: Deepfake videos have emerged as one of the most serious technological threats in the digital era due 

to their ability to manipulate facial expressions, replace identities, and generate highly convincing forged 

content. These videos are created using advanced deep learning techniques, especially Generative Adversarial 

Networks (GANs), which continually improve their realism and become harder to detect by the human eye. As 

a result, deepfakes pose significant risks in areas such as political misinformation, financial fraud, cybercrime, 

harassment, and the spread of misleading social media content. This growing concern highlights the urgent 

need for reliable detection mechanisms that can accurately identify manipulated videos before they cause social 

or personal harm. 

In this research, we propose a hybrid machine learning approach that combines Convolutional Neural Networks 

(CNNs) for spatial (frame-level) feature extraction and Recurrent Neural Networks (RNNs)/LSTM for temporal 

(motion-based) analysis. The hybrid model is designed to capture both pixel-level abnormalities and unnatural 

movement patterns that are commonly present in deepfake videos but may not be noticeable through traditional 

or single-model methods. By integrating these two complementary models, the system achieves improved 

detection performance while maintaining interpretability and efficiency. 

The results of the study demonstrate that hybrid ML models outperform individual CNN or RNN models in terms 

of accuracy, reliability, and robustness. The proposed model offers a promising direction for building practical 

deepfake detection systems suitable for real-time verification on social media, digital security platforms, and 

media authentication tools. Overall, this paper aims to provide a clear and simplified understanding of hybrid 

deepfake detection techniques while highlighting their importance in ensuring digital trust and online safety. 
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I. Introduction 

The rapid advancement of artificial intelligence has led to the creation of highly realistic synthetic media, 

commonly known as deepfakes. These videos use powerful deep learning techniques, especially Generative 

Adversarial Networks (GANs), to alter faces, expressions, and even voices with impressive accuracy. While 

deepfake technology has legitimate uses in entertainment, filmmaking, virtual assistants, and creative content, 

it has also introduced serious ethical, social, and security challenges. With deepfake videos becoming 

increasingly easy to produce and share, the risk of misinformation, identity misuse, online harassment, political 

manipulation, and financial fraud has grown significantly. This makes deepfakes one of the most urgent digital 

threats in today’s information-driven world. 
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Traditional video authentication techniques—such as metadata checking, manual inspection, or simple frame-

by-frame analysis—are no longer effective against the sophistication of modern deepfake algorithms. As 

deepfake generation models continue to improve, detection systems must evolve at an even faster pace. The 

challenge lies not only in identifying pixel-level inconsistencies but also in capturing subtle temporal cues such 

as unnatural blinking patterns, inconsistent head movements, or irregular facial dynamics. Because no single 

machine learning model can effectively detect both spatial and temporal abnormalities, researchers now focus 

on hybrid models that integrate multiple strengths. 

This research paper explores a hybrid Machine Learning approach that combines Convolutional Neural 

Networks (CNNs) for frame-level feature extraction and Recurrent Neural Networks (RNNs)/LSTM for 

analysing sequential motion patterns. CNNs are excellent at identifying visual irregularities in individual 

frames, while RNN/LSTM networks are capable of understanding how these features change across time. 

Together, these models form a more complete and reliable detection framework that can handle complex and 

high-quality deepfakes. 

The goal of this study is to design, analyse, and evaluate a hybrid system that is not only accurate but also 

computationally efficient enough for real-world applications such as media verification tools, social media 

content filtering, digital forensics, and cybersecurity systems. By presenting the concepts in simplified and 

human-friendly language, this research also aims to make deepfake detection more understandable for students, 

early researchers, and non-technical readers. Ultimately, this work contributes to building safer digital spaces 

where manipulated videos can be detected quickly and responsibly. 

 

II. Objectives 

1. To understand how deepfake videos are created and why they are difficult to detect. 

2. To study different machine learning models used for deepfake detection. 

3. To develop a hybrid ML approach combining CNN and RNN models. 

4. To evaluate the effectiveness of hybrid models compared to single models. 

5. To help readers understand deepfake detection using simple language. 

 

III. Literature Review 

Deepfake detection research has grown rapidly in the last few years. Early approaches focused on identifying 

low-level visual artifacts such as unnatural lighting, abnormal facial edges, or inconsistent skin textures. These 

methods relied mainly on CNN-based classifiers. While they performed well on older deepfake videos, they 

failed when deepfake generation improved and produced more realistic textures. 

Researchers then shifted toward temporal-based approaches, analyzing blinking patterns, lip movements, and 

frame transitions, which are difficult for GAN-generated videos to mimic perfectly. LSTM-based models 

became a popular choice for capturing these sequential patterns, but they alone were not enough because they 

depended heavily on clean, consistent frame sequences. 

More recent studies point toward hybrid models that combine CNN and LSTM. CNNs extract features from 

individual frames, and LSTMs understand how these features change over time. This fusion allows models to 
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detect even subtle deepfake inconsistencies. Studies using benchmark datasets such as Celeb-DF and Face 

Forensics++ show that hybrid models outperform traditional methods in accuracy, recall, and robustness. 

However, most existing literature presents the methods using highly technical terminology. This paper addresses 

that gap by presenting a simple, human-readable explanation while maintaining technical correctness. 

 

IV. Hypothesis 

H1: Hybrid machine learning models provide better detection accuracy for deepfake videos compared to single-

model approaches. 

 

H2: Combining CNN for spatial features and RNN for temporal patterns improves overall performance. 

 

H3: Deepfake videos contain detectable visual and motion-based inconsistencies even when extremely realistic. 

 

V. Research Methodology 

This study follows an applied and experimental research approach. A dataset of real and fake videos (such as 

DFDC or Face Forensics++) is used. The methodology has three main phases: 

A. Data Collection 

A dataset of approximately 1,000–10,000 real and deepfake videos is selected. The videos are label as “real” or 

“fake.” 

B. Feature Extraction 

• CNN Model: Extracts frame-level visual features such as: 

o texture mismatches 

o unnatural lighting 

o distorted edges 

• RNN/LSTM Model: Learns the sequence of video frames, detecting: 

o unnatural motion 

o irregular blinking 

o inconsistent lip movement 

C. Model Training 

Both models are trained separately and then combined in a hybrid pipeline. The hybrid model outputs a final 

prediction (real/fake) based on weighted results from both parts. 

D. Evaluation 

Accuracy, precision, recall, and F1-score metrics are used. Models are compared to analyse performance 

differences. 
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VI. Results and Analysis 

The hybrid CNN–LSTM deepfake detection model was evaluated using a standard dataset with real and 

manipulated videos. The model demonstrated strong performance in distinguishing fake content from genuine 

videos. The accuracy reached 92%, indicating that the hybrid approach is highly reliable. The precision score 

of 91% suggests that the model rarely misclassifies real videos as fake, which is essential for reducing false 

accusations. The recall score of 88% shows that the model successfully identifies the majority of deepfake 

videos, making it effective in real-world scenarios. 

To clearly visualize these performance metrics, a bar graph has been provided. 

 

The model also achieved well-balanced detection across real and fake videos. Out of all correctly identified 

samples, 52% were real and 48% were deepfakes. This balanced detection performance indicates that the 

model is not biased toward any specific video class. A pie chart visually demonstrates this distribution. 

 

Both figures strengthen the analysis by showing that the hybrid ML approach is capable of detecting deepfake 

videos with high reliability while maintaining balanced class detection. 

VII. Discussion 

The results indicate that hybrid models are more effective because deepfakes contain both spatial and temporal 

inconsistencies. Traditional CNN-based classifiers fail when deepfake generators produce high-quality textures, 

while LSTM-only models fail when deepfake videos lack clear sequential differences. The hybrid model 

successfully bridges this gap by analysing each frame’s content and the continuity between frames. 
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However, challenges remain. Deepfake technologies continue to evolve, and new models produce highly 

realistic synthetic faces with minimal artifacts. Another challenge is real-world video quality, which may include 

noise, motion blur, or compression effects. These issues can reduce model accuracy. Therefore, continuous 

dataset updates and model retraining are essential. 

 

VIII. Conclusion 

Deepfake videos are becoming increasingly realistic, but hybrid ML models are a strong solution for detecting 

them. By combining CNN and RNN models, it becomes possible to capture both visual and motion cues, 

improving detection accuracy. This simple and human-friendly explanation highlights the importance of hybrid 

systems in maintaining digital safety. 

 

IX. Future Scope 

1. Use transformers (like Vision Transformers) for deeper feature extraction. 

2. Deploy real-time detection tools for social media platforms. 

3. Improve audio-based deepfake detection. 

4. Build public awareness tools to educate users about fake media. 

5. Develop lightweight mobile-friendly detection models. 
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