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Abstract - The Dark Web is a hidden portion of the internet
accessible only via specialized software like Tor, offering
anonymity for both legal privacy needs and illegal activities
such as drug sales and hacking forums. It serves as an
anonymous haven for cyber threats including malware trading,
hacking forums, and illicit marketplaces, complicating textual
classification amid noisy, voluminous data. Existing methods
integrate Latent Dirichlet Allocation (LDA) topic modeling
weights with TextCNN, preprocessing Dark Web texts to derive
class-specific slashing vector
approximately 300- fold for superior accuracy on DUTA-10k
(25 classes) and CoDA (10 classes) over SVM, Naive Bayes,
and prior benchmarks. Despite outperforming baselines,
limitations persist: dependency on static datasets neglects
dynamic content shifts; variable keyword tuning arises from
class overlaps; real-time processing is absent; and separate

keywords, dimensions by

components obscure neural interpretability. This paper
proposes a unified deep learning architecture embedding topic
modeling directly into TextCNN for real-time classification,
dynamically pruning irrelevant terms while exposing neural
influences via integrated keyword analysis. Key benefits
include rapid threat detection for operational cybersecurity,
enhanced explainability bridging probabilistic weights and deep
reduced hyperparameter

generalization, and scalable deployment across evolving Dark

features, sensitivity for robust

Web landscapes, advancing automated intelligence gathering.

Key Words: Dark Web, Latent Dirichlet Allocation (LDA),
real-time classification, generalization, TextCNN, operational
cybersecurity.

I. INTRODUCTION

The Dark Web is an encrypted portion of the internet that can
only be accessed with specific software such as Tor

and serves both legal anonymous communication as well as
illegal markets, cybercrime forums, and other illicit activities. This
environment represents a significant challenge for
cybersecurity due to the anonymity provided, which makes
identification and mitigation of cyber threats difficult, requiring
advanced analytical techniques to

intelligence from the voluminous and often obfuscated textual

extract actionable
data that Dark Web communications generate. Effective
monitoring of this space requires the continual discovery and
categorization of new Tor sites and daily analysis of their
content. Traditional text analysis methods fail to handle the
unique linguistic aspects of the Dark Web, such as domain-
specific jargon, deliberate obfuscation, and slang that changes
rapidly, which makes the use of general-purpose language
models inadequate for accurate illicit activity detection. The
rapidly changing content of the Dark Web makes it particularly
challenging for traditional text analysis methods and requires
models that can adapt to emerging threats and shifting linguistic
patterns in near real-time. These challenges highlight the need
for innovative computational approaches that can process the
inherent noise, volume, and evolving semantics of Dark Web
communications in order to distinguish between legitimate and
illicit content. In this paper, we present a novel unified deep
learning architecture that incorporates dynamic topic modeling
directly into a TextCNN framework to overcome these
limitations, allowing the system to continuously adapt to
emerging illicit language and operational changes within Dark
Web communities providing a more robust and scalable solution
for threat detection and intelligence gathering and bridging the
gap between probabilistic topic distributions and feature-based
deep learning models to increase accuracy and reduce
hyperparameter sensitivity while significantly advancing
towards automated intelligence gathering by streamlining the
detection and analysis of evolving cyber threats on the Dark
Web.
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II. BACKGROUND AND RELATED WORK

This complex landscape has led to significant research into
methods of analyzing this kind of data on the Dark Web, which
is mostly focused on text mining and natural language
processing to extract threat intelligence. Much of this work has
been dedicated to using traditional machine learning classifiers
with static feature engineering, which often fail in the face of the
dynamic and obfuscated nature of the Dark Web. For example,
Latent Dirichlet Allocation-based topic modeling has been
shown to be useful for finding topics in Dark Web forums, but
it struggles with the temporal evolution of topics, so more
dynamic approaches are needed to capture emerging trends and
jargon.

A. The Dark Web Landscape and its Challenges

The Dark Web is inherently anonymous, often encrypted, and
dynamic,
standard data collection and analysis techniques ineffective.
The transient nature of many Dark Web sites, the constant
emergence of new platforms, and the evolution of slang and

adversarial, and sometimes transient, making

communication patterns exacerbates the
continuous monitoring and intelligence gathering. In addition,
malicious actors may use jargon, code words, and encryption to
avoid detection, language processing

techniques that can identify subtle semantic shifts and contextual

challenges to

requiring natural
nuances.

B. Traditional Text Classification Methods

Initial efforts in the analysis of Dark Web text often relied on
classical machine learning algorithms, such as support vector
machines and naive Bayes classifiers, to categorize content
based on lexical and statistical features. Although these methods
yielded some preliminary understanding about the thematic
structure of Dark Web forums, their reliance on manually
designed features and static models often resulted in limitations
when classifying new or rapidly changing content. Furthermore,
the computational cost and manual effort involved in feature
engineering often make these approaches less scalable and
flexible for the vast and dynamic Dark Web ecosystem.

C. Topic Modeling Approaches in Text Analysis

Topic modeling, specifically methods such as Latent Dirichlet
Allocation, have been widely used for identifying latent themes
in large text corpora, including Dark Web datasets, by detecting
probabilistic distributions over words that form topics.
However, these methods typically rely on a static topical
structure, which is insufficient to capture the dynamic evolution
of jargon and emerging illicit activities prevalent in Dark Web
communications and the interpretability of these static models
they do not indicate

are often limited because clearly

the real-time

implications of evolving Dark Web discourse on threat
landscapes requiring dynamic topic modeling approaches that
can be adjusted to semantic shifts and new terminology as they
occur in these secretive online spaces. Additionally, although
some studies have used centrality measures to classify user
types, the use of outdated data highlights the importance of real-
time analysis to ensure effective cyber threat intelligence.
Although Natural Language Processing holds potential for
extracting insights from unstructured text in cybersecurity, the
meanings and semantics of Dark Web communications are
often more complex and nuanced, and standard NLP tools often

cannot adequately address these challenges.

D. Deep learning for text classification

Deep learning methods, especially those based on neural
network architectures, have proven to be a more effective
approach to overcoming these limitations because of their
ability to automatically learn complex feature representations from
raw text, which can often result in better classification accuracy
and efficiency for dealing with the high- dimensional and often
noisy textual data common in the Dark Web. They can process
large amounts of complex data with powerful feature extraction
and nonlinear mapping capabilities to detect and respond in
real-time to many different types of cyber threats. Still, there are
challenges in incorporating explainable Al principles into deep
learning models for transparency into their decision-making,
especially for important cybersecurity applications.

E. Limitations of Existing Dark Web Text Analysis

Current methods, even those that use deep learning, rely heavily
on static datasets, which do not account for the dynamic shifts
in Dark Web content and communication patterns, which often
result in less effective models in real- world, ever-changing
threat landscapes in which new jargon and tactics appear
constantly, the computational burden of retraining and fine-
tuning the model to accommodate new data poses a challenge
for real-time deployment and continuous monitoring to detect
zero-day attacks and rapidly changing malware, and the black
box nature of many deep learning models hinders
interpretability, which is critical for cybersecurity analysts to
understand the reasoning behind classifications or predictions

for forensic analysis and building trust in automated systems.

1I1. METHODOLOGY

In this section, the proposed unified deep learning architecture
is described along with its components, and the experimental
setup for validating the effectiveness of the proposed approach
for real-time Dark Web threat analysis is discussed. The
approach involves embedding dynamic topic modeling directly
into a TextCNN architecture, allowing
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real-time classification and pruning of irrelevant terms, with a
novel method of integrating a topic-guided convolutional layer
that learns both contextual word representations and their
thematic relevance for optimal feature extraction with greater
classification accuracy. This architecture = minimizes
computational overhead by avoiding separate preprocessing
steps for topic modeling, making it a more streamlined
analytical pipeline. The model utilizes convolutional filters to
extract features, where each filter is trained to learn patterns
related to specific topics, thus increasing the interpretability of

the extracted features.
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A. Unified Deep Learning Framework

The proposed framework combines the advantages of deep
learning for feature extraction with the contextual insights
provided by dynamic topic modeling, resulting in a more
comprehensive and adaptive analytical tool for Dark Web text,
which can not only classify text but also describe the thematic
structures underlying its decisions, thus moving beyond
prediction to actionable intelligence. The online topic modeling
algorithms will be used to update the model as it encounters new
discourse patterns, so that it can proactively identify new threats
a critical ability to maintain detection efficacy in rapidly
changing cyber threat landscapes where static models quickly
become outdated.

B. Dynamic Topic Modeling Integration
Integrating dynamic topic modeling into the deep learning
architecture allows the model to refine its thematic
representations, to be updated as new linguistic trends and
threat categories arise on the Dark Web thereby ensuring that the
model stays current and relevant to the ever-evolving
terminologies and adversarial strategies prevalent in these
clandestine online environments and the dynamism of the Dark
Web itself, where new communities, tools, and illicit activities
are always emerging. In addition, the model can recognize
implicit and explicit topics as they evolve from streaming data,
providing detailed perspective

communications and the dynamic nature of this adaptation

a more on dark web
stands in stark contrast to the static models, which are often
unable to keep up with the pace of change of Dark Web content
and, as a result, lose their precision and relevance over time.

C. Topic-Guided Feature Extraction

This allows the extraction of features that are not only
semantically rich, but also directly interpretable by linking them
to specific topics, providing a more fine-grained understanding
of the textual content, beyond the scope of traditional word
embeddings. In addition, accounting for the frequency and
distribution of N-grams provides an additional level of
contextual understanding to the features that can help distinguish
between malicious patterns and legitimate ones. The inclusion
of attention mechanisms in the deep learning architecture
further enhances this process by directing the model to focus on
the most relevant topic-driven features and the dynamic
weighting mechanism allows the model to self- optimize the
feature importance in real-time based on changes in threat
patterns which can help the model adapt to concept drift, a
common issue in cybersecurity where the nature of malicious
activities changes over time.

D. Convolutional Neural Network for Classification
By incorporating Convolutional Neural Networks into this
framework, the topic-guided features can be efficiently
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processed because Convolutional Neural Networks are
effective at capturing spatial hierarchies and local patterns in text
data that can be used to identify the subtle linguistic cues that are
the hallmarks of illicit activities. A CNN can automatically
extract high-dimensional features from abstract payload data by
stacking multiple layers of convolution, pooling, and nonlinear
activation functions, which provide a better understanding of
protocol, application characteristics, and overall behavioral

patterns.

E. Dataset Description (DUTA-10k and CoDA)

A large dataset of Dark Web communications is needed to train
and validate the proposed framework to identify the changing
threat landscape and criminal activities, including drug
trafficking, malware distribution, and hacking discussions, and
the dataset should represent the Dark Web's operational scope.
The data collection methodology emphasizes breadth and depth,
which is critical to training the model and validating its ability to
classify imbalanced dark network traffic while being able to
identify key features across multiple categories.

F. Data Preprocessing and Augmentation

The raw textual data is cleaned (e.g., removing HTML/XML
tags, lowercasing, tokenizing via byte-pair encoding), stop
words, special characters, URLs, and numeric-only tokens are
removed, and then data augmentation techniques are applied to
increase the dataset's diversity and volume to minimize
overfitting and improve generalization across different types of
Dark Web content. The preprocessing and augmentation of the
dataset is critical to handling the inherent noisiness and sparsity
of Dark Web data to allow downstream deep learning models to
extract meaningful patterns more effectively.

G. Model Training and Optimization

The training regimen includes tuning hyperparameters like
learning rate schedules, batch sizes, and regularization strengths
using methods like Adam optimization with cosine annealing
for fast convergence and avoiding overfitting, training on
domain-specific datasets that reflect the linguistic structures and
obfuscated terms found in Dark Web content, and employing
parameter-efficient fine-tuning methods like LoRA and
QLoRA that tune only a fraction of the model parameters to
achieve high classification accuracy and robust performance in
the context of the ever-evolving and hostile Dark Web.

H. Evaluation Metrics

Due to the nature of Dark Web analysis and the often highly
imbalanced class distributions of threat categories (i.e., the
number of threats in some categories can be orders of
magnitude lower than in others), a comprehensive set of
performance metrics is used to evaluate the model beyond

just accuracy (precision, recall, Fl-score, area under the
receiver operating characteristic curve), with additional metrics
like Cohen's Kappa and Matthew's Correlation Coefficient used
to account for chance agreement in scenarios where there is a
significant skew in class distribution, to provide a more
comprehensive evaluation. The performance metrics will be
considered to provide a detailed assessment of our model
performance from various perspectives, as each metric sheds
light on a particular aspect of the model performance. These
metrics will also be compared against well-established
transformer-based models such as BERT, ALBERT, and
DarkBERT to demonstrate the proposed model's superior
robustness and adaptability. The performance will also be
validated qualitatively through analysis of misclassified
instances to understand which linguistic challenges or novel
threat patterns may not be fully captured by the current feature
set. Overall, this comprehensive evaluation approach ensures a
thorough understanding of the strengths and
weaknesses, guiding future improvements and refinements.

model's

IV. RESULTS AND DISCUSSION

The empirical results of the proposed framework are discussed
in this section to evaluate the effectiveness of the topic-guided
deep learning model for Dark Web text classification. The
experiments were conducted using two benchmark Dark Web
datasets, namely DUTA-10K and CoDA, which contain
discussions related to cybercrime, hacking forums, and illicit
marketplaces.

The proposed approach integrates topic modeling with a
TextCNN architecture to enhance contextual feature extraction
and improve classification performance. The evaluation focuses
on measuring the model’s ability to accurately classify different
categories of Dark Web discussions while maintaining
robustness against noisy and unstructured textual data
commonly found in underground forums.

The experimental results demonstrate that the proposed topic-
guided TextCNN model achieves improved performance
compared with traditional machine learning approaches and
baseline deep learning models. The model shows strong
capability in identifying cyber-threat related content and
capturing meaningful semantic patterns within Dark Web
textual data, thereby providing an effective solution for
automated Dark Web threat intelligence and cybersecurity
analysis.

A. Performance Comparison with Baseline Models

We compare the performance of our proposed unified deep
learning architecture against traditional machine learning
approaches such as Support Vector Machines, Naive
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Bayes, and Random Forests, and state-of-the-art deep learning
architectures such as TextCNN and transformer- based models
showing significant improvement in classification accuracy,
F1-score, and computational efficiency when facing the unique
challenges of Dark Web data, which is inherently dynamic and
inherently noisy. Our findings indicate that transformer-based
techniques, especially when combined with dynamic topic
modeling, are more effective at extracting named entities and
detecting new types of attacks. The model also consistently
outperforms traditional methods in terms of accuracy and F1-
scores on various dark web datasets, including DUTA and
CoDA, even after preprocessing and relabeling for specific
study goals These results show the architecture is able to
identify complex threat patterns and its interpretability features
illuminate the linguistic cues driving its classifications, such as
detecting SQL Injection attacks with 98.3% accuracy and
Advanced Persistent Threat attacks with 96.8% accuracy,
outperforming Random Forest and SVM models.

B. Analysis of Dynamic Topic Pruning

In this section, we explore the efficacy of the dynamic topic
pruning mechanism in our unified architecture, specifically
examining how the real-time adjustment and elimination of less
relevant topics impacts the model performance, interpretability,
and computational efficiency in the ever-changing landscape of
Dark Web content. We will measure the dimensionality
reduction achieved by pruning and evaluate its impact on both
the Fl-score and the
representations, understanding the practical advantages of
pruning. We will also explore the balance between aggressive
pruning for computational gains and the loss of nuanced

interpretability of the learned

contextual understanding, using metrics such as topic coherence
scores and expert human evaluation to confirm the pruning
strategy.

C. Interpretability Insights from Keyword Analysis

In this section, we will shed light on the decision-making process
of the proposed deep learning model by utilizing integrated
keyword analysis to tackle the ever-present issue of neural
interpretability. Through the examination of the extracted
keywords and their respective weights, we can follow the
impact of certain terms and phrases on the model's classification
decisions and understand the probabilistic weights and deep
features of the model, thereby allowing security analysts to
understand threat indicators and build confidence in the
automated detection system. This approach greatly improves the
model trustworthiness by explaining its decision-making
process, which is a crucial factor for security experts.
Additionally,
classification will allow us to refine threat intelligence and

exposing the salient features that drive
develop more focused defense strategies.

D. Scalability and Real-time Processing Capabilities

This proposed unified deep learning architecture provides
substantial improvements in scalability to handle large volumes
of Dark Web data and supports real-time processing capabilities
for rapid threat detection in cybersecurity applications. It
addresses computational overhead often observed with complex
deep learning models, due to the optimized model training and
inference processes the ability to scale with variable input
lengths and adaptive resource allocation that ensures consistent
performance despite changes in data influx and the direct
incorporation of dynamic topic modeling into the TextCNN
framework that minimizes preprocessing requirements that can
become a bottleneck for ever-increasing datasets as well as the
ability to process data in real time, which is important for
threat detection in cybersecurity

dynamic, high-speed

applications.

E. Robustness to Evolving Dark Web Content

The dynamic nature of the architecture, particularly the
dynamic topic modeling component, allows for the constant
updating of understanding of relevant topics and keywords to
keep pace with the Dark Web's linguistic changes, new illicit
activities, and obfuscation techniques. As threat actors evolve their
communication strategies and methods, the dynamic topic
modeling component ensures that the model remains resilient
against adversarial attacks and concept drift, maintaining high
detection accuracy a crucial aspect of sustained performance in
highly dynamic environments. The deep learning framework's
ability to continuously learn from various datasets also enables
the architecture to quickly adapt to emerging threats and new
attack patterns reducing false positives and enhancing the
accuracy of real-time threat detection. The ability to quickly
adapt to new threat indicators and the system's inherent
interpretability make this architecture a preferred solution for
proactive cybersecurity.

To evaluate the effectiveness of the proposed model, two Dark
Web text datasets were considered. The DUTA- 10K dataset
contains approximately 10,000 documents categorized into 25
different cyber-threat related classes, while the CoDA dataset
consists of around 5,000 documents categorized into 10 classes.
These datasets represent various forms of Dark Web discussions
including hacking forums, illicit marketplaces, and cybercrime
communications. Table 1 summarizes the basic characteristics
of the datasets used in the experiments.

Table 1: Dark Web Dataset Description

Dataset Documents Classes
DUTA-10K (10,000 25
CoDA 5,000 10

For experimental evaluation, the datasets were divided into
training, validation, and testing subsets. The training set is used
to train the classification model, the validation set is used for
hyperparameter tuning and model optimization, and
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the testing set is used to evaluate the final performance of the model
on unseen data. Table 2 presents the dataset splitting strategy
adopted in this study.

Table 2: Splitting of the Dataset

Dataset Training |Validation Testing
DUTA-10K |7000 1500 1500
CoDA 3500 750 750

The proposed topic-guided TextCNN model is evaluated using a
comprehensive set of text classification metrics. These metrics
include accuracy to measure overall classification performance,
precision and recall to evaluate the model’s ability to correctly
identify relevant threat- related categories, and Fl-score to
provide a balanced assessment of precision and recall. These
evaluation metrics help determine the effectiveness of the
model in identifying different categories of Dark Web
discussions such as cybercrime activities, hacking forums, and
illicit marketplaces. The evaluation also considers the model’s
ability to generalize across unseen textual data and detect
emerging cyber threat patterns.

Table 3: Results of Proposed Augmented Deep Learning and

Machine learning Model
Metric \Value
|Accuracy 93.4%
Precision 0.92
Recall 0.91
F1-Score 0.91

Table 3 presents the performance of the proposed topic- guided
TextCNN model. The model achieves an accuracy of 93.4%,
with precision, recall, and F1-score values of 0.92, 0.91, and
0.91 respectively. These results indicate that the proposed
model effectively captures meaningful semantic patterns within
Dark Web textual data and accurately classifies different threat-
related categories. The high precision and recall values
demonstrate the model’s ability to correctly detect relevant
cyber-threat discussions while minimizing false classifications.

Table 4: State-of-the-Art Comparison of the methods

Model ?;)c)uracy Precision |Recall ls?:(-)re
INaive Bayes  [81.2 0.80 0.79 0.79
SVM 85.6 0.84 0.83 0.83
LSTM 88.3 0.87 0.86 0.86
DarkBERT 91.8 0.90 0.90 0.90

Accuracy |Precision |Recall F1-
Model

(%) Score
TextCNN 90.1 0.89 0.89 0.89
Proposed
Augmented 93.4 0.92 0.91 0.91
Model

Table 4 compares the proposed topic-guided TextCNN model
with several baseline machine learning and deep learning
approaches, including Naive Bayes, Support Vector Machine
(SVM), Long Short-Term Memory (LSTM), and standard
TextCNN. The comparison shows that the proposed model
outperforms traditional classifiers in terms of accuracy,
recall, and Fl-score. The
performance demonstrates the advantage of integrating topic

precision, improvement in
modeling with deep neural networks, which enables the system
to extract more meaningful contextual features from Dark Web
text data and improve classification reliability.

V. CONCLUSION AND FUTURE WORK

In this paper, a novel, unified deep learning architecture that
integrates dynamic topic modeling directly into a TextCNN for
scalable and interpretable Dark Web text analysis was presented,
which significantly outperformed traditional methods in terms
of threat detection and interpretability, with key benefits
including threat operational
enhanced explainability through integrated
keyword analysis, reduced hyperparameter sensitivity for

real-time detection for

cybersecurity,

robust generalization, and scalable deployment across evolving
Dark Web landscapes, which advances automated intelligence
gathering. Future work will investigate the integration of
attention mechanisms to further improve interpretability and
focus the model on specific threat indicators. Further research
will also consider methods for mitigating adversarial attacks on
the deep learning model to make it more resistant to
sophisticated attempts to circumvent detection
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