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ABSTRACT:

With the rapid advancement of deepfake technologies, detecting highly realistic forged facial videos has become
increasingly critical yet challenging. Existing detection methods mainly treat this task as a binary classification problem,
often relying on fragile, specific semantic or local artifacts and lacking effective global context modeling. This paper
reformulates deepfake detection as a fine-grained classification problem, where subtle and localized differences between
real and fake faces must be captured. To address existing limitations, a novel spatial-temporal model is proposed that
integrates a long-distance attention mechanism designed to assemble global spatial and temporal information. The spatial
module focuses on detecting generation artifacts within individual frames by recalibrating shallow texture features, while
the temporal module captures inter-frame inconsistencies by guiding mid-level semantic features using motion residuals
across consecutive frames. This dual-attention approach leverages non-overlapping image patches and trainable global
forgery templates to highlight critical forged regions. Extensive experiments on public datasets demonstrate that the
proposed method significantly outperforms state-of-the-art approaches, achieving robust accuracy even under heavy
compression and cross-dataset settings. The design's weakly supervised nature enhances adaptability and interpretability,
making it a promising direction for future deepfake video detection systems.
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I. INTRODUCTION

With the rapid development of deepfake technologies, the detection of high-fidelity forged facial videos has become
increasingly important but difficult. Traditional detection methods often consider this problem as a binary classification
problem, which often fails to generalize well due to reliance on fragile, specific semantic or local artifacts and lack of
effective modeling of global context. This paper reformulates the deepfake detection as a fine-grained classification
problem, which needs to capture the subtle and localized differences between real and fake faces. A new spatial-temporal
model is presented that incorporates a long-distance attention mechanism to assemble global spatial and temporal
information. The spatial module of this architecture aims to detect generation artifacts in individual frames by recalibrating
shallow texture features, while the temporal module simultaneously captures inter-frame inconsistencies by guiding mid-
level semantic features using motion residuals between consecutive frames. This dual-attention approach focuses on non-
overlapping image patches and trainable global forgery templates to emphasize important forged regions and enhance
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interpretability and robustness. The proposed method has been extensively tested on public datasets, and the results show
that it outperforms state-of-the-art approaches, achieving robust accuracy even under heavy compression and cross-dataset
settings. The weakly supervised nature of the design also increases the adaptability and interpretability, which makes this
a promising direction for future deepfake video detection systems, particularly in situations where there is not much
training data available for unseen manipulation types. It goes beyond binary classification to explore the subtle differences
between real and synthetic content, which is a major gap in existing deepfake detection methods. Second, this approach
reveals the points or patches in the image that are most likely to exhibit blending artifacts, which can be translated into
temporal vulnerabilities in specific locations. In fact, the task of identifying subtle, discriminative features within complex
visual data is a commonality between deepfake detection and other fine-grained classification problems, such as
distinguishing between bird species or car models. In addition to detecting static anomalies, the detection of temporal
inconsistencies and biological signals, which are frequently lost in generative adversarial network-generated content,
presents a unique challenge to deepfake detection. In particular, the model incorporates an attention mechanism to pay
attention to the most important components of the input features to detect local image features indicative of forgery and
to handle issues such as implicit identity leakage.

II. LITERATURE REVIEW

The early studies on deepfake detection were mostly considered as a binary classification task, which extracted the global
spatial features of each frame using CNN backbones and shallow classifiers (Chen et al., 2025). Although these methods
are computationally efficient, they show poor generalization to unseen manipulation techniques and compressed videos
due to the use of fragile visual artifacts. Waseem et al. (2023) proposed a multi-attention framework that focuses on local
facial regions that are more likely to be manipulated, enhancing localization precision, but strong channel correlations and
high computational complexity limited interpretability and scalability. Likewise, Nadimpalli and Rattani (2023)
investigated fine-grained facial forgery clues, which showed better detection of small manipulations but not robustness to
cross-dataset evaluation. Some works also addressed the temporal nature of video forgeries, including spatio-temporal
modeling, as well as using long-distance attention to aggregate global spatial and temporal dependencies, showing strong
performance under compression (Lu et al., 2023). Haiwei et al. (2022) also investigated temporal consistency for
deepfake localization, but their methods could not handle unseen forgery types. Recent studies have moved towards
frequencydomain learning to enhance generalization, Wang et al. (2023) and Tan et al. (2024) showed that forged videos
have specific spectral inconsistencies, especially in high-frequency bands introduced by upsampling and GAN artifacts,
which enhanced cross-dataset robustness but overlooked the temporal frequency interactions. Kim et al. (2025)
introduced pixel-wise temporal frequency analysis, which captures motion-related inconsistencies that are not visible in
the spatial domain. Coccomini et al. (2024) also introduced a synthetic frequency pattern injection technique to enhance
generalization without the need for real deepfake samples, but interpretability remained limited. However, more recently,
Nguyen et al. (2025) and Chen et al. (2025) introduced vulnerability-aware spatio-temporal learning frameworks, with
emphasis on interpretable attention maps and cross-modal consistency, but with high computational overhead and limited
real-time applicability. Recent studies have moved towards frequency-domain learning to enhance generalization, Wang
et al. (2023) and Tan et al. (2024) showed that forged videos have specific spectral inconsistencies, especially in high-
frequency bands introduced by upsampling and GAN artifacts, which enhanced cross-dataset robustness but overlooked
the temporal frequency interactions. Kim et al. (2025) introduced pixel-wise temporal frequency analysis, which captures
motion-related inconsistencies that are not visible in the spatial domain. Coccomini et al. (2024) also introduced a
synthetic frequency pattern injection technique to enhance generalization without the need for real deepfake samples, but
interpretability remained limited. However, more recently, Nguyen et al. (2025) and Chen et al. (2025) introduced
vulnerability-aware spatio-temporal learning frameworks, with emphasis on interpretable attention maps and cross-modal
consistency, but with high computational overhead and limited real-time applicability. Current methods either concentrate
on frequency, temporal, or spatial cues separately. Unified spatial-temporal-frequency modeling that strikes a balance
between efficiency, interpretability, and accuracy is still lacking, as is weak supervision.
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III. METHODOLOGY

In order to tackle these challenges, our proposed methodology adopts a dual frequency branch framework that leverages
both local spatial-frequency domain features and global frequency domain information [10], which consists of a pixel-
wise temporal frequency analysis that applies 1D Fourier transform along the time axis for each pixel, extracting features
highly sensitive to temporal inconsistencies in areas prone to unnatural movements which is followed by an analysis of
frequency domain inconsistencies in video frames via discrete Fourier transform and azimuthal averaging to detect subtle
manipulation artifacts. This type of complete frequency-domain analysis enables the model to identify generator-specific
fingerprints that are sometimes not detectable in the spatial domain. Combining both spatial and temporal frequency
analyses, therefore, offers a more comprehensive approach to deepfake detection, as methods that rely only on either
spatial or temporal cues are limited by their inability to provide a holistic view of manipulation artifacts. It exploits the
unique spectral patterns that are commonly observed in forged faces, such as discrepancies in high-frequency noise or
artifacts introduced by upsampling operations, which are challenging to identify in the spatial domain.
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This is especially relevant because deepfake generation can introduce certain frequency-domain artifacts that are not easily
visible in the pixel domain and can cause overfitting of CNN classifiers if not adequately accounted for. This frequency-
aware design is thus critical for improving the generalizability of deepfake detectors, forcing them to emphasize high-
frequency information and representations along both spatial and channel dimensions. The dual frequency branch
framework also incorporates a multiscale spatial-frequency analysis to capture local and global forgery patterns and it
captures intra-block spectral characteristics and inter-block transitional patterns through progressively abstracting features
in the Discrete Cosine Transform domain thus enabling local representation learning and accurate artifact modeling in the
frequency domain.

IVv. RESULTS

The experimental results validate that our framework is capable of detecting deepfake videos under various conditions
with high accuracy and outperforms state-of-the-art methods in multiple publicly available datasets especially when there
are higher compression rates or cross-dataset testing scenarios. Our approach also demonstrates strong generalization
ability, even better than models trained on individual datasets due to the enhanced hierarchical spectral semantic
perception and effective multisource fusion.

Table 1; Experimental Dataset

Parameter Value
Total videos 12,000
Real videos 6,000
Fake videos 6,000

© 2026, ISJEM (All Rights Reserved) | www.isjem.com | Page 3



o N
Y1s3emY, International Scientific Journal of Engineering and Management (ISJEM) ISSN: 2583-6129
o ;y Conference Proceedings: Volume: 05 ACME - 2026 DOI: 10.55041/ISJEM.ACME064

]1 An International Scholarly || Multidisciplinary || Open Access || Indexing in all major Database & Metadata

Forgery types DeepFakes, FaceSwap, Face2Face, Neural Textures

Compression levels |Raw, C23, C40

Frames per video 30-50

Resolution 256%256

Train / Val / Test 70% / 10% / 20%

Table 2: Performance of Proposed Method

Metric Value

Accuracy 95.7%
Precision 96.4%
Recall 94.9%
F1-Score 95.6%
AUC 97.1%
FPS 62.18

Parameters 142M

Table 3: Comparison with State-of-the-Art Methods

Method Accuracy (%) |[AUC (%) |FPS
XceptionNet 87.3 89.1 45
Multi-Attention (Waseem et al., 2023) 90.6 92.4 38
Long-Distance Attention (Lu et al., 2023) 92.8 94.1 41
Frequency-Aware (Tan et al., 2024) 93.5 95.0 36
Pixel-wise Temporal Frequency (Kim et al., 2025) 94.1 95.6 33
Proposed Method 95.7 97.1 62.18
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V. DISCUSSION

Even in the most difficult cases, this model outperforms random and baseline methods across multiple metrics such as
accuracy, sensitivity, and specificity. Moreover, hierarchical spectral Even in the most difficult cases, this model
outperforms random and baseline methods across multiple metrics such as accuracy, sensitivity, and specificity. Moreover,
hierarchical spectral semantic features improve it further, achieving remarkable results over the base method with
excellent multi-scale information leveraging ability (with certain configurations reaching an accuracy of 95.7% and a
precision of 96.4%) while maintaining high inference speed at 62.18 FPS. With a relatively small model size of 14.2M
parameters, this robust performance also demonstrates the computational efficiency and practicality of this model for real-
world deployment. The model's robustness to different types of degradation and its performance on real videos trained
only on real videos without any type of forgery further prove its robust generalization ability. This balance between high
detection accuracy and low computational cost makes this model favorable for real-time deepfake detection applications.

VL CONCLUSION

In this paper, a novel deepfake detection framework that combines long-range spatial-temporal attention and weakly
supervised learning is proposed; it demonstrates both higher accuracy and better generalizability in various challenging
scenarios. These architectural innovations (particularly the multiscale feature extraction with progressive fusion
mechanisms) have greatly enhanced traditional methods to acquire more discriminative features as well as stronger
generality. Furthermore, the deployment of the proposed system via a Flask-based web interface makes the system more
user friendly and accessible to a wide audience. The future work of this framework will extend to other media manipulation
types (e.g., audio deepfakes and manipulated images) to develop a more comprehensive media authentication system, as
well as to optimize the model for edge devices to facilitate on-device deepfake detection for real-time applications.
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