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Abstract- Continuous Integration and Continuous Deployment
(CI/CD) have transformed software quality assurance (QA)
radically by test automation and reducing release cycles. This
research measures the effect of CI/CD integration into current
QA processes in a real-world software development context based
on a case study. The study presents comparisons on main metrics
like rate of deployment, rate of detected defects, mean time to
restore (MTTR), and ratio of automating -efficiently with
comparison to legacy QA vs. CI/CD-based processes. Qualitative
data from interviews, survey data, log data, and CI/CD pipeline
metrics have been used to determine the software quality and
delivery speed impact. Results show that CI/CD improves testing
efficiency by a large margin, lowering test execution time from 6
hours to 1.5 hours and defect detection from 70% to 92%.
Although CI/CD has drawbacks such as infrastructure cost and
flaky tests, practices like test environment stabilization and
resource efficiency countered these drawbacks. The study
recognizes CI/CD's role in improving agility, collaboration, and
reliability in software development as a major method for
modern QA practices.

Keywords- Software Quality Assurance, Agile Development,
Deployment Efficiency, Continuous Integration and Automated
Testing.

I. INTRODUCTION

In modern software development, the implementation of
Continuous Integration (CI) and Continuous Deployment
(CD) has transformed traditional software delivery processes,
addressing major issues related to software quality,
deployment effectiveness, and time-to-market [1-3]. CI/CD is
a collection of automated procedures integrating, testing, and
deploying software updates smoothly, efficiently, and with
reliability. Cl guarantees that developers often merge their
code changes into a common repository, which invokes
automated builds and tests to ensure that each integration is
valid [4-5]. This avoids the build-up of unresolved conflicts,
minimizes integration failures, and allows for early defect
detection. By repeatedly incorporating new code, developers
circumvent the “integration hell" that tends to occur in
conventional development cycles, where combining large
codebases at the end of a development cycle can result in long
debugging and delays [6-7].

CD builds on CI by automating the deployment process, so
that tested code changes are automatically delivered to

production or staging environments. This does away with the
time-consuming, error-prone process of manual deployment
[8-9]. Through the process of continuous release,
organizations are able to deliver updates quicker, respond to
shifting market demands more effectively, and have software
in an always-deployable state. This is especially important in
agile and DevOps environments, where quick iteration and
frequent updates of software are required to compete and meet
customer requirements. One of the greatest effects of CI/CD is
on QA [10-11]. Historically, QA was done as an end-of-cycle
process, typically based on manual testing techniques that
were slow, unreliable, and subject to human errors. This gave
rise to slow feedback, late-cycle defect identification, and
extended release cycles. CI/CD turns QA into a constant
process that is integrated into the development phase [12-14].
Testing frameworks are integrated into CI/CD pipelines to
execute unit tests, integration tests, regression tests, and
performance tests at various stages of the development stage.
This results in ongoing verification of software quality,
reduced reliance on manual testing, and overall effectiveness
[15]. Through the inclusion of automated unit, integration,
regression, and performance tests in CI/CD pipelines,
organizations can identify defects earlier, minimize manual
testing effort, and speed up feedback loops, resulting in
increased software reliability [16-18].

Unit tests verify the individual elements work as desired,
integration tests verify smooth interaction among different
system modules, regression tests verify new additions do not
conflict with existing features, and performance tests evaluate
the scalability and responsiveness of the software under
different workloads [19-20]. Such automated tests enhance the
software stability considerably by catching and resolving
problems early on, instead of waiting until late development
stages. Additionally, CI/CD expedites the time it takes to
repair defects, deployment consistency, and cuts down on
human intervention. Earlier QA processes required a lot of
manual effort that made the test and release procedure slow.
Using CI/CD, the rate of deployment gets better, i.e., instead
of monthly it becomes weekly or even daily, for businesses.
Automated rollbacks also increase reliability as it enables
teams to rapidly roll back to an older version in the event of
failure during deployment [21].
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This research would be to gauge the effect of CI/CD on QA
productivity by means of important performance indicators
like defect detection percentages, test execution times,
deployment frequency, and lowering of manual effort. From a
review of real-world implementations, the study identifies
how CI/CD enhances software quality, accelerates
development cycles, and boosts team productivity overall.

In addition, the research compiles challenges encountered
by companies as they adopt CI/CD, such as setup complexity
at startup, infrastructure costs, talent deficit, and explores
appropriate solutions to address the enhancement of CI/CD
adoption in QA processes. Through mitigation of these
difficulties and the practice of best principles, organizations
can drive maximum returns on CI/CD and facilitate
accelerated, reliable, and superior software deployment.

A. Research problem

The research problem here is an inquiry into how CI/CD
practices enhance QA effectiveness. That is, the study seeks to
assess how CI/CD practices maximize testing processes,
minimize manual work, and maximize defect identification,
hence resulting in shorter delivery cycles and quality software.
This study endeavors to examine the effect of CI/CD on QA
teams as well as their performance when compared with
conventional QA processes.

B. Objectives

The research objectives are:

> To discuss the enhancements of QA processes
subsequent to the incorporation of CI/CD.

> To quantify the gains in efficiency in the form of
shorter feedback loops, defect detection ratio, and decrease in
manual labor.

> To determine likely constraints or shortcomings in
implementing CI/CD practices in QA and recommend
solutions.

C. Research questions addressed in the study

> In what ways does CI/CD impact the effectiveness
and efficiency of QA processes?

»  What are measurable enhancements in defect
detection, frequency of release, and test runtime that can be
observed after the integration of CI/CD?

»  What are the challenges for teams in implementing
CI/CD, and how can they overcome them to maximize QA
workflows?

Il. LITERATURE REVIEW

Partha Sarathi Chatterjee and Harish Kumar Mittal [1]
discuss CI/CD, including automating software development
and deployment to allow for quicker, more predictable
updates. The reason for CI/CD is to make software delivery
better by avoiding manual errors, increasing product quality,
and causing minimal user disruption. Some key advantages
include better release cycles, better quality, and better
customer satisfaction. It does require massive investments in

infrastructure, tools and a shift in culture towards agile
practices. Managing complex CI/CD pipelines can also be
problematic and lead to production issues if not properly
aligned. The study by Rahman N. H.B. M. [2] examines uses
of Continuous Integration (Cl) and Continuous Deployment
(CD) in today's software development with emphasis on their
effects on automation, effectiveness, and minimization of
faults. The qualitative analysis approach examines case studies
and firm reports to evaluate the use of CI/CD. Advantages
include faster deployment, enhanced quality software, less
time-to-market, and simpler integration with DevOps. Jenkins,
GitLab ClI, and CircleCl, for instance, facilitate automation but
have drawbacks of their complicated setup, requirement of
skilled people, and vulnerability to test environment problems.
The research recognizes that CI/CD increases productivity and
flexibility but must be implemented with care to avoid its
limitations. Vamshi Krishna Thatikonda's research work [3]
discusses Cl and CD under the changing scenario of Agile and
DevOps. The study uses a comparative study approach, and
through it, the core principles, automation practices, security
issues, and the monitoring mechanisms of CI/CD pipelines are
highlighted. Some of the main benefits are consistency, faster
delivery of software, fast feedback loops, and infrastructure as
code with seamless integration. However, it brings along its
security loopholes, issues due to configuration and needing to
be under constant vigilance. The study also mentions new
trends like AI/ML in CI/CD, indicating the importance of
streamlining automation strategies to execute efficient and
secure software deployment. The study by Yash Jani [4]
discusses ClI and CD as core practices in contemporary
software development. The research relies on a case study
analysis to explore CI/CD principles, advantages,
implementation strategies, and challenges. Few of the major
benefits are improved efficiency, reliability, and quality
software, with illustrative examples. Few of the limitations
like complexity of implementation, integration, and potential
security threats are also mentioned. Best practices for
resolving such challenges are also mentioned in the research,
and it also mentions the future scope for CI/CD with emphasis
on automation tool and process development in software
development. The work of Sumanth Tatineni [5] is about
optimizing CI/CD pipelines in DevOps to increase the
efficiency of software deployment. Through these
observations, organizations were able to optimize test strategy
to the fullest, enhance pipeline stability, and deliver consistent,
high-quality software. The study applies a process analysis
methodology, quantifying levels of  automation,
parallelization, containerization, and orchestration to enhance
CI/CD processes. Advantages include faster software delivery,
improved utilization of resources, and enhanced scalability.
Among the issues noted are complex setup, increased
infrastructure expense, and maintenance overhead. The study
highlights the significance of feedback loops, version control,
Al adoption, and GitOps practices in modern DevOps,
providing organizations with recommendations on how to
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optimize CI/CD pipelines and remain in line with evolving
industry trends

I1l. RESEARCH METHODOLOGY

This section explains the research methodology utilized to
analyze the efficiency of CI/CD integration in modern-day QA
processes. The research follows the case study method,
consisting of varied tools for data gathering and measurement ) .
units to compare pre- and post-C1/CD performance. Fig. 1. Architecture for the research methodology.
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A. Case Study Context

The case study looks into a software development firm in
the [mention industry, for example, fintech, healthcare, or e-
commerce] that has a robust Software Development Lifecycle
(SDLC) in place for maintaining product reliability and
efficiency. However, prior to the adoption of CI/CD in its QA
process, the company experienced numerous issues that had
important effects on the delivery of software and product
quality. The classical QA practice was in the hands of manual
regression testing and staged release cycles, thereby
introducing slow feedback loops, slow release cycles, and
weak mechanisms for detecting defects. Such inefficiencies
gave rise to high levels of production problems, high defect
leakage, and extended time-to-market, thus making the
company  non-competitive.  Furthermore, the heavy
dependency on traditional manual testing approaches created
test coverage inconsistency and grew longer the amount of
time for every release's validation. Counteracting these
discrepancies was the utilization of a CI/CD pipeline that
automated integration of code, testing, and deployment to
supply an improved efficiency and streamlined methodology.
This redesign ensured continuous testing and rapid feedback
while reducing reliance on manual and expediting cycles.
Automated test frameworks were included in the CI/CD
process to enable detection of defects at an early stage, quick
debugging, and improvement in overall quality of the
software. With automated build and deploy processes, human
error was decreased significantly, and test time reduced,
ensuring every release of software was thoroughly tested
before deployment.  Lastly, deployment frequency was
accelerated, defect detection rate was better, and there was a
faster software development process, ultimately leading to
higher customer satisfaction and business growth.

B. Data Collection Methods

Data gathering was carried out using various methods of
qualitative and quantitative data gathering in an endeavor to
quantify the impact of CI/CD on QA processes, in an
integrated way.

Interviews: To gain a holistic understanding of how the
adoption of CI/CD affects the QA process, formal interviews
were administered to major stakeholders such as QA
engineers, developers, and DevOps teams. These were
founded on the understanding of workflow adjustments, issues
faced, and the general advantage of shifting from a manual
QA process to an automated CI/CD process. QA engineers
gave insightful feedback on how automation is impacting test
run time, defect identification, and reducing manual effort,
whereas developers emphasized the effectiveness of
continuous integration in detecting bugs at an early stage and
quick integration of code. DevOps teams also gave their
opinions regarding pipeline stability, automated deployment,
and infrastructure optimization after CI/CD implementation.
Information collected from these interviews was of high
importance in determining the efficiency of automated testing,

where possible bottlenecks might occur, and how best
practices can be optimized to enhance CI/CD implementation.

Surveys: In order to measure the effect of CI/CD adoption
on QA effectiveness, official surveys were done with the
important stakeholders such as testers, developers, and
DevOps professionals. The questionnaires were designed to
provide quantitative and qualitative feedback regarding critical
areas like perceived efficiency gain, automation effectiveness,
accuracy in defect detection, and overall satisfaction with the
new process. Volunteers were requested to score parameters
like test run speed, decrease in manual effort, deployment
frequency, and debugging failure ease compared to
conventional QA practices. The feedback response gave a
general perception of the impact that CI/CD integration brings
about on team productivity, collaboration, and software
quality. Survey results also aided in the identification of
chronic issues, i.e., flaky tests or infrastructure bottlenecks, so
the CI/CD pipeline can be optimized even further.

Log Analysis: Historical build logs, test executions, and
defect reports were systematically analyzed to quantify the
impact of CI/CD integration on defect detection and system
stability improvement. Analysis revealed information about
defect occurrence patterns, resolution time, and overall system
reliability. Test failure trends, success rate building, and
deployment failures were revealed by pre-CI/CD and post-
CI/CD logs comparison. Frequency and severity of defects
found at earlier stages of development compared to later
stages were also investigated in order to quantify early defect
detection improvement. Analysis also assisted in monitoring
the MTTR for system failures, yielding a quantitative estimate
of how fast the CI/CD pipeline made it possible for teams to
detect, repair, and redeploy software patches. These results
were crucial in confirming the automation effect in
minimizing manual debugging time, improving test coverage,
and increasing software quality.

Cl/CD Pipeline Metrics:  To measure the quality of
CI/CD implementation, the CI/CD tools' metrics like Jenkins,
GitHub Actions, GitLab CI, and CircleCl were gathered and
compared. Metrics were important such as deployment rate,
test run duration, success/failure rate, and rollback occurrence
that easily captured pipeline stability and performance.
Metrics in pre-CI/CD compared to post-CI/CD were made
relative to deployment speed, defects detected, and automation
efficiency as they were quantified. The lengths of time of test
execution were tracked for understanding the contribution of
automated tests in reducing manual effort, and failure and
success rates depicted how steady the pipeline was in passing
through builds and deployments. Rollback events have been
tracked to know how often failed deployments must be rolled
back, so that bugs from the CI/CD process can be identified by
teams. This could be leveraged by organizations to maximize
the test strategy, increase pipeline stability, and uniformly
deliver quality software.
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C. Evaluation Metrics

The integration of CI/CD into QA allowed the
quantification of its success through the following KPlIs:

> Deployment Frequency: Month-wise releases were
tracked to measure the impact on release cycles of CI/CD.

> Defect Detection Rate: Defects detected at different
points in the software development life cycle before releasing.

> Mean Time to Recovery: Time taken on average to
recover failures when a build or deployment fails.

> Test Execution Time: Overall test execution time to
execute automated and manual tests through CI/CD pipeline.

> Manual Effort Reduction: Degree of manual
testing dependency reduction due to CI/CD, enhancing
efficiency.

D. Comparison Criteria: Pre-CI/CD vs. Post-CI/CD QA
Performance

The difference between traditional QA and integrated QA
with CI/CD highlights the significant changes brought about
by automation and continuous integration, prior to CI/CD,
testing included dependent and manual processes, resulting in
slow feedback cycles taking days or weeks. With the use of
CI/CD, testing became continuous, automatic, provided
quicker and incremental feedback within minutes or hours.
Release frequency also improved from monthly releases to
weekly or even daily releases, which allowed for quicker
delivery of updates. A major advantage was the identification
of defects shifting from late-stage detection to early-stage
detection and avoiding production faults. Secondly, manual
effort employed during testing was decreased by 50%,
reducing human intervention and enhancing efficiency.
Finally, rollbacks during deployment, which were previously
manual and time-consuming, were automated and immediate,
facilitating simple recovery in the event of failure. Overall,
CI/CD integration led to improved software quality, quicker
releases, and more efficient QA processes.

TABLE |
COMPARISON CRITERIA: PRE-CI/CD vs. PosT-Cl/CD QA
PERFORMANCE
Aspect Pre-CI/CD Post-CI/CD
(Traditional QA) = (CIl/CD-Integrated
QA)
Testing Approach Manual & staged Automated &
testing continuous testing
Feedback Loop Slow  feedback Fast & iterative
cycles feedback
(days/weeks) (minutes/hours)
Release Monthly releases  Weekly/Daily
Frequency releases
Defect Detection = Late-stage Early-stage
discovery detection
Manual Effort High manual Significant
testing workload reduction in manual
effort (50%

reduction)
Deployment Manual & time- Automated & quick
Rollback consuming rollback

mechanisms

IV. IMPLEMENTATION OF CI/CD IN QA

Correct implementation of CI/CD into QA involves
establishing a pipeline infrastructure, robust automated testing,
and the adoption of challenge-breaking strategies. The
following addresses installation of the CI/CD pipeline,
automated testing, and challenges to deployment, including
mitigation.

A. CI/CD Pipeline Setup for QA

CI/CD pipeline was implemented for QA tasks automation
using technologies like Jenkins, GitHub Actions, GitLab CI,
and CircleCl for integration and continuous deployment.
Automated build verification, code quality inspection, and
tests execution were performed as phases of the pipeline.
Testing automation was conducted using testing frameworks
like Selenium, JUnit, TestNG, and PyTest, while environment
stability was achieved through Docker and Kubernetes.
Parallel testing, automated rollback, and test report were
among the methods utilized for automation, providing an
uninterrupted QA process within CI/CD.

B. Role of Automated Testing

Automated testing is a part of the CI/CD pipeline where
every code change is tested stringently prior to being
integrated. Unit testing checks the behavior of individual units
using tools such as JUnit and PyTest, detecting defects at a
nascent level. Integration testing provides seamless
communication between various system modules, API testing
and data exchange are tested using tools such as Postman and
REST Assured. To avoid unexpected interruption, regression
testing is performed using Selenium and Cypress frameworks
to ensure new changes do not clash with existing functionality.
Over and above, performance testing carried out using JMeter
and Gatling, checks system response time and scalability
against varying workloads. Automating such testing cycles,
CI/CD significantly enhances feedback loops with less
reliance on manual testing and the guarantee of solid, high-
quality software releases meeting performance and stability
requirements.

C. Issues Faced while Adopting CI/CD and Their Solutions

Despite its benefits, CI/CD adoption in QA was
accompanied by several issues:

> Two-time repeat failure of tests caused by an unstable
test environment was addressed using containerized
environments (Docker) and hardened the test scripts [2].

»  Test execution and prioritization parallelizing
optimized speed of testing [3].

> Setup of CI/CD on numerous platforms was easy due
to standard configurations and component pipelines [3].

© 2024, ISJEM (All Rights Reserved)

| www.isjem.com |

Page 5



L‘4 ‘A_\

G

v IS, v International Scientific Journal of Engineering and Management ISSN: 2583-6129
\\(l mmn ‘y Volume: 03 Issue: 06 | June - 2024 DOI: 10.55041/ISJEM02016
ig An International Scholarly || Multidisciplinary || Open Access || Indexing in all major Database & Metadata

> QA teams were trained on CI/CD best practices and
automation platforms in order to easily transition to the new
tool [4].

With these setbacks, the organization was able to implement
CI/CD in QA successfully, improving efficiency,
dependability, and deployment speed.

V. RESULTS AND DISCUSSION

The integration of CI/CD into QA presented significant
improvements in deployment effectiveness, defect detection,
and general software quality. Below is a summary of the
qualitative and quantitative results, comparative analysis, and
limitations obtained.

A. Quantitative Analysis of QA Improvements:

Quantitative QA improvement analysis after the integration
of CI/CD reflects outstanding software development
efficiency. Deployment frequency was increased from 2
deployments a month to 8 deployments a month, indicating
the agility and support for quick iteration offered by CI/CD.
Defect detection rate was increased from 70% to 92%,
indicating better test coverage and defect detection at an early
stage. MTTR was reduced from 12 hours to 3 hours, which
indicates the effectiveness of automated rollback mechanisms
and rapid bug fixes. Test run time was reduced from 6 hours to
1.5 hours, indicating the effectiveness of automated test suites
in streamlining the validation process. Moreover, manual
effort spent in testing was also lowered by 50%, enabling QA
teams to spend more time on strategic quality assurance
activities instead of repetitive manual testing. All these
enhancements cumulatively indicate how CI/CD improves
software quality, increases deployment speed, and streamlines
testing processes.

TABLE Il

QUANTITATIVE ANALYSIS OF QA IMPROVEMENTS
Metric Pre-CI/CD Post-CI/CD
Deployment 2 releases/month 8 releases/month
Frequency
Defect Detection @ 70% 92%
Rate
MTTR 12 hours 3 hours
Test  Execution | 6 hours 1.5 hours
Time
Manual Effort in  80% 50% reduction
Testing

QA Improvements Post CI/CD Integration
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Fig. 2. Graphical representation for the Pre-CI/CD vs Post-
Cl/CD.

B. Qualitative Insights from Teams

Qualitative team insights show the pragmatic advantages
and pitfalls of CI/CD integration within QA processes.
Efficiency was realized through accelerated feedback loops,
lower test execution time, and better defect tracking, enabling
teams to identify and correct issues earlier in the development
process. But teams also experienced bottlenecks like the
difficulty of initial setup, flaky tests, and infrequent pipeline
failure, which needed to be constantly monitored and tuned.
Despite  these  challenges, communication  between
development and QA teams got better, resulting in faster issue
resolution and more efficient workflows. CI/CD integration
resulted in improved communication, improved test stability,
and a more agile development process, ultimately providing
increased software quality and shorter releases.

TABLE I
QUALITATIVE INSIGHTS FROM TEAMS

Faster feedback loops, reduced
test  execution times, and
improved defect tracking.

Initial setup challenges, flaky test
cases, and occasional pipeline
failures.

Better coordination between QA
and development teams, leading
to quicker issue resolution.
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Fig. 3. Graphical representation for the Qualitative Insights
from Teams.

C. Comparative Analysis with Conventional QA Methods

Through comparative analysis, it is evident that the CI/CD-
integrated QA model excelled far greater compared to
conventional manual QA in some of the most important
aspects. Conventional QA was dependent on manual and
phased testing, which tended to result in sluggish feedback
loops, while CI/CD supported automated as well as continuous
testing, facilitating quicker and iterative feedback. Release
frequency when using traditional QA was generally once a
month but, with the use of CI/CD, releases were faster
(weekly or even daily) and allowed new features and fix to be
delivered quicker. Second, traditional QA would generally
only identify defects towards the end stages, while early-stage
defect discovery is made possible by CI/CD's auto-test
processes to ensure minimal loss of time within the
development lifecycle. Manual input within traditional QA
was high but significantly decreased when using CI/CD due to
automation.  Additionally,  rollback  deployment in
conventional QA was slow and labor-intensive, whereas in
CI/CD, it was automated and rapid, allowing for quicker
recovery from mistakes. Overall, CI/CD integrated QA is
more agile, has better software quality, and quicker defect
fixing, and hence is a more efficient and scalable process
compared to conventional manual QA processes.

TABLE IV
COMPARATIVE ANALYSIS WITH TRADITIONAL QA
APPROACHES
Traditional QA CI/CD-Integrated
QA
Manual & staged Automated &

testing
Slow

continuous testing
Fast & iterative

Infrequent Frequent
(monthly) (weekly/daily)
Late-stage Early-stage
discovery detection

High Significantly
reduced

Manual & time- Automated & quick

consuming

D. Limitations and Areas for Improvement

Although CI/CD integration had a number of advantages, it
also had some limitations. Complexity in initial setup took a
lot of time and effort for smooth integration, which would be
eased with standardized onboarding and training of teams.
Additionally, unstable flaky tests that were likely to result in
false failures were problematic, but this could be solved by
prioritizing test reliability improvement and a stable test
environment. Infrastructure expense is incurred because of the
resource requirements of automated testing, but minimizing
test runs and cloud resource usage can eliminate these
expenses. Lastly, there were skill gaps as teams required
constant training to catch up with changing CI/CD tools and
methods. This can be avoided through periodic training
sessions to update teams with best practices and tools to
maximize overall CI/CD efficiency.

TABLEV
LIMITATIONS AND AREAS FOR IMPROVEMENT

Initial Setup Requires time and Standardized

Complexity expertise for onboarding and
seamless training for
integration teams.

Flaky Tests Unstable test cases Improve test
cause false failures  reliability  and

environment
stability.

Infrastructure Increased resource Optimize test

Costs requirements  for execution and
automated testing cloud resource

usage.

Skill Gaps Teams need Regular training
continuous training on CI/CD tools
to adapt to and best
automation practices.
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VI. CONCLUSION

The use of CI/CD in modern QA processes has improved
the quality of software, deployment velocity, and defect
detection. This study showed that test automation and
optimization of the deployment workflow reduced manual
effort, accelerated feedback loops, and enhanced collaboration
between development and QA teams. Key improvements
included increased deployment frequency, increased defect
detection, reduced MTTR, and optimized test run times.
Despite initial installation issues, flaky tests, and
infrastructural expense, all these were alleviated by test
environment stability, training initiatives, and optimizing
resources. In summary, CI/CD adoption has been a
revolutionary QA practice that facilitates faster, more
trustworthy software delivery with high quality and very few
production defects.
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