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Abstract—With the increasing prevalence of online and elec-tronic 
services there is a growing need to develop trustworthy, secure, 
transparent, and reliable on-line voting systems. Single layer password 
based authentication is simply not viable in a high assurance electoral 
system, which calls for biometric authentica-tion to increase security. 
This paper provides a web-based proto-type application that uses face 
recognition to authenticate voters for on-line voting. The multi-layered 
security pipeline included in the system contains, for starters, credential 
validation, K-Nearest Neighbors (KNN) based face recognition, and 
finally blink-based liveness detection. A token generation system 
separates the voter from the cast ballot in order to maintain the 
anonymity of voters whilst ensuring that no more than one vote is 
cast per person. A verification tracker and public bulletin board are 
used for auditing post-vote to prevent vote stuffing, without 
compromising voter privacy. The system was built using 
Python/Flask for back end services, HTML/CSS/JavaScript for the 
front-end, and SQLite as a secure data repository. From 
experimentation the system achieved roughly 92%accuracy on 
authentication, with a 4% false acceptance rate (FAR), and an 8% 
false rejection rate (FRR), under ideal conditions. Insertion of the 
vote into the database took 0.5 sec. While retrieving vote details 
took under a second. Security checks showed that the system could not 
be fooled by a replay or impersonation attack, nor a photo-spoofing 
attack. This proposed system is scalable, low cost, software-only 
system capable of building the foundations for a next generation on-
line voting system that could potentially include deep learning 
biometrics, blockchain and/or cloud deployment. Index Terms-
Biometric authentication, Face recognition, K Nearest Neighbors, 
KNN, liveness detection, on-line voting. 

Index Terms—Biometric authentication, face recognition, K-Nearest 
Neighbours, KNN, liveness detection, online voting, token-based 
voting, voter anonymity. 

 

I. INTRODUCTION 

The electoral system is a crucial part of democratic systems of 

governance. The trustworthiness of the electoral system determines the 

extent of faith voters place in the entire political establishment. The 

traditional paper ballot system, though tried and tested, is inefficient 

and unreliable in many ways: logisti-cally complex, susceptible to 

human error, and vulnerable to fraud. EVMs address only the 

tabulation efficiency aspect, but also attract many critics on grounds of 

opacity and limited verifiability [1]. 

Online voting promises convenience and efficiency at lower 

operational costs but, at the same time, faces an equally threatening 

aspect which is the lack of physical assurance of voter identity. 

Impersonation, replay attacks, and stolen credentials are the primary 

threats in an on-line system. 

Passwords alone do not give sufficient confidence to be used in electoral 

systems [2]. 

Biometric authentication (specifically facial recognition) provides a non-

invasive and hardware independent solution to the problem, taking advantage of 

widely available web-cams. Combined with liveness checks and cryptographic 

token proto-cols, facial recognition can help achieve the contradictory aims of 

security, anonymity and verifiability. Nevertheless, bringing these together to 

create an actual deployable prototype system presents a great engineering 

challenge.This paper, I present the prototype of an online voting system. 

This system addresses these problems by implementing a 5-stage 

authentication pipeline: password authentication, OTP second factor 

authentication, KNN based face recognition, blink based liveness detection, and 

issuance of a one time token. The prototype has been implemented as a web 

appli-cation and evaluated based on its functionality, performance, and security 

features. 

 

A. Key Contributions 

The main contributions of this thesis can be summarized as: 

1) A multi-layer voter authentication pipeline, comprised of Password 

authentication, OTP authentication, KNN-based Face Recognition, and blink-

based liveness detec-tion all bundled into a web-based system. 

2) A token-based anonymous voting system, mathemati-cally separating voter 

identity and ballot database and ensuring the one-voter-one-vote condition is 

met. 

3) A software-only, low-cost design, which requires no custom biometrics 

hardware and runs on commodity computing hardware. 

4) Post-vote verification tracker and bulletin board, that provides per-vote 

auditability without compromising in-dividual privacy. 

5) A through analysis of attacks based on spoofs, replay attacks, impersonation 

and data tampering. 

 

II. RELATED WORK 

 

Research at the intersection of online voting, biometric authentication, and 

machine learning has evolved significantly over the past two decades. 
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A. Evolution of Voting Technologies 

Kohno et al. [1] gave one of the first formal security analyses of 

electronic voting system. The authors revealed several severe 

security flaws of deployed EVMs. Their re-search is a landmark for 

the verifiably tamper resistant voting system research. 

Subsequently, Estonia implemented i-Voting system that showed it 

is possible to implement national-scale internet voting using 

national digital identification card with cryptography to identify 

voters [7]; however, the system has country-specific digital identity 

infrastructure limitations. 

One popular area in e-voting research today are blockchain based 

systems [10], [11]. Such systems can produce unchange-able 

records of the voters’ ballots in a decentralized ledger. The 

advantages of blockchain systems are transparence and tamper 

evidence, yet the scalability limitation and excessive computation 

power requirements limit their usage on a large scale without major 

investments in infrastructure [11]. 

B. Biometric Authentication in Voting 

ain et al. [5] produced a seminal review of biometrics which showed 

physiological biometrics can far outweigh knowledge-based 

authentication methods for a higher-assurance identifica-tion 

solution. They pinpointed facial recognition as particularly suitable 

for web use as it requires no physical contact and can be deployed 

using standard hardware (Zhaoe t al., [6]). 

Zhaoe t al. [6] compiled a literature survey of the algo-rithms 

developed for face recognition ranging from statistical based 

methods such as Eigenfaces and Fisherfaces, through to machine 

learning classifiers and ultimately to deep neural network 

implementations. They concluded that, despite being 

computationally less expensive than the deep neural networks, the 

KNN still yielded acceptable accuracy for prototype small to 

medium size datasets. 

C. Liveness Detection and Anti-Spoofing 

To mitigate the possibility of presentation attacks, such as spoofed 

photographs, replay videos and 3D masks, additional detection 

techniques known as liveness detection can be used alongside the 

recognition algorithm. Passive detection uses liveness properties 

such as texture analysis and depth, whereas active liveness 

detection involves the user being prompted to carry out certain 

actions, such as blink or rotate head. For a web-based system a 

more computationally economical approach such as a head rotation 

task will be far more suitable than the passive approaches (Jain et 

al., [5]). 

Ahonen et al. [13] showed that using the Local Binary pattern 

features, they were able to discriminate between live faces and 

spoofed faces under conditions which did not vary lighting and 

acknowledge sensitivity of these features to illumination variation. 

 

 

 

Fig. 1. Liveness detection 

 

 

et al. Extended this concept to a coercion-resistant electronic election by clearly 

distinguishing the Authentication from the Voting part. They implemented this 

separation in their scheme by issuing unique single-use tokens for authentication 

which were separate from vote records. 

E. Research gaps 

A survey of existing systems reveals three open gaps. Firstly, in the biometric 

election systems proposed so far, the liveness feature is mostly not implemented 

hence it has security flaws such as the one in figure 

face − spoof 

, where photographs could easily be used to vote. Secondly, in most cases of 

strong authentication they lose voter’s anonymity since they link his identity with 

the votes. Thirdly, only a limited set of security threat scenarios has been 

implemented and tested for these prototypes. Our proposed system was 

especially designed to address these three issues. 

III. PROPOSED METHODOLOGY 

The design of the system is modular, client-server based architecture, combined 

withbiometric authentication and cryp-tographickey mechanisms. The approach 

focuses on fulfilling the four essential properties of an electoral system simulta-

neously, namely Authentication, Anonymity, Verifiability and Uniqueness. 

A. Authentication Pipeline 

The subsystem of Authentication is based on a three step sequential verification 

procedure. 

1) Stage 1 - Verification of credentials: The user provides a registered name 

and password(which will be hashed). The back-end of the application 

authenticates the user by compar-ing credentials with the encrypted user record 

in the database. If the authentication is successful, session key is created. 

2) Stage 2 - Face Liveness detection: The real time webcam feed of the user 

will be passed for detecting presence of blink events. Eye Aspect Ratio is 

calculated for each frame and defined as follows: 

D. Secure voting mechanisms 

Chaum proposed the theoretical basis of a voter verifi- 
EAR 

= 
(1) 

able ballot based receipt election. The scheme established that 

voteability (verification of votes) and voter’s anonymity were not 

necessarily conflicting characteristics. Later, Juels 

where p1, . . . , p6 are the coordinates of the 6 facial land-marks around an eye 

as detected by the 68-point dlib facial landmark predictor. A blink is said to be 

detected when EAR 
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is found below the threshold of θ = 0.25 for atleast two successive 

frames. At least one successful blink has to be detected within 10 

seconds. 

3) Stage 3 — KNN-Based Face Recognition: A face em-bedding f 

∈ Rd is extracted from the captured frame using the 

face_recognition library. The classification takes place with the rule: 

 

identity∗ = arg min i ∈ DB  finput − fi  2 (2) with the constraint that: 

finput − fi∗  2 ≤ δ (3) 

where DB denotes the database of enrolled facial embed-dings 
and fi represents the enrolled embedding for voter i. The value of δ 
is a threshold for the distance. In this prototype, the value of δ is 

by default 0.50, otherwise if the minimum euclidean distance 

between the input image and any of the stored images is greater 
than δ then authentication does not take place. 

B. Token generation and anonymous voting 

When all stages are successfully carried out, the system generates a 

unique voting token T (which will be used once): 

 

T = SecureRandom(128 bits) (4) The token will be stored as: 

token hash = SHA256(T ) (5) The token is stored as: 

token hash = SHA256(T ) (6) 

The token is stored in the Tokens table with status UNUSED and is 
invalidated to USED upon vote submission, enforc-ing the 
uniqueness constraint. The ballot record stores only (T, candidate

id), never the voter’s identity. 

C. Verification and Transparency 

Because face recognition systems are vulnerable to presen-tation 

attacks such as using a printed photo or video, or even a 3D mask, 

an extra layer called liveness detection is required. Active liveness 

detection methods include blink challenges (using some sort of 

challenge-response and blink checking) or a pose change detection 

(asking the subject to move their head) which can be done 

computationally cheap and it would fit well with a web 

application. Passive methods which involves analysis of texture or 

depth information is highly secure but needs too many 

computational resources. This is not a good solution for a prototype 

[5]. Ahonen et al. [13] have shown that local binary pattern features 

can distinguish live faces from spoofed versions in ideal conditions 

although illumination variations may make it hard. 

 

 
 

Fig. 2. Face recogntion 

 

 

D. System Architecture 

The architecture of the system is that of three-tier client-server: 

1) Presentation Layer: It constitutes of the web pages that are rendered to the 

user through the web browser. This consists of the HTML5, CSS3 and the 

JavaScript pages. This layer provides a user-friendly interface for voter 

registration, capturing face, voting, and authentication of the voter. 

2) Data Layer: This layer deals with all kinds of data involved in the system 

such as the records of the voters, the facial encodings, and the various tokens 

and votes placed by them along with the audit logs of the voters’ actions. It is 

implemented using an SQLite relational database management system. 

IV. SYSTEM ARCHITECTURE AND IMPLEMENTATION 

A. Architecture Overview 

The system adopts a three-tier client-server architecture: 

1) Presentation Layer:HTML5, CSS3 and JavaScript front end responsible for 

voter registration, face capture, voting, and verification interface, supporting 

responsive design. 

2) Application Layer:Python 3.x Flask RESTful back end, handling 

authentication, ML inference, tokens and ses-sions. 

3) Data Layer:SQLite relational database, saving user records, faces 

encondings, tokens, ballots and audit logs. 

 
TABLE I 
SYSTEM ARCHITECTURE COMPONENTS 

 
Compo
nent 

Technolo
gy 

Function Security 
Measure 

Fronten
d 

HTML5/C
SS3/JS 

User 
interface and 
webcam 
capture 

Input 
validation, 
HTTPS 

Backen
d 

Python/Fla
sk 

Authenticatio
n logic, ML 
inference, 
routing 

Session
 managem
ent, 
CSRF 
protection 

Databas
e 

SQLite Persistent 
data storage 

AES 
encryption, 
hashed 
credentials 

Face 
Recogni
tion 

KNN, 
face 
recognitio
n, dlib 

Voter identity 
verification 

Threshold-
based 
rejection 

Livenes
s 
Detecti
on 

EAR, 
blink 
analysis 

Anti-spoofing 
challenge 

Frame-based
 temporal 
analysis 

Token 
Module 

CSPRNG, 
SHA-256 

Anonymous 
vote casting 

Single-use 
enforcement 

 

 

B. Database Schema 

The relational schema comprises five tables: 

• Users: (user id, name, voter id, password hash, face encoding) 

• Candidates: (candidate id, name, party, description) 

• Tokens: (token hash, user id ref, issued at, status) 

• Ballots: (ballot id, token hash, candidate id, submitted at) 

• AuditLogs: (log id, event type, timestamp, detail) 
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Fig. 3. workflow 

 

The Ballots table relies on Tokens, not Users, fulfilling the needed 

decoupling of identity and ballot to preserve voter privacy. A 

foreign key relationship to Tokens, and both unique indexes, 

voterand token, constrain integrity. 

C. Workflow Pipeline 

The end-to-end voting workflow proceeds through seven 

sequential phases: 

1) Registration: Voter submits personal details; password is hashed 

using bcrypt before storage. 

2) Face Enrollment: Webcam captures facial image; 128-

dimensional embedding is extracted and stored. 

3) Login: Credential validation and session instantiation. 

4) Liveness Check: EAR-based blink detection confirms live 

presence. 

5) Face Verification: KNN matching against enrolled em-

bedding with distance threshold. 

6) Token Issuance and Vote Casting: Single-use token is 

generated; candidate selection is recorded against token. 

7) Verification: Tracker is issued; voter confirms registra-tion via 

bulletin board. 

D. Security Mechanisms 

The following security controls are implemented at the 

application layer: 

1) Credential Storage: Passwords are hashed with bcrypt using 

cost factor 12. 

2) Session Security: Server-side sessions use randomized 

session keys and are invalidated after vote submission. 

3) CSRF Protection: Flask-WTF CSRF tokens are used on all 

state-changing endpoints. 

4) Input Validation: Server-side validation is applied to all 

submitted data. 

5) Audit Logging: Authentication events, token issuances, and 

vote submissions are recorded with timestamps. 

V. RESULTS AND PERFORMANCE EVALUATION 

A. Authentication Performance 

The face recognition module was evaluated under varying 

environmental conditions, including illumination levels, cam-era 

resolutions, and head orientations. 

TABLE II 
AUTHENTICATION PERFORMANCE METRICS 

 
Metric Description Measu

red 
Value 

Targ
et 

Authenticati
on Accuracy 

Correct identity 
matches / total 
at- 

92.0% ≥ 
90% 

tempts 

False 
Acceptance 
Rate 

Unauthorized 
access granted / 
unau- 
thorized attempts 

4.0% ≤ 
5% 

False 
Rejection 
Rate 

Legitimate user 
rejected / 
legitimate 
attempts 

8.0% ≤ 
10% 

Avg.
 Authenti
cation 
Latency 

End-to-end time 
for verification 

< 4s < 5s 

Spoof 
Detection 
Rate 

Spoofing 
attempts detected 

98.5% ≥ 
95% 

Liveness 
Detection 
Accu- 
racy 

Blink events 
correctly 
classified as 
live 

96.0% ≥ 
90% 

Accuracy degraded by approximately 5–7 percentage points under conditions of 

poor illumination, below 100 lux, and low camera resolution, below 480p. Under 

standard laboratory con-ditions, with 720p or higher resolution, the system 

maintained stable performance across repeated test sessions. 

B. Database and System Performance 

Database insertion operations, including voter registration and vote submission, 

completed in under 0.5 seconds. Result retrieval and verification queries 

resolved in under 1.0 second. No data corruption or transactional inconsistency 

was observed during 200 simulated concurrent access sessions. 

C. Security Testing Summary 
TABLE III 
SECURITY TESTING SUMMARY 

 
Attack 
Vector 

Defense 
Mechanism 

Test 
Outcome 

Resid
ual 
Sever- 
ity 

Photo 
Spoofing 

EAR-based 
blink detection 

100% 
blocked, 
30/30 

Low 

Video 
Replay 
Attack 

Real-time 
EAR temporal 
analy- 
sis 

93% 
blocked, 
28/30 

Low-
Mediu
m 

Credential 
Impersonat
ion 

KNN face 
verification 
and 
bcrypt 
authentication 

100% 
blocked 

Low 

Token 
Replay / 
Reuse 

Single-use 
token 
enforcement 
and DB flag 

100% 
blocked 

Low 

Duplicate 
Voting 

Token 
invalidation 
on vote sub- 
mission 

100% 
blocked 

Low 

Database 
Tampering 

Immutable 
ballot records 
and 
audit log 

Detected, 
3/3 
attempts 
logged 

Mediu
m 

Unauthoriz
ed Admin 
Ac- 
cess 

Role-based 
session 
authorization 

100% 
blocked 

Low 

 

D. Comparative Analysis 
TABLE IV 
COMPARATIVE ANALYSIS OF VOTING SYSTEM APPROACHES 

 
Syste
m 

Authentic
ation 

Anony
mity 

Transp
aren 

cSyca
labilit
y 

C
os
t 

Paper 
Ballot 

Manual 
ID check 

High Mediu
m 

Low H
ig
h 

EVM Physical 
card 

High Low Medi
um 

M
e
di
u
m 

Passwo
rd-Only 
Online 

Password Mediu
m 

Mediu
m 

High L
o
w 

Blockc
hain 
Voting 

Cryptogra
phic 

High Very 
High 

Low H
ig
h 

Biome
tric 
Finger
print 

Fingerprin
t 

Mediu
m 

Mediu
m 

Medi
um 

H
ig
h 

Propos
ed 
System 

Password 
+ OTP + 
Face + 
Liveness 

High High Medi
um 

L
o
w 

 

The proposed system attains the best compromise between the 5 different 

assessment dimensions compared to the alterna-tives presented. It does not add 

computational cost prohibitive of blockchain systems and adds a layer of robust 

biometric authentication compared to password only systems while also 

providing a biometric solution that doesn’t rely on any specific hardware, like 

fingerprint systems. 
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E. Usability Evaluation 

The system was tested for usability with 25 different users and the 

tests were conducted successfully. All 25 users were able to 

complete the entire voting process on either their first or second try 

and on average it took 87 seconds from login to vote 

confirmation. Also, 92% of users found the interface very easy to 

use. Users mentioned that the system could have been better if the 

liveness detection feature was less sensitive in the dark. 

VI. DISCUSSION 

Our experimental results support the initial claim that it is feasible 

to build a software only, multi-layer biometric authen-tication 

system capable of providing both robust authentication of voters and 

anonymity of ballots without the requirement for special hardware. 

We obtained a 92% authentication accuracy rate with the kNN 

distance set to δ = 0.50, a value within acceptable limits based on 

the range documented in the literature on small-scale prototype face 

recognition systems [zhao2003] [ahonen2006]. The achieved 

False Accept Rate of 4% is adequate for mitigating casual 

spoofing in targeted applications. 

The most critical identified limitation is sensitivity to en-

vironmental factors. In particular, the decline in authentica-tion 

accuracy in poor illumination conditions is inherent to appearance-

based biometrics. The multi-layer approach ame-liorates this 

weakness to some extent, because other authen-tication stages 

(liveness detection and credential validation) produce strong 

corroborative verification evidence even when face recognition 

may be weak. The KNN algorithm, while computationally tractable 

for prototype-scale datasets up to approximately 1,000 registered 

voters, exhibits O(n · d) clas-sification complexity, where n is the 

number of enrolled voters and d = 128 is the embedding 

dimension. For national-scale elections with millions of voters, 

approximate nearest-neighbor search structures such as k-d trees or 

FAISS, or replacement with a trained CNN classifier such as 

ArcFace, would be required [8], [17]. 

The token-based anonymity mechanism provides information-

theoretic separation between voter identity and ballot records, 

as the Ballots table contains no fields that permit voter re-

identification given only database access. However, adversarial 

threats at the application layer, such as compromised session 

tokens, remain a concern that would require TLS enforcement and 

hardware security modules in production deployment. 

Video replay attacks showed a residual pass-through rate of 

approximately 7% in liveness detection testing, suggesting that 

blink-only detection is insufficient against sophisticated adversaries 

employing video manipulation. Integration of pas-sive liveness 

detection, including 3D depth analysis and texture anti-spoofing, 

would substantially reduce this residual risk. 

VII. CONCLUSION AND FUTURE WORK 

This paper presented a prototype web-based online voting system 

incorporating K-Nearest Neighbors face recognition, 

blink-based liveness detection, and token-based anonymous ballot casting. 

Experimental evaluation demonstrated 92% Authentication and live detection 

rate is 92% and Far:8% FFr is 4% under normal environment respectively, 

while the response time of database transactions are below one second. Security 

testing ensures that the system has protection against impersonation, photograph 

spoofing, token replay and dupli-cate voting attacks. 

The architecture we designed shows an initial cost effective and technically 

feasible solution toward a biometrically veri-fied online voting system that 

overcome the limitations of other systems by fulfilling authentication, 

anonymity, verifiability and unicity at the same time. 

We will research on deep learning biometrics, and more sophisticated live 

detection technologies. Blockchain, cloud implementation,load balancing, 

mobile client implementation, as well as multi-modal biometrics authentication. 
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