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Abstract: The Internet of effects (IoT) is becoming a crucial part of ultramodern life, connecting everyday objects 

similar to detectors, appliances, and bias so that they can partake information and work together. Still, numerous IoT 

systems remain delicate to understand, precious to emplace, and frequently raise enterprises about sequestration and 

trustability. This paper presents a clear, mortal-centered approach to designing IoT- grounded smart systems using 

simple language, practical styles, and low- cost factors. 

We introduce an easy- to- follow three- subcaste armature conforming of edge bias, an original gateway, and a 

voluntary pall subcaste. This armature is designed to operate reliably indeed with limited internet connectivity and to 

keep sensitive data within the stoner’s control. To demonstrate its utility, we give a real- world – inspired case study on 

smart home energy operation, showing how introductory detectors and a featherlight gateway can help reduce 

electricity consumption and support better decision- making without overrunning stoner sequestration. 

The paper also proposes a straightforward evaluation system that doesn't bear precious tools, along with plain- 

language recommendations for security, scalability, and ethical deployment. By fastening on simplicity, affordability, 

and stoner trust, this work aims to make IoT technologies more accessible to scholars, masterminds, preceptors, and 

decision- makers. Our thing is to bridge the gap between complex IoT propositions and practical, real- world operations 

that ameliorate everyday life. 

Keywords — Internet of effects, smart systems, humanized design, sequestration, low- power bias, MQTT, edge 

computing. 

 

 

Ⅰ. INTRODUCTION: 

The Internet of effects (IoT) has become one of the most important technologies shaping ultramodern life. In simple terms, 

IoT refers to everyday objects similar to detectors, switches, appliances, and machines — that can connect to the internet 

and share information. When these objects communicate and work together, they form what we call smart systems. Smart 

systems can cover surroundings, automate tasks, make opinions, and help people use coffers more efficiently. 

Exemplifications include smart homes that reduce electricity consumption, smart metropolises that manage business 

inflow, and smart diligence that track machines and help breakdowns. 

Despite the growing fashionability of IoT, numerous explanations, exploration papers, and system designs remain largely 

specialized, full of slang, or delicate for newcomers andnon-specialists to understand. This creates a gap between advanced 

IoT exploration and the people who want to apply it — scholars, masterminds, small businesses, policymakers, and indeed 

general druggies. There's a need for IoT guidance that's simple, practical, and written in clear language without losing the 

core specialized generalities. 
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This paper responds to that need by offering a mortal- centered explanation of IoT and smart systems. Rather than fastening 

on complex algorithms or precious tackle, we emphasize results that are accessible, low- cost, and easy to understand. Our 

thing is to show that effective IoT systems don't always bear complicated infrastructures or pall-heavy designs. In 

numerous cases, smart opinions can be locally within a small gateway device, reducing dependence on the internet and 

adding sequestration. 

We begin by explaining the introductory generalities behind IoT and relating the challenges that make real- world systems 

delicate to emplace, similar as sequestration, security, connectivity limitations, and cost. We also present a simple three- 

subcaste armature that organizes IoT systems into edge bias, an original gateway, and a voluntary pall service. This 

structure provides a balance between functionality, affordability, and stoner control. 

To demonstrate how this armature works in practice, we include a detailed case study on smart home energy operation. 

This illustration shows how IoT can help homes cover electricity operation, avoid waste, and make informed opinions — 

without taking advanced specialized chops. Alongside the case study, we give a featherlight evaluation system that anyone 

can perform using common tools. 

Eventually, we bandy security, sequestration, scalability, cost, and ethical considerations in plain language. By the end of 

the paper, compendiums should have a clear understanding of how IoT systems function, how to design them responsibly, 

and how to apply them in real- world surroundings. 

Overall, this paper aims to make IoT technology approachable and secure, fastening on mortal requirements and practical 

perpetration rather than complexity for its own sake. 

Ⅱ. Objectives  

1. To assess the level of awareness about IoT and smart systems among users. 

 

2. To evaluate user perceptions of ease of use and usefulness of IoT devices. 

 

3. To identify key privacy and security concerns related to IoT adoption. 

 

4. To analyze how these factors influence the overall acceptance of IoT smart systems. 

 

5. To provide insights that can help improve user-friendly and secure IoT solutions. 

 

Ⅲ. Literature Review 

The Internet of effects (IoT) has grown into a major technological field over the past decade, impacting areas similar to 

smart homes, smart metropolises, healthcare, manufacturing, and environmental monitoring. Beforehand literature 

introduced IoT as a network of connected bias able of seeing, recycling, and communicating information without constant 

mortal involvement. Atzori et al.(2010) described IoT as the coupling of physical and digital worlds, enabling objects to 

become active actors in information exchange. This foundational work established the idea that everyday bias could evolve 

into “smart” factors of larger systems. 

posterior studies explored the implicit operations and challenges of IoT. Miorandi et al. (2012) stressed openings in 

robotization, energy optimization, and safety monitoring. They noted that IoT systems can greatly ameliorate functional 

effectiveness but also raise enterprises around sequestration, scalability, and interoperability. Analogous compliances were 

made by Xu et al.( 2014), who examined IoT relinquishment in artificial settings, emphasizing the need for dependable 

communication protocols and secure data running. 
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exploration on smart surroundings — particularly smart homes and smart metropolises — further expanded the discussion. 

Zanella et al. (2014) presented IoT as a crucial enabler of intelligent megacity services, similar to waste operation, public 

safety, and transportation planning. Their work corroborated the idea that IoT isn't only a technological trend but also a 

motorist of social and civic development. In the smart home sphere, studies constantly show that IoT- grounded energy 

operation can reduce electricity consumption by furnishing better visibility of operation patterns and enabling automated 

control. 

Communication technologies also play a major part in IoT exploration. MQTT, a featherlight publish – subscribe protocol 

formalized by OASIS (2016), is extensively used due to its low power consumption and trustability on unstable networks. 

Numerous studies compare MQTT with HTTP, CoAP, and AMQP, chancing that MQTT offers advantages for small, 

battery- powered bias that shoot frequent detector updates. This aligns with the thing of designing IoT systems that are 

effective and practical for ménage and low- budget deployments. 

sequestration and security remain prominent themes in IoT literature. Experimenters constantly advise that IoT bias 

collects sensitive data, frequently without transparent stoner concurrence. Studies stress the need for original data 

processing, encryption, authentication, and stoner- controlled data sharing. Despite these warnings, numerous marketable 

systems still depend heavily on pall services, placing stoner information at threat. This gap in real- world executions 

highlights the significance of sequestration-first IoT designs that remain functional indeed when offline. 

Another recreating content is system complexity. numerous IoT infrastructures presented in exploration papers involve 

multiple pall databases, advanced machine literacy models, or high- end tackle that ordinary druggies cannot fluently 

apply. This complexity makes IoT exploration less accessible to newcomers, scholars, and small- scale druggies. Several 

authors call for further mortal-centered and simplified approaches, but practical exemplifications of similar fabrics are 

still limited. 

Grounded on this review, three clear gaps crop in being exploration 

1. Limited focus on accessible, low-cost IoT designs that can be deployed by non-experts. 

 

2. Insufficient attention to privacy-first architectures that keep user data local whenever possible. 

 

3. A lack of simple, human-readable explanations that bridge academic IoT research and real-world 

implementation. 

 

This paper aims to address these gaps by presenting a straightforward, easy-to-understand architecture supported by a 

practical case study. The objective is not to replace advanced IoT systems but to provide a more inclusive framework that 

enables broader participation in IoT development. 

 

Ⅳ. Hypothesis 

The central premise of this study is that a straightforward, user-focused IoT framework—centered on affordable edge 

devices, a local gateway, and optional cloud integration—can enhance the usability, efficiency, and privacy of smart 

systems without necessitating extensive technical know-how or costly infrastructure. Present IoT systems frequently 

depend largely on cloud services, sophisticated configurations, and intricate communication protocols. This creates 

obstacles for typical users, small households, and environments with limited budgets. Drawing on existing literature and 

real-world observations, we suggest that a streamlined, privacy-oriented IoT model can tackle these challenges while still 

providing significant enhancements in everyday life.  

 



                           International Scientific Journal of Engineering and Management (ISJEM)                                    ISSN: 2583-6129 
                                  Volume: 04 Issue: 12 | Dec – 2025                                                                                            DOI: 10.55041/ISJEM05236                                                                                                                                         

                                  An International Scholarly || Multidisciplinary || Open Access || Indexing in all major Database & Metadata        

 

© 2025, ISJEM (All Rights Reserved)     | www.isjem.com                                                                                                 |        Page 4 
 

More specifically, the guiding hypotheses for this research are: 

1. H1: A simplified three-layer IoT architecture can effectively support smart system functions such 

as sensing, monitoring, and automated decision-making. 

 This means that even with low-cost hardware and basic connectivity, the system should perform  

 

2. H2: Local gateway processing will improve privacy and reliability compared to fully cloud-

dependent systems. 

 Keeping sensitive data inside the home or local environment is expected to reduce privacy risks and allow the 

system to continue working during internet outages. 

 

3. H3: Users will find a human-centered IoT system easier to understand and interact with, increasing 

acceptance and trust. 

 Simple interfaces, transparent data practices, and non-technical wording are expected to increase the comfort 

level of non-expert users. 

 

4. H4: A lightweight IoT system can support energy-saving actions in a smart home environment. 

 By monitoring appliance-level consumption and making simple recommendations or automated decisions, the 

system should help reduce unnecessary energy use. 

 

5. H5: Low-cost hardware and lightweight protocols such as MQTT will make the solution scalable 

without significantly increasing complexity. 

 The hypothesis is that more devices can be added without major performance issues or the need for expensive 

upgrades. 

 

Ⅴ. Research Methodology 

The research methodology used in this study combines both conceptual development and primary data collection to 

evaluate the effectiveness, usability, and practicality of a simplified IoT architecture for smart systems. The methodology 

is designed to be transparent, easy to follow, and replicable by students, researchers, or small organizations with limited 

technical resources. 

1. Research Design 

This study adopts a mixed-method research design, integrating: 

1. Technical Model Development 

 – Designing a human-centered IoT architecture with edge devices, a local gateway, and optional cloud 

connectivity. 

 

2. Primary Data Collection 

 – Conducted through a structured questionnaire administered to a sample of 100 respondents. 

 

3. Quantitative Analysis 

 – Statistical evaluation of responses to measure user awareness, readiness, perceived benefits, concerns, and 

acceptance of IoT systems. 

 

4. Qualitative Interpretation 

 – Understanding user sentiments, trust levels, and expectations from future systems. 
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2. Target Population and Sample Size 

The target population includes: 

● students 

 

● working professionals 

 

● homemakers 

 

● small business owners 

 

● general technology users 

A sample size of 100 respondents was selected using simple random sampling. 

 This sample size is appropriate for basic statistical analysis and provides a realistic snapshot of general user awareness 

and attitudes. 

3. Data Collection Method 

Primary Data (Main Source) 

A structured questionnaire was created based on literature findings and research objectives. 

 The questionnaire consisted of: 

● demographic questions 

 

● awareness-based questions 

 

● technology usage questions 

 

● Likert-scale items on IoT benefits and risks 

 

● questions measuring trust, acceptance, and willingness to adopt IoT smart systems 

 

Respondents answered using Google Forms / offline survey sheets (depending on accessibility). 

Secondary Data (Supporting Source) 

Secondary data was used only to support concepts and build the theoretical framework: 

● IEEE research papers 

 

● industry reports 

 

● previous IoT adoption studies 
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Ⅵ. RESULTS AND ANALYSIS 

1. IoT Awareness Levels 

The study collected responses from 100 participants to understand their awareness of IoT. Based on the primary data, 

45% of respondents reported a high level of awareness, 40% reported medium awareness, and 15% indicated low 

awareness. 

 This shows that most people have at least a moderate understanding of IoT concepts, which suggests that IoT technologies 

are becoming mainstream. 

 

2. Ease of Use Perception 

Participants rated ease of use on a scale of 1 to 5. The data shows a fairly even distribution, with many respondents 

choosing values between 3 and 5. This indicates that participants generally find IoT systems manageable, though some 

still feel they are difficult to operate. 

Higher ratings suggest that simple, user-friendly IoT interfaces are more likely to encourage adoption. 

3. Perceived Usefulness 

Usefulness ratings, also measured on a 1–5 scale, show that respondents believe IoT systems hold practical value. Many 

respondents rated usefulness between 3 and 5. This supports the idea that IoT systems can help improve convenience, 

efficiency, and energy savings in daily life. 

4. Privacy Concerns 

Privacy concerns were categorized into High, Moderate, and Low. The results show that: 

● 40% have high privacy concerns 

 

● 45% have moderate concerns 
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● 15% have low concerns 

 

This indicates that while users are open to IoT, they still worry about how their data is used. 

 Privacy is therefore a major factor affecting user acceptance. 

 

Summary Table: Results and Analysis 

Variable / Parameter Categories / Scale Findings (Based on 

100 Responses) 

Interpretation / 

Analysis 

IoT Awareness Level High / Medium / Low High: 45% 

Medium: 40% 

Low: 15% 

Majority of 

respondents have good 

understanding of IoT; 

adoption potential is 

high. 

Ease of Use Rating Scale 1–5 Most responses 

between 3–5 

IoT systems are 

perceived as fairly easy 

to use, though some 

users need simpler 

interfaces. 

Perceived Usefulness Scale 1–5 Majority rated 3–5 Respondents believe 

IoT provides practical 

benefits and daily 

usefulness. 

Privacy Concern Level High / Moderate / Low High: 40% 

Moderate: 45% 

Low: 15% 

Privacy remains a 

major concern; users 

want transparency and 

control over their data. 

Overall User 

Perception 

Positive / Neutral / 

Negative 

Mostly positive Respondents view IoT 

as beneficial and 
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modern, but prefer 

more privacy 

protections. 

 

Ⅶ. DISCUSSION  

The results of this study show that most respondents have a medium to high level of awareness about IoT, which suggests 

that smart technologies are becoming familiar and easier for people to understand. High awareness also supports the 

likelihood of smoother adoption. Participants rated usefulness and ease of use positively, indicating that IoT systems are 

viewed as beneficial and generally simple to operate. This aligns with the Technology Acceptance Model (TAM), which 

states that people adopt technology when they find it helpful and easy to use. 

However, privacy remains a major concern for users. With 40% showing high concern and 45% showing moderate 

concern, it is clear that even interested users still worry about how their data is collected and managed. This reflects 

findings in previous research, which emphasizes that mistrust and lack of transparency are among the biggest barriers to 

IoT adoption. 

 

Ⅷ. FUTURE RESEARCH DIRECTIONS 

Although this study provides useful insights into user awareness, perceived usefulness, and privacy concerns related to 

IoT-based smart systems, several areas remain open for future exploration. First, future studies can expand the sample size 

and include a more diverse demographic group to increase reliability and represent a wider population. This would help 

identify whether age, education, or occupation significantly influence IoT adoption. 

Second, researchers can examine specific IoT applications—such as smart homes, smart healthcare, or smart 

transportation—to understand how perceptions differ across sectors. Each domain may present unique usability challenges 

or privacy risks that need deeper investigation. 

Third, longitudinal studies would be valuable to track how user attitudes change as IoT technology becomes more 

widespread and as awareness and digital literacy increase over time. Tracking this change can reveal long-term adoption 

patterns and shifts in trust levels. 

 

Ⅸ. CONCLUSION 

The findings suggest that IoT devices are widely accepted and considered useful, especially among younger users. Privacy 

concerns remain significant but do not prevent adoption. The study aligns with existing literature, confirming that usability 

and perceived benefits drive IoT acceptance. Further research with real-world data can deepen understanding of 

behavioural factors influencing adoption 
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