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Abstract 

This project introduces an innovative web application 

that integrates DNA-based cryptography with the 

Vigenère cipher to ensure secure file encryption and 

decryption. The encryption process begins with 

converting text content into its binary representation, 

which is then transformed into a corresponding DNA 

sequence. The DNA sequence is further mapped into 

protein sequences using the standard amino acid codon 

table. To enhance security, the protein sequence 

undergoes encryption using the Vigenère cipher, with a 

user-provided encryption key. The resultant encrypted 

message is securely stored in a MySQL database. The 

decryption functionality is designed for user 

convenience and security. The web application 

provides an interface listing all encrypted files stored 

on the server. Users can download and decrypt the files 

using the same key employed during encryption. The 

decryption process restores the encrypted message to 

its original text form and reverts the data into its 

original file format. This project showcases the 

potential of combining bio-inspired cryptographic 

techniques with classical encryption algorithms to 

achieve robust data protection. By leveraging 

JavaScript for implementation, the system ensures 

accessibility and compatibility across platforms, 

making it a practical solution for secure file storage and 

transfer.  

Keywords: DNA-based encryption, Hybrid cryptography, 

Amino acid translation,   Bio-inspired cryptography, DNA-

to-binary mapping, Polyalphabetic substitution, 

Cryptographic security. 

 

 

1. Introduction 

Data security is a critical concern in the digital era, 

where vast amounts of sensitive information are 

exchanged online daily. As traditional cryptographic 

methods face increasing cyber threats, innovative bio-

inspired approaches such as DNA-based cryptography 

are emerging as promising alternatives. This project 

integrates DNA-based cryptography with the classical 

Vigenère Cipher to develop a hybrid cryptographic 

system for robust file encryption and decryption. DNA-

based encryption utilizes the unique structure and 

randomness of nucleotide sequences (A, T, C, G), 

offering high resistance to brute-force attacks due to 

their immense combinatorial possibilities. Combined 

with the polyalphabetic substitution strength of the 

Vigenère Cipher, this hybrid approach introduces an 

additional layer of complexity, significantly enhancing 

cryptographic security. The proposed system is 

implemented as a web application developed in 

JavaScript, ensuring accessibility and cross-platform 

compatibility. The encryption process begins by 

converting file contents into binary form, which is then 

mapped to DNA sequences. These sequences are 

further translated into protein sequences using the 

amino acid codon table before being encrypted with a 

user-defined key using the Vigenère Cipher. The 

encrypted messages are securely stored in a MySQL 

database. Decryption reverses these transformations, 

restoring the original file with the same user-provided 

key, ensuring both data confidentiality and integrity. 

This hybrid system demonstrates the potential of bio-

inspired cryptographic techniques to complement 

traditional methods, offering an innovative and 

practical solution to contemporary data security 

challenges. 
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2. Problem statement: 

Data security in modern digital communication is 

increasingly challenged by sophisticated cyber threats, 

requiring advanced encryption techniques to protect 

sensitive information. Traditional cryptographic 

methods are becoming more vulnerable, necessitating 

the exploration of innovative approaches. This project 

addresses the need for a more secure solution by 

combining DNA-based encryption with the classical 

Vigenère Cipher.  

The goal is to develop a lightweight, platform-

independent web application that provides robust, 

hybrid encryption for secure file handling. The 

application leverages the unique properties of DNA 

sequences and polyalphabetic substitution to enhance 

data security, offering a user-friendly, cross-platform 

solution to protect sensitive data against evolving cyber 

threats. 

3. Literature Survey 

DNA cryptography leverages the biological properties 

of DNA to introduce complexity and randomness in 

encryption systems. Research by Gehani et al. (2004) 

demonstrated the potential of encoding binary data into 

DNA sequences using nucleotide bases (A, T, C, G). 

DNA-based encryption has since been explored for its 

vast combinatorial possibilities and inherent resistance 

to brute-force attacks. This method aligns with the 

growing trend of bio-inspired cryptographic techniques 

as an emerging field of study in secure data 

communication. The Vigenère Cipher is a classical 

cryptographic technique that employs a polyalphabetic 

substitution mechanism, first introduced in the 16th 

century. It has been widely studied for its effectiveness 

in enhancing security through key-dependent 

encryption. While traditional ciphers like Vigenère are 

susceptible to cryptanalysis, their integration with 

modern techniques, such as DNA-based encryption, 

has been proposed as a way to enhance their robustness. 

Research by Kahn (1996) on classical ciphers 

highlights their potential when combined with layered 

security strategies.  Combining traditional and modern 

cryptographic methods has been shown to improve 

overall security. Studies by Wang et al. (2019) explored 

hybrid systems integrating classical encryption with 

bio-inspired techniques, showcasing their efficacy in 

addressing modern cyber threats. These systems 

balance simplicity, computational efficiency, and 

robustness, making them suitable for real-world 

applications. The widespread adoption of JavaScript 

for web development has prompted researchers to 

explore its potential in implementing lightweight 

cryptographic solutions. Works by Heninger et al. 

(2014) emphasize the importance of cross-platform 

compatibility and ease of deployment, making 

JavaScript an ideal choice for cryptographic 

applications designed for non-expert users. Ensuring 

accessibility and user-friendliness in cryptographic 

tools is crucial for widespread adoption. Usability 

studies, such as those conducted by Furnell et al. 

(2007), underline the importance of intuitive interfaces 

that allow users to perform complex encryption and 

decryption tasks without extensive technical 

knowledge. This literature survey highlights the 

synergy between DNA-based encryption, the Vigenère 

Cipher, and JavaScript implementation, forming the 

foundation for this project. By leveraging bio-inspired 

cryptography and classical techniques in a user-

friendly platform, the proposed solution addresses both 

security and accessibility in secure data 

communication. 

4. Proposed techniques: 

The proposed technique is a hybrid encryption 

algorithm combining DNA-based encryption with the 

Vigenère cipher to achieve secure file encryption. This 

approach integrates bio-inspired principles and 

classical cryptography to enhance data security, 

providing resistance to brute-force and cryptanalytic 

attacks. Below is the detailed methodology:
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Fig. 1 Proposed Architecture 

 

4.1 DNA-to-Amino Acid Conversion for 

Encryption 

This step forms the bio-inspired foundation of the 

encryption process. It mimics biological processes of 

transcription and translation. 

Step 1: Text-to-Binary Conversion 

The plaintext content is first converted into 

binary form. Each character is transformed into 

its corresponding 8-bit ASCII binary value. For 

example, the character "A" becomes 

01000001. 

Step 2: Binary-to-DNA Mapping 

The binary data is segmented into 2-bit groups. 

Each group is mapped to a nucleotide in the 

DNA sequence using the following mapping: 

00 → A 

01 → T 

10 → C 

11 → G 

 

For instance, the binary sequence 01000001 

translates to the DNA sequence TACC. 

Step 3: DNA-to-Amino Acid Translation 

The DNA sequence is divided into codons, 

each consisting of three nucleotides. These 

codons are then mapped to amino acids using 

the standard genetic codon table. For example: 

TAC → Tyrosine (Y) 

ACC → Threonine (T) 

This conversion results in a sequence of amino acids 

representing the original text in an obfuscated format. 

4.2  Application of the Vigenère Cipher 

Once the DNA sequence is translated into an amino 

acid sequence, the Vigenère cipher is applied to add a 

further layer of cryptographic security. 

Step-by-Step Working of Vigenère Encryption 

The Vigenère cipher is a polyalphabetic substitution 

cipher that uses a key to perform encryption. Each letter 

in the plaintext is shifted along the alphabet by the 
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number of positions defined by the corresponding letter 

of the key. Here's how it works: 

Key Preparation: 

The user provides an encryption key (e.g., "KEY"). If 

the key is shorter than the amino acid sequence, it is 

repeated cyclically. For example, if the key is "KEY" 

and the amino acid sequence has 4 elements, the key 

would repeat as KEYK. 

Character Encoding: 

Each amino acid is treated as an alphabetical character 

(i.e., the first letter of its name), and it is encrypted by 

shifting based on the corresponding key character. 

Convert each key character into its position in the 

alphabet. For example: 

K = 11 (the 11th letter of the 

alphabet) 

E = 5 

Y = 25 

The encryption formula for each character is: 

                           Ci = (Pi + Ki

) mod 26 

 

where: 

Ci is the ciphered letter (the encrypted 

amino acid), 

Pi is the plaintext letter (the original 

amino acid), 

Ki is the key letter (converted to its 

alphabetical position), 

mod 26 ensures the result wraps 

around the alphabet. 

Vigenère Cipher Example 

Let’s consider the amino acid sequence YTTA and the 

key "KEYK": 

➢ First, convert the amino acids into their 

alphabetical positions: 

                     Y = 25 (Tyrosine) 

              T = 20 (Threonine) 

T = 20 (Threonine) 

A = 1 (Alanine) 

➢ Now, convert the key "KEYK" into its 

corresponding numerical positions: 

K = 11 

E = 5 

Y = 25 

K = 11 

➢ Now apply the Vigenère cipher formula for 

each amino acid: 

1. For the first amino acid (Y): 

C1 = (P1 + K1) mod  26 = (25 + 11) mod  26 = 

10 (K) 

2. For the second amino acid (T): 

C2 = (P2 + K2) mod  26 = (20 + 5) mod  26 = 

25 (Y) 

3. For the third amino acid (T): 

C3 = (P3 + K3) mod  26 = (20 + 25) mod  26 = 

19 (T) 

4. For the fourth amino acid (A): 

C4 = (P4 + K4) mod  26 = (1 + 11) mod  26 = 

12 (M) 

Thus, the encrypted amino acid sequence 

becomes KYTM 
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4.3 File Storage and Retrieval 

➢ Encryption and Storage: 

The encrypted amino acid sequence (e.g., KYTM) is 

saved as the encrypted content of the file. This 

encrypted message is securely stored in a MySQL 

database to ensure proper data management and access 

control. 

➢ Decryption Process: 

The decryption process reverses all transformations. 

Given the encryption key, the following steps are 

performed: 

➢ Vigenère Cipher Decoding:  

The amino acid sequence is decoded using the same 

key. This reverses the polyalphabetic substitution and 

retrieves the original amino acid sequence. 

➢ Amino Acid-to-DNA Translation:  

The amino acid sequence is converted back to the 

corresponding DNA codons. 

➢ DNA-to-Binary Mapping:  

The DNA sequence is mapped back to binary using the 

reverse of the original nucleotide mapping. 

➢ Binary-to-Text Conversion:  

The binary data is translated back to the original 

text file. 

 

 

Fig. 2 Flow Diagram 
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5. Conclusion 

The proposed hybrid encryption technique combining 

DNA-based cryptography with the Vigenère cipher 

provides an innovative and robust solution for securing 

digital files. By leveraging the complexity and 

randomness of DNA sequences alongside the 

polyalphabetic substitution method of the Vigenère 

cipher, the system introduces multiple layers of 

security, significantly enhancing the resistance to 

cryptanalytic attacks and brute-force methods. The 

project demonstrates the practicality of bio-inspired 

cryptography, making use of biological principles to 

encode and protect sensitive information. The DNA-to-

binary conversion and DNA-to-amino acid translation 

ensure that the data is obfuscated in a manner that is not 

easily decipherable without the correct key. 

Meanwhile, the Vigenère cipher further strengthens 

this encryption by applying a user-defined key, adding 

a layer of complexity to the encrypted message. This 

web-based encryption system, implemented in 

JavaScript, ensures cross-platform compatibility and 

accessibility. It allows for simple encryption and 

decryption processes, even for non-expert users, while 

maintaining the integrity and confidentiality of the 

stored data. The use of MySQL for storing encrypted 

files adds an additional layer of secure data 

management, enabling controlled access and retrieval 

of encrypted files. In conclusion, this hybrid approach 

not only highlights the potential of bio-inspired 

cryptographic methods but also paves the way for 

further research and development in the area of secure 

digital communication and storage. By combining 

traditional and innovative techniques, the project offers 

a viable and forward-thinking solution for modern data 

security challenges. The success of this approach sets 

the stage for future exploration and application of 

DNA-based cryptography in real-world scenarios, 

contributing to the evolution of secure data protection 

technologies. 
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