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Abstract 

This paper introduces a secure file and message 

transferring website, Private link transfer, designed 

to prioritize extreme privacy and user control. The 

platform enables users to send files through One-

Time Temporary Links, which are both expirable 

and highly configurable. These links can be tailored 

with a range of limitations, including access 

duration, IP restrictions, password protection, 

authentication keys, custom encryption, and a 

defined number of allowable views. Such features 

ensure a high level of security and privacy, 

minimizing unauthorized access or prolonged data 

exposure. In addition to these privacy-focused 

controls, Private Link Transfer offers a seamless user 

experience by incorporating seven premium themes, 

catering to diverse user preferences. The underlying 

system leverages a peer-to-peer file transfer 

protocol, eliminating the need for third-party 

intermediaries such as servers or cloud storage 

providers. By utilizing cutting-edge web 

technologies, this protocol establishes a direct 

connection between devices, ensuring faster, more 

efficient, and secure file transfers. 

The methodology combines advanced encryption 

with stringent limitations, protecting sensitive data 

against unauthorized access and mitigating the risks 

of interception during transmission. This paper 

explores the development and implementation of the 

protocol, detailing its key features and advantages 

over traditional file transfer methods. 

 

The proposed system is particularly suited for 

scenarios requiring temporary data sharing with 

strict privacy controls. It addresses modern 

challenges in secure file transfer, offering an 

innovative solution that aligns with the growing 

demand for enhanced digital privacy and security. 

 

Keywords: Secure File Transfer, Temporary 

Expirable Links, Peer-to-Peer (P2P) Protocol, 

End-to-End Encryption, Data Privacy, Access 

Control, Custom Encryption. 

 

1.Introduction 

 It is an introduction of a peer to peer using temp 

link generated In this paper, we present a new peer-

to-peer file transfer protocol that utilizes temporary 

links to securely transfer files between devices. Our 

protocol leverages the power of modern web 

technologies to establish a direct connection 

between devices, without the need for intermediaries 

such as servers or cloud storage providers. 

 To transfer a file, the sender device generates a 

temporary link that is only valid for a limited time. 

This link can be sent to the recipient device through 

any messaging platform or email. Once the recipient 

clicks on the link, they can download the file 

directly from the sender device. 

To ensure the security of the transfer, our protocol 

employs end-to-end encryption for the file transfer 

as well as the temporary link itself. Additionally, the 

link is generated using a unique access code that is 
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only provided to the intended recipient, and the link 

is set to expire after a specified period of time. 

We implemented our protocol using modern web 

technologies such as WebRTC and JavaScript, and 

evaluated its performance through a series of 

experiments. Our results show that our protocol can 

achieve high transfer speeds and low latency, while 

providing a secure and easy-to-use method for peer-

to-peer file transfer. 

The platform features seven premium themes for 

enhanced user experience and personalization. 

Furthermore, the paper employs an advanced peer-

to-peer file transfer, leveraging modern web 

technologies to establish direct connections between 

devices. This eliminates the need for intermediaries 

like servers or cloud storage providers, enhancing 

both privacy and performance. 

Overall, our peer-to-peer file transfer protocol 

provides a convenient and secure method for 

transferring files between devices, without the need 

for intermediaries or the risks associated with 

traditional cloud storage solutions. 

 

2.LITERATURE REVIEW 

Peer-to-peer (P2P) file-sharing systems have become 

integral to modern data-sharing practices, owing to 

their decentralized nature and efficiency in handling 

large-scale transfers. However, these systems face 

significant challenges in terms of security, privacy, 

and scalability. Existing literature provides a 

foundation for understanding these challenges and 

highlights efforts to address them through innovative 

technologies like WebRTC and advanced encryption 

mechanisms. 

P2P networks are fundamentally decentralized, 

allowing devices, referred to as peers, to connect 

directly without a central server. This architecture 

enhances scalability and reduces dependency on 

centralized control but introduces vulnerabilities 

such as unauthorized access, data breaches, and 

difficulty in enforcing security policies. Research in 

the field has shown the importance of incorporating 

robust encryption methods to safeguard data and 

user privacy. For instance, studies like those on the 

ANONYMEP2P protocol (Riahla et al., 2012) have 

demonstrated the use of Diffie-Hellman encryption 

for ensuring confidentiality. Similarly, role-based 

mechanisms such as the R2P system (Xia et al., 

2008) focus on authentication and access control, 

highlighting the necessity of trust-based frameworks 

in P2P environments. These studies laid the 

groundwork for protocols like Secure Link, which 

extend these principles with additional layers of 

security. 

The integration of WebRTC technology has further 

revolutionized P2P systems by enabling real-time 

communication directly between browsers without 

relying on intermediate servers. WebRTC supports 

essential security protocols like DTLS and SRTP, 

ensuring encrypted data transmission. However, 

studies such as those by Heikkinen et al. (2015) 

emphasize the need for optimizing WebRTC for 

mobile environments and managing its signalling 

process to avoid bottlenecks. Secure Link builds 

upon this foundation by integrating WebRTC for 

seamless, browser-based communication, while 

enhancing it with advanced security measures, such 

as randomized data shuffling and SHA-256 

encryption, to address potential vulnerabilities. 

One of the most innovative contributions of Secure 

Link is its use of temporary, expirable links. These 

links, which restrict file access based on time, IP 

address, and view count, are a relatively unexplored 

concept in decentralized systems. While centralized 

systems, such as cloud storage platforms, have 

utilized expirable links to improve data security, the 

application of this feature in P2P networks is novel. 

By introducing customizable restrictions, Secure 

Link ensures that shared data remains under the 

user’s control, even in decentralized environments. 

This approach aligns with trends in the literature that 

advocate for user-centric designs in secure data-

sharing systems. 

Scalability and resource management are critical 

challenges in P2P networks. Research by Hwang et 

al. (2020) on locality-aware systems highlights how 

efficient load balancing mechanisms can reduce 

latency and improve overall network performance. 

Additionally, studies like those on Web Torrent 

(Dukiya et al., 2017) demonstrate the potential of 
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hybrid architectures to manage network workloads 

effectively. Secure Link adopts these principles by 

incorporating load balancing mechanisms and a 

hybrid P2P architecture, ensuring that the system can 

handle varying network conditions without 

compromising performance. 

Another significant theme in the literature is the use 

of P2P systems in specific application domains. 

Decentralized networks are increasingly applied in 

areas such as collaborative environments, content 

delivery networks (CDNs), and secure enterprise 

communications. Research highlights the advantages 

of P2P systems in these contexts, including reduced 

dependency on central servers and enhanced data 

privacy. Secure Link aligns with these applications 

by providing a secure and efficient file-sharing 

solution suitable for industries like healthcare, 

education, and business, where data privacy and 

real-time communication are paramount. 

In summary, the literature reveals a continuous 

evolution of P2P file-sharing technologies, focusing 

on overcoming challenges related to security, 

privacy, and scalability. The Secure Link protocol, as 

introduced in leverages the strengths of WebRTC 

and advanced encryption methods while introducing 

unique features such as temporary, expirable links. 

By addressing gaps in existing research and 

integrating cutting-edge technologies, Secure Link 

represents a significant advancement in the field of 

decentralized file-sharing systems. 

 

2.1 Expanding on Existing Research 

1. Integration of Temporary Expirable Links 

    BasePaperInsight: 

The Secure Link protocol focuses on real-time file 

sharing with encryption and authentication but lacks 

mechanisms to control file access after transmission. 

There is no mention of temporary expirable links to 

restrict file availability. 

Our Improvement: 

We introduce temporary expirable links to enforce 

time-bound access to files. These links include 

features such as: 

Time Restrictions: Links expire after a user-defined 

duration, ensuring files are not accessible 

indefinitely. 

View Count Limitations: Links can be configured to 

expire after a specific number of accesses. 

Enhanced Control: Users can revoke links manually 

at any time for additional security. 

 

2. Multi-Dimensional Access Restrictions 

BasePaperInsight: 

While the base paper emphasizes encryption and 

direct peer-to-peer connections, it does not provide 

advanced user-defined restrictions, such as IP-based 

access controls or password-protected file sharing. 

Our Improvement: 

We extend the protocol by adding the following 

customizable access controls: 

IP Address Whitelisting: Files can only be accessed 

from specific IP addresses, reducing the risk of 

unauthorized access. 

Password Protection: Users can set passwords for 

temporary links, adding an additional layer of 

security. 

Authentication Keys: A key-based authentication 

mechanism ensures that only authorized users can 

decrypt and access the files. 

3. Enhanced Encryption Techniques Base Paper 

Insight: 

The Secure Link protocol incorporates SHA-256 

encryption for data security, but it does not detail 

advanced techniques for packet-level security or 

data obfuscation. 

Our Improvement: We enhance encryption by 

introducing: Custom Encryption Algorithms: Users 

can choose encryption methods (e.g., AES-256, 

RSA) based on their security requirements. 

4. User Experience and Interface Design 

BasePaperInsight: 

The user interface (UI) in the base paper is described 

as functional but lacks detailed customization 

options for enhancing user engagement and 

usability. 

Our Improvement: 
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7 Premium Themes: We offer multiple UI themes to 

cater to diverse user preferences, improving visual 

appeal and user satisfaction. 

Simplified Configuration: An intuitive dashboard 

allows users to easily configure file-sharing settings, 

such as link expiration, encryption options, and 

access controls. 

Real-Time Feedback: Users receive live updates on 

link activity, such as the number of views and 

expiration status. 

 

5. Scalability and Performance Optimization 

Base Paper Insight: 

The Secure Link protocol focuses on secure real-

time connections but does not extensively address 

scalability or resource optimization for large-scale 

file transfers. 

Our Improvement: 

Load Balancing Mechanisms: We implement 

algorithms to distribute workloads evenly across the 

network, ensuring consistent performance even 

during peak usage. 

Improved Packet Handling: Robust mechanisms for 

handling dropped packets ensure data integrity 

during transmission. 

Optimized Signalling Process: Enhancements to the 

WebRTC signalling mechanism reduce connection 

setup time, improving overall user experience. 

 

3.Methodology 

The architecture of the secure file transfer system is 

designed to ensure privacy, security, and efficiency 

while offering a user-friendly experience. At its core, 

the system consists of four key layers: the Frontend, 

Backend, Peer-to-Peer (P2P) Layer, and Database 

Layer, each playing a critical role in providing a 

seamless and secure file-sharing platform 

 
        Fig:1 Architecture Diagram of Methodology 

The Frontend Layer serves as the entry point for 

users, offering a responsive and intuitive interface 

where they can upload files, generate temporary 

links, and customize their experience with seven 

premium themes. Built using HTML, CSS, and 

JavaScript, the interface ensures that users can easily 

apply access restrictions such as expiration times, 

view limits, and password protection. 

The Backend Layer handles the core business logic 

of the platform. It manages user authentication 

through JSON Web Tokens (JWT), ensuring secure 

access to the system. The backend is responsible for 

generating expirable links, tracking link usage, and 

initiating file transfers. It also processes requests 

from the frontend and interacts with the database to 

fetch or store metadata, such as user details and file 

attributes. 

The Peer-to-Peer (P2P) Layer facilitates the actual 

file transfers, ensuring data privacy and efficiency. 

Utilizing WebRTC technology, it establishes direct, 
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real-time connections between devices without 

relying on central servers. This approach minimizes 

latency and ensures end-to-end encryption, making it 

nearly impossible for unauthorized parties to 

intercept or tamper with data during transmission. 

The Database Layer is the backbone of the system's 

data management. It uses MongoDB to securely 

store user information, file metadata, and logs for 

temporary link expiration. The database also 

supports tracking and enforcing access policies, such 

as view limits and IP restrictions, ensuring that files 

are only accessible to authorized recipients. 

This architecture enables secure and private file 

transfers by combining direct device-to-device 

communication with robust backend processing and 

reliable data management. The modular design not 

only enhances scalability but also allows the system 

to adapt to growing user needs. With features like 

temporary links, custom encryption, and detailed 

user control, the system addresses critical privacy 

concerns while maintaining a seamless and efficient 

user experience. 

 

4.  Web Application Implementation: 

This secure file-sharing system employs a client-

server architecture built using HTML, CSS, 

JavaScript, and PHP. The client-side, 

comprising index.html and style.css, provides a user-

friendly interface for uploading files. Users select a 

file, specify an expiration date and time using 

a <input type="datetime-local"> element, input a 

secret message (acting as a password or additional 

authentication layer), and define the maximum 

number of permitted downloads. style.css provides 

aesthetic styling. The JavaScript file, timerscript.js, 

dynamically updates a clock, although it's not 

directly involved in the core security mechanisms. 

 
Fig:2 Implementation diagram 

The core logic resides on the server-side, 

within upload.php. Upon form submission, this PHP 

script meticulously handles the file upload process. 

It first performs rigorous input validation to sanitize 

all user-provided data, mitigating risks of cross-site 

scripting (XSS) and SQL injection vulnerabilities. 

File type validation restricts uploads to predefined 

safe formats, preventing potentially harmful 

executable files. The uploaded file is temporarily 

stored in a designated directory with restrictive 

permissions—only accessible by the web server—

using a unique, randomly generated filename (e.g., 

using UUIDs) to avoid naming conflicts and 

enhance security. 
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A crucial component is the database 

interaction. Upload.php connects to a database 

(MySQL, PostgreSQL, or similar) using prepared 

statements or parameterized queries to prevent SQL 

injection flaws. It securely inserts a new record 

containing the generated temporary link (created 

using cryptographically secure random string 

generation to prevent guessing), the file's path on the 

server, the expiration timestamp (derived from the 

user-specified datetime), the download limit, the 

secret message, and an initial usage count of zero. 

A distinct PHP file handles the file download. 

Accessed via the generated temporary link, this 

script first retrieves the corresponding database 

entry. It performs several checks before allowing 

access: validating the link against the database 

record, comparing the current timestamp to the 

expiration timestamp, ensuring the usage count 

remains within the permitted limit, and potentially 

using the secret message for authentication. Only if 

all these conditions are met is the file served to the 

user, with the usage counter incremented. If any 

validation fails, access is denied. 

Robust security practices are implemented 

throughout: HTTPS is mandatory for all 

communication, protecting data in transit. The 

temporary file storage directory possesses extremely 

restricted permissions. Error handling meticulously 

manages potential issues, such as database errors or 

it preventing sensitive information exposure. The 

entire system relies heavily on the secure handling 

of data in the database and thorough validation of 

user inputs and requests throughout every part of the 

process. 

The envisioned "premium themes" represent purely 

cosmetic improvements, involving the creation of 

additional CSS stylesheets for different visual 

aesthetics; they don't impact the core security 

functionality. The suggested extensions—IP address 

restrictions and custom encryption—represent 

significant security enhancements but would require 

a deeper re-architecting of both client and server-

side code; custom encryption, specifically, would 

need to account for both key exchange and client-

side encryption of files before uploading to 

maximize security. Regular security audits and 

updates would also remain a crucial element in 

sustaining the integrity and security of the entire 

system. 

 

5. Conclusion 

This paper successfully demonstrates a secure and 

user-friendly method for transferring files using 

temporary, expirable links. The implementation 

prioritizes robust security measures, including input 

validation, secure database interactions, and 

controlled access to uploaded files, mitigating 

common vulnerabilities. The modular design allows 

for future expansion with features such as IP address 

restrictions and custom encryption to further 

enhance security and privacy. While the current 

implementation offers a solid foundation, ongoing 

security audits and updates are crucial to 

maintaining the system's resilience against evolving 

threats. The flexible architecture allows for 

adaptation and integration of additional 

functionalities, promising a valuable contribution to 

secure data exchange solutions. 
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