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Abstract

The rise in violent incidents in public spaces like workplaces, schools, transit hubs, and urban areas has made public
safety a serious concern. Conventional surveillance systems depend on constant human observation, which is ineffective
and vulnerable to human mistake, weariness, and delayed replies. In order to automatically identify violent activity from
video streams, this study suggests a Real-Time Emergency and Alert System that uses deep learning and computer vision
techniques. The system analyzes video frames and finds patterns associated to violence by integrating the YOLOvVS object
detection technique with Python and OpenCV. By ensuring that alarms are only activated when violence is consistently
recognized across consecutive frames, a multi-frame validation system lowers the number of false positives. The system
creates notifications for security staff and takes screenshots of evidence as soon as an emergency is verified. By
converting conventional passive monitoring into an intelligent automated security solution, the suggested method
increases surveillance efficiency. Applications in smart campuses, public transportation systems, and smart city
infrastructures can benefit from the architecture's support for both offline video analysis and live CCTV surveillance.
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1. Introduction

Due to growing security risks in crowded settings like workplaces, schools, transit systems, and urban public areas, public
safety monitoring systems have become crucial. Conventional surveillance systems mostly use CCTV cameras that are
watched over by security guards, requiring operators to keep an eye on several displays for extended periods of time. This
manual monitoring method frequently results in missed important events, slow responsetimes,and decreased
concentration.

Artificial intelligence and computer vision-based intelligent surveillance systems are being developed more and more to
overcome these constraints. Without constant human oversight, these algorithms automatically examine video streams
and identify unusual activity.

This study suggests a Real-Time Emergency and Alert System for automated violence detection that uses YOLOvV8 and
Python. Using deep learning algorithms, the system analyzes video frames to spot violent activity and instantly sends out
alerts when a threat is identified. The system can quickly and effectively identify suspicious activity by combining
YOLOVS for object identification with OpenCV for video analysis. Additionally, a multi-frame validation method is
incorporated into the system to ensure that alarms are only activated when violence is observed across multiple
consecutive frames. This method lessens false alarms brought on by shadows, erratic motion, or changes in lighting. For
future research and documentation, the system also takes screenshots of recognized instances and saves them with
timestamps.

By converting conventional surveillance systems into proactive security management systems, the suggested method
enhances public safety and facilitates quicker emergency response.
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2. Objectives

The Real-Time Emergency and Alert System's main goal is to create an intelligent surveillance system that can instantly
identify suspicious or violent activity. The system intends to use an automated deep learning-based detection mechanism
in place of the conventional manual monitoring techniques used in CCTV surveillance. The technology guarantees early
detection of possible threats and enhances the general safety of public spaces including workplaces, colleges, and transit
systems by continuously evaluating video streams using cutting-edge computer vision techniques.

Using the YOLOvV8 deep learning algorithm to create a trustworthy violence detection model is another crucial goal of the
system. Using bounding box predictions and confidence scores, the model examines every frame of the movie and detects
violent activity. The system detects objects quickly and accurately while keeping real-time performance by combining the
learned model with Python and OpenCV. This makes it possible for the system to promptly identify emergency situations
and shorten the time it takes for security officers to respond.

By adding a multi-frame validation method, the system also seeks to increase detection reliability. The system verifies the
existence of violence only when it is continuously identified over several consecutive frames, rather than sending out an
alarm based on a single frame detection. This method ensures more accurate and reliable emergency notifications by
reducing false alarms brought on by changes in illumination, shadows, or transient environmental movements.

Creating notifications and gathering evidence automatically when an emergency is discovered is another important goal.
The system takes a screenshot of the detected frame with bounding boxes and saves it with a timestamp for
documentation as soon as violence is verified. Investigations, monitoring, and reporting can all make use of this stored
material. In order to facilitate quick communication with security staff and increase the effectiveness of emergency
response, the system is also made to allow integration with notification services like email, SMS, or alarm systems.

3. Literature Review

The application of computer vision and machine learning methods to surveillance systems has been the subject of
numerous studies. Motion detection algorithms, which could identify movement in video streams, were the foundation of
early surveillance systems. However, illumination changes, background noise, or small object motions frequently caused
these systems to sound false warnings.

Later, anomaly identification in surveillance footage was done using conventional machine learning techniques like
Support Vector Machines (SVM) and k-Nearest Neighbors (KNN). These methods were ineffective for large-scale real-
time applications and required human feature extraction.

The performance of automated surveillance systems has been greatly enhanced by recent developments in deep learning
and convolutional neural networks (CNNs). Real-time applications can benefit from the high accuracy and quick
processing rates of deep learning-based object identification techniques like YOLO (You Only Look Once).

YOLO-based models provide quick object and activity recognition by analyzing the full image in a single forward pass.
Applications including crowd behavior analysis, crime detection, and traffic monitoring have effectively employed these
models.

By combining YOLOvV8 with automatic alarm mechanisms and real-time frame validation, the suggested system expands
on these developments and offers a scalable and effective emergency detection framework.

4. Methodology

The Real-Time Emergency and Alert System's methodology uses computer vision and deep learning to automatically
identify violent activity. Video acquisition, frame processing, deep learning inference, multi-frame validation, alarm
production, and evidence storage are all part of the system's organized workflow. This process reduces false alarms,
guarantees precise detection, and permits real-time surveillance environment monitoring.
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4.1 Acquisition of Videos

Gathering video input from surveillance sources is the initial step in the approach. Both prerecorded video files and live
camera feeds are supported by the system. CCTV cameras, webcams, and saved video files in MP4 and AVI formats can
all be accessed using OpenCV's VideoCapture function. A series of frames that are continuously recorded in real time
make up the video stream. The detection model uses each frame as a separate input image. This phase guarantees
continuous visual data delivery to the system for analysis.

4.2 Processing Frames

The method captures individual frames from the video stream and transforms them into a format that is suitable for deep
learning processing. To meet the YOLOvS model's input requirements, preprocessing techniques like scaling,
normalization, and color conversion may be used. These preprocessing procedures preserve consistency between frames
and increase detection efficiency. The object detection model is then given the processed frames to examine.

4.3 Violence Detection Using Deep Learning

The deep learning detection module, which is based on the YOLOvVS (You Only Look Once Version 8) object detection
method, is the system's central component. YOLOVS is a real-time object recognition model that can recognize items in
an image with just one neural network forward pass. After analyzing every frame, the trained model produces predictions
that include confidence scores, bounding box coordinates, and class labels. The model used in this project is trained to
distinguish between two types of frames: violent and non-violent. The frame is marked as potentially containing an
emergency occurrence when the projected class matches violence with a confidence score higher than the predetermined
threshold.

4.4 Filtering by Confidence Threshold

The method uses a confidence threshold filtering technique after the YOLOvS model generates predictions. The
likelihood that the discovered object is a member of a specific class is represented by the confidence score. Predictions
that have confidence values below the cutoff (such as 0.60) are disregarded. By removing weak or ambiguous detections,
this filtering stage lowers the possibility of false alarms. For additional validation, only predictions with high confidence
are taken into account.

4.5 Mechanism for Multi-Frame Validation

The system uses a multi-frame validation method to increase detection reliability. The system determines if violence is
detected over several successive frames rather than immediately sending out an emergency signal when it detects violence
in a single frame. The number of frames where violence is identified is tracked using a frame counter. The system verifies
that an occurrence is a true emergency if violence is present continuously for a predetermined number of frames, such as
three consecutive frames. The counter resets to O if there is no violence in the subsequent frame. This system aids in
preventing warnings brought on by transient disruptions, changes in lighting, or haphazard movements.

4.6 Creating Alerts and Gathering Evidence

The system initiates an emergency response after using multi-frame validation to confirm a violent incident. The location
of the violent action is indicated by labels and bounding boxes on the frame that the algorithm detects. To uniquely
identify the event, a timestamp is created using the system clock. After that, the annotated frame is saved in a structured
media directory as an image file. This saved picture acts as official proof of the incident that was found. The system can
also initiate alert mechanisms such alarm sounds, SMS alerts, email notifications, and interaction with emergency
response systems.

4.7 System Integration and Data Storage

The system controls user access, file storage, and application settings by integrating with a backend framework like
Django. To avoid overwriting, the media storage directory automatically saves recorded evidence photos with distinct
timestamps. Additionally, logs of detected events, including detection time, confidence scores, and alert status, can be
kept up to date by the backend system. Administrators can examine previous incidents via a web-based dashboard thanks
to this interface, which also permits scalable deployment in institutional settings.
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4.8 Synopsis of System Workflow

All things considered, the approach uses a continuous real-time detection process. The system records video input,
examines frames, uses YOLOv8 for deep learning inference, verifies detections across successive frames, and sends out
notifications when violence is verified. The solution guarantees quick and accurate emergency detection while lowering
the workload of human monitoring by integrating computer vision, deep learning, and automated alarm systems.

5. System Architecture

The Real-Time Emergency and Alert System's system architecture uses computer vision and deep learning to
automatically monitor video streams and identify violent activity. In order to capture video input, parse frames, analyze
them using a trained detection model, confirm the results, and produce warnings in the event of an emergency, the
architecture combines a number of functional modules. The architecture aims to convert conventional surveillance
systems into intelligent monitoring systems that can detect threats in real time and respond quickly.

The video input module, which gathers visual data from surveillance sources including webcams, CCTV cameras, and
prerecorded video files, is where the architecture starts. The OpenCV library is used to access these video streams, which
are continuously split up into separate frames. Every frame serves as an image input that the system will examine. This
module offers the data required for additional analysis and guarantees ongoing environmental monitoring.

The frame processing module receives the taken frames and does preprocessing to get the pictures ready for the detection
model. To comply with the deep learning model's specifications, these actions might include scaling the frames,
standardizing pixel values, and changing the image formats. Appropriate frame preparation guarantees effective
processing during real-time execution and increases detection accuracy.

The YOLOVS deep learning technique is used in the violence detection module, which is the main part of the architecture.
This model determines whether there is violent activity in the scene by analyzing each frame. In order to signal the
likelihood of violence, the algorithm creates bounding boxes around identified places and assigns confidence scores.
Valid detections are only those that have confidence values higher than a predetermined threshold. For real-time
surveillance applications, this module offers quick and precise detection.

A multi-frame validation approach is employed to improve the system's dependability. The technology determines
whether violence is detected over a number of consecutive frames rather than sending out alerts based on a single frame
detection. The number of frames in which violence is detected is tracked by a counter, and the system only verifies the
existence of an emergency when the detection occurs repeatedly. This method greatly lowers false alerts brought on by
transient disruptions or changes in lighting.

The alert generation module is triggered when the system verifies a violent incident. The detected frame is captured by
the system, which then uses bounding boxes to highlight the detected area and saves the image along with a timestamp.
Evidence of the observed incident is provided by this taken image. In order to ensure a prompt reaction to such dangers,
the system can also convey notifications to administrators or security staff via notification mechanisms like email, SMS,
or alarm systems.

Lastly, the system has a web interface and data storage module that controls the storage of detection logs and recorded

evidence. Images and records are kept in a hierarchical media directory via the Django-implemented backend framework.
Through a web dashboard, administrators can access the saved data to modify system settings, examine previous
incidents, and track detection outcomes. An effective and scalable platform for intelligent surveillance and emergency
monitoring is made possible by this integration.
In order to establish a dependable real-time emergency monitoring system, the system design integrates video
surveillance, deep learning-based detection, automatic alarm production, and backend data administration. In security-
sensitive environments, this design improves threat detection speed and accuracy while reducing the requirement for
ongoing human monitoring.
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6. Algorithm Used

In order to identify violent activity in real-time video streams, the proposed Real-Time Emergency and Alert System
combines computer vision techniques with the YOLOvVS (You Only Look Once Version 8) deep learning algorithm.
YOLOVS is a cutting-edge object detection method that uses a single neural network to evaluate photos, enabling quick
and precise detection appropriate for real-time surveillance applications. The system predicts bounding boxes, class
labels, and confidence ratings for objects in the input image by segmenting it into regions.

Using the OpenCV library to capture frames from a video stream is the first step in the detection process. The YOLOVS
model receives each frame and uses convolutional neural networks to analyze the image's visual characteristics. The
model predicts whether the frame is in the "violence" or "non-violence" class by identifying patterns linked to violent
actions. The model produces bounding box coordinates that show the location of the detected activity and a confidence
score that represents the likelihood of the forecast for each detection.

The system uses a confidence threshold filtering method to guarantee accurate detection. To minimize false detections,
predictions with confidence scores below a predetermined level are disregarded. For additional processing, only
detections with higher confidence levels are taken into account. During real-time monitoring, this filtering phase enhances
the system's overall accuracy and stability.

The system uses a multi-frame validation method in addition to confidence filtering. When the system detects violence in
a single frame, it does not instantly send out a warning; instead, it determines whether the detection continues for several
successive frames. The number of frames in which violence is consistently identified is monitored using a frame counter.
The system verifies the existence of violent action if the count over a predetermined threshold, such as three frames. The
counter resets to 0 if a frame devoid of violence is found. This system aids in removing false alerts brought on by abrupt
movements, shifting lighting, or transient disruptions.

An alert production process is started as soon as the system verifies that violence has been detected. The system uses
bounding boxes and class labels to highlight the identified region after capturing the detected frame. To produce proof of
the event, the picture is recorded with a timestamp. Simultaneously, the system can use alert methods like email, SMS, or
alarms to notify administrators or security staff. This makes it possible to respond to possible emergency situations right
away.

Real-time video processing, deep learning inference, validation logic, and automatic alarm production are all integrated
into the entire system. Combining these elements allows the system to minimize false alarms while swiftly and effectively
identifying violent activity. This strategy improves the efficacy of contemporary surveillance systems by offering quick
emergency response and intelligent monitoring.

6.1 Algorithm Steps

Algorithm: Violence Detection and Alert System in Real Time

Input: A video file or video feed from a camera
Output: Violence detection and emergency alert generating

1. Launch the system.
2. Use OpenCV to start the video capture.
3. Open the YOLOVS violence detection model that has been trained.

4. Continue to record frames from the video feed.

© 2026, ISJEM (All Rights Reserved) | www.isjem.com | Impact Factor: 8.072 | Page 5



7 X

M IS.j-.EM Y, International Scientific Journal of Engineering and Management (ISJEM) ISSN: 2583-6129
Y = Ji/ Volume: 05 Issue: 03 | March - 2026 DOI1:10.55041/1SJEM05670
3’ =i 2 AnlInternational Scholarly || Multidisciplinary || Open Access || Indexing in all major Database & Metadata

5. Every frame should be preprocessed (resize, normalize if necessary).

6. For object detection, send the frame to the YOLOvV8 model.

7. Get the detection results, which include confidence scores, bounding boxes, and class labels.
8. Verify whether the identified class is associated with violence.

9. Check if the confidence score above the predetermined cutoff.

10. Increase the frame counter if violence is detected.

11. If the multi-frame validation threshold is exceeded by the frame counter.

12. Reset the frame counter if there is no violence in the subsequent frame.

13. Process frames continuously until the video stream is finished.

14. Put an end to the system.

7. Implementation

Deep learning models, computer vision methods, and Python programming are all used in the Real-Time Emergency and
Alert System's implementation. The YOLOvS8 deep learning model for violence detection, OpenCV for video processing,
and a backend framework for storing and handling observed events are just a few of the technologies that the system
incorporates. Environment setup, model integration, real-time video processing, detection validation, alarm production,
and data storage are some of the steps in the implementation process.

7.1 Configuring the Environment

Setting up the necessary software environment is the first stage in the implementation process. Python was chosen for the
system's development because of its robust support for computer vision and machine learning libraries. To support
different system functions, important libraries including OpenCV, NumPy, Ultralytics YOLOvS8, and Django are
installed. The YOLOvV8 framework offers the trained deep learning model for identifying violent activity, NumPy helps
with numerical calculations, and OpenCYV is utilized for video capture and frame processing. The backend framework for
managing user interaction, system settings, and the storing of recorded evidence photographs is Django.

7.2 Integration of Models

The trained YOLOv8 violence detection model is incorporated into the system after the environment has been set up. The
Ultralytics Python module is used to load the model. This model has been trained to distinguish between violent and non-
violent video frames. Every frame that is taken from the video stream is given to the model during execution, and it uses
spatial features and patterns to recognize objects. Along with confidence scores that show the likelihood of violence
detection, the model produces bounding boxes that identify detected regions.

7.3 Processing Videos in Real Time

OpenCV is used by the system to process video streams in real time. A preset video clip or a live camera feed can be
accessed via the VideoCapture feature. Each frame is handled in turn after the video stream is split up into separate
frames. To fit the input size required by the YOLOv8 model, frame preprocessing procedures including resizing and
format conversion are carried out. These procedures guarantee that the model maintains real-time performance and
handles frames effectively.
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7.4 Identification and Forecasting of Violence

After preprocessing, frames are sent to the YOLOv8 model for examination. Convolutional neural networks are used by
the model to process the frame and find patterns associated with aggressive conduct. The model predicts bounding box
coordinates, class names, and confidence scores for every frame. The system views it as a possible emergency occurrence
if the forecast class is violence and the confidence score is higher than the predetermined threshold.

7.5 Mechanism for Detection Validation

The approach incorporates a multi-frame validation mechanism to lower false alarms. The algorithm determines whether
the violent action is observed over several consecutive frames rather than sending out alerts right away following a single
detection. The number of frames in which violence is consistently recognized is tracked using a counter variable. The
system verifies that there has been violent action if the counter over the predetermined threshold, such as three
consecutive frames. The counter is reset to 0 if no violence is detected in the subsequent frame. The detection system's
stability and dependability are enhanced by this validation method.

7.6 Generation of Alerts

The alert generation module is triggered when the system verifies a violent incident. To graphically represent the location
of the violent action, the system records the detected frame and creates bounding boxes around the identified area. To
generate proof of the incident, a timestamp is added to the taken image. The system can provide warnings, such as email
alerts, alarm sounds, or notification messages, to notify administrators or security staff in addition to storing the image.
This makes it possible to react quickly to possible emergencies.

7.7 Evidence management and data storage

The backend system maintains a hierarchical directory where the recorded photos and event information are kept. These
photos are managed and stored by the Django framework using a media folder that has been defined. To provide accurate
event documentation, each recorded image has a timestamp and detection details. These photos can then be accessed by
administrators via a web interface for reporting, evaluation, and inquiry.

7.8 Interface and System Integration

Integrating every module into a single system is the last phase of implementation. A backend framework connects the
detection, alarm creation, and storage modules. Administrators can upload films, monitor detection findings, and manage
stored evidence through a web interface created with Django. Additionally, this interface guarantees safe access to the
surveillance data and offers system configuration choices.

8. Result and Discussion

Using prerecorded video files and video inputs from security cameras, the suggested Real-Time Emergency and Alert
System was successfully tested. Using the YOLOVS deep learning model, the system showed that it could process video
frames in real time and identify violent activity. By creating bounding boxes around identified places and allocating
confidence scores, the model was able to recognize violent actions during testing. In order to determine whether violence
was present in the scenario, the system continually processed frames and provided the detection findings with
annotations.

The integration of the multi-frame validation mechanism has increased detection reliability, according to the
implementation findings. The algorithm verified violent activity only when it occurred over several consecutive frames,
rather than sending out alarms based on a single frame prediction. This method assisted in lowering false alarms brought
on by transient disruptions such abrupt movements, changes in lighting, or background noise in the video stream. Because
of this, the system generated more consistent and dependable detection results, which qualified it for real-time
surveillance applications.

When violent action was verified, the system not only detected it but also successfully created alerts and saved evidence.
For later use, the system recorded screenshots of the identified frames with bounding boxes along with timestamps. These
saved photos, which could be accessed via the online interface for monitoring and analysis, provide unambiguous visual
proof of the incidences that were found. Overall, the experimental findings show that the suggested system may
efficiently automate the emergency warning generation and violence detection processes, enhancing security monitoring
and lowering the requirement for ongoing human supervision.
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9. Advantages

9.1 Real-Time Observation

The technology processes frames in real time while continuously monitoring video streams from security cameras. This
enhances overall security and safety by enabling the system to promptly identify aggressive activity and react to
emergency circumstances.

9.2 Automated Identification of Violence

Without human assistance, the system can recognize violent acts automatically thanks to the YOLOvVS deep learning
model. This lessens the need for CCTV footage to be manually monitored, allowing security staff to concentrate on
reacting to warnings rather than constantly viewing video feeds.

9.3 High Accuracy of Detection

False alarms are greatly decreased by the system's multi-frame validation process and confidence threshold filtering. The
technology guarantees more precise and trustworthy detection outcomes by verifying violent activity over several frames.
9.4 Quick Processing Speed

Because YOLOVS is made for high-speed object identification, the system can process video frames fast and continue to
operate in real time. Because of this, the system can be implemented in settings where constant surveillance is necessary.
9.5 Automatic Generation of Alerts

The technology automatically creates alerts and takes screenshots with timestamps when it detects aggressive activity.
Security staff can respond to possible threats more quickly thanks to these alerts, which can instantly notify them.

10. Conclusion

The Real-Time Emergency and Alert System was created to enhance surveillance systems by employing computer vision
and deep learning techniques to automatically identify violent activity. To swiftly and effectively detect any threats, the
system combines real-time video processing, the YOLOvV8 recognition algorithm, and automated alarm methods. Without
the need for continual human supervision, the technology may identify suspicious or aggressive conduct and alert
authorities by continuously analyzing video frames.

The system's deployment shows how artificial intelligence may improve conventional security measures. While the multi-
frame validation technique increases reliability by lowering false alarms, the YOLOvV8 model makes it possible to quickly
and accurately identify violent activity within video frames. This method makes the system more reliable by guaranteeing
that alerts are only produced when violent conduct is regularly recognized.

The system's capacity to produce alerts and gather evidence in the event of an emergency is another crucial element.
Administrators or security staff can later evaluate incidents for reporting or investigation purposes because the system
automatically retains screenshots of identified events with timestamps. The system's scalability and usability are further
improved by the incorporation of a backend framework for management and storage.

All things considered, the suggested technique offers a clever and efficient way to detect violence automatically in
surveillance settings. The technology lessens human labor and speeds up emergency reaction times by integrating deep
learning, real-time video processing, and automated alert systems. To improve safety and avert any dangers, this
technology can be used in a variety of security-sensitive settings, including public areas, workplaces, educational
institutions, and transportation networks.

11. Future Scope

By increasing the detection model's precision and resilience, the suggested Real-Time Emergency and Alert System can
be further improved. Future research can concentrate on using bigger and more varied datasets with a variety of violent
behaviors, settings, and lighting conditions to train the deep learning model. This will increase detection accuracy in real-
world scenarios and enable the system to identify a greater variety of suspicious activities.

Integrating cloud technologies and sophisticated notification systems is another potential enhancement. The system can
be expanded to provide security staff with immediate alerts via push notifications, SMS, or mobile applications. Captured
evidence and detection records can also be stored in cloud storage, enabling remote access and centralized monitoring
from several places. This would increase the system's scalability and make it appropriate for surveillance systems in smart
cities or huge organizations.
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Furthermore, the system can be extended by including cognitive analytics and several smart sensors. To improve danger
detection capabilities, for instance, motion detectors, audio sensors, and facial recognition modules can be included.
Predictive analytics could also be incorporated into the system to spot questionable trends prior to a violent incident. With
these improvements, the system would become a more sophisticated and all-encompassing security platform with
proactive threat detection and prevention capabilities.
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