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Abstract— The modern cyber threats are becoming 

increasingly complex and cunning, combining high-

volume statistical signals (e.g., DDoS-like traffic 

surges) with complex contextual meaning (e.g., 

sophisticated exploitation techniques) to evade 

detection by conventional detection systems. The 

traditional Intrusion Detection System (IDS), based on 

a single detection mechanism, cannot detect all these 

complex intrusion scenarios, resulting in false positives 

and false negatives. To overcome this weakness of 

traditional Intrusion Detection Systems, we propose 

Sentinel-GAN, a Modular Neural Orchestration 

Framework for Autonomous Threat Synthesis and 

Proactive Intelligence. In our paper, we propose a 

Hybrid Ensemble Architecture by mathematically 

combining a Generative Adversarial Network (GAN) 

with a DistilBERT model. Using our proposed Domain-

Specific Selection Strategy, continuous variables such 

as packet sizes and durations are fed into the GAN 

model to detect statistical anomalies, while categorical 

variables such as ports and protocols are converted into 

natural language and fed into the DistilBERT model to 

detect semantic malicious intent. The two independent 

inference results are then fused together to obtain a 

single threat score by applying a Weighted Soft Voting 

mechanism (0.6 GAN + 0.4 BERT). The inference 

engine of our proposed system is integrated into a 

secure modular Django web application with Role-

Based Access Control (RBAC), a separate folder 

structure, and a Zero-Trust access flow with QR. To 

make our proposed system more proactive, we propose 

a Generative AI Synthesis Module with a modular 

floating tab dashboard to allow security analysts to 

autonomously simulate zero-day threat scenarios. To 

evaluate our proposed system, we used a stratified 5-

Fold Cross-Validation approach with our 8,000-record 

dataset, and our proposed system showed excellent 

stability with a variance of less than 1.5%. 

 Keywords — cybersecurity, intrusion detection 

systems,  generative adversarial networks, transformer 

models like DistilBERT, anomaly and semantic threat 

detection, zero-day attack identification, network traffic 

analysis, AI-driven threat intelligence, generative AI, 

large language models, zero trust security, role-based 

access control, OTP authentication,  performance 

evaluation metrics such as accuracy, precision, recall, 

and overall system stability. 

 

I.INTRODUCTION 

However, protecting an organization’s network from 

these new, more sophisticated, and craftier threats relies 

on Intrusion Detection Systems (IDS). Most Intrusion 

Detection Systems, however, are still relying on 

signature detection and single-mode machine learning, 

which are not effective in dealing with the dual nature 

of these threats. The dual nature of these threats refers 

to the combination of big-volume, statistical attacks 

such as Denial of Service and highly contextual, 

semantic attacks such as zero-days. As network traffic 

becomes more complex, relying on a single metric for 

detection creates blind spots, leading to increased false 

positives. Previously, automation helped improve the 

efficiency of security checks through anomaly 

detection. However, these systems were not as effective 
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in dealing with unprecedented threats because they 

were not as dynamic as the threats they were dealing 

with. This was because the rise of stronger, more 

effective, and efficient deep learning techniques such as 

generative models and natural language processing has 

made the threat intelligence used in Intrusion Detection 

Systems sharper and more efficient. Techniques such as 

generative adversarial networks (GANs) are effective in 

detecting large-scale volumetric anomalies, while 

techniques such as large language models (LLMs) and 

transformers such as BERT are effective in detecting 

semantic threats, parsing categorical data, and 

understanding the attacker’s intent. However, relying 

on a single detection method in an Intrusion Detection 

System has created blind spots in terms of detection 

efficiency. Thus, a smarter Intrusion Detection System 

should incorporate various validation methods without 

increasing computational costs 

.II. RELATED WORK 

 

Recently, artificial intelligence has emerged as an 

important participant in the realm of cybersecurity and 

intrusion detection. Traditionally, AI research in 

network security has heavily relied on signature-based 

detection. Nevertheless, anomaly detection has 

witnessed a significant transformation. Today, anomaly 

detection uses machine learning as an important tool for 

analyzing network traffic data and making predictions 

regarding the potential threat of an attempted 

connection. Deep learning has had a remarkable impact 

on the world of network security. Today, deep learning-

based AI systems are capable of perceiving complex 

data relationships. Nevertheless, the use of such 

advanced and multi-modal AI systems for developing 

unified and proactive IDS has not been extensively 

researched. With the emergence of traditional machine 

learning as an important tool for network security 

research, the focus has been on developing supervised 

learning for detecting network anomalies. Support 

Vector Machines and decision trees have been 

extensively researched for the effective management of 

non-linear network data. Researchers have also 

concentrated on feature extraction for complex network 

traffic data. Nevertheless, the use of random forests for 

binary classification has shown promising outcomes. 

Nevertheless, the use of traditional classifiers for 

network anomaly detection has several limitations. 

Other recent research into automated threat detection 

includes deep learning autoencoders, statistical 

generative models, and NLP log analyzers. Although 

useful for detecting obfuscated malware and other 

behavioral anomalies, there is a great cost in terms of 

computational power. Other problems with statistical 

models are that they cannot interpret the intent of an 

attack, and NLP models can become “blind” when 

dealing with continuous data types. Furthermore, many 

enterprise security solutions rely on static, 

predetermined signature libraries, which can lead to a 

rigid system that is unable to adapt to the ever-evolving 

world of cybercrime. Other more recent research into 

automated threat detection includes the use of ensemble 

types of artificial intelligence for reducing false positive 

rates. Although useful for creating more accurate 

results, there is a problem with integrating continuous 

and categorical data types without sacrificing the 

integrity of automated scoring. The basic concept is 

this: while using rule-based heuristics in conjunction 

with machine learning classification algorithms may 

help us increase our ability to score things consistently, 

the fact is that current research hasn’t entirely addressed 

the challenge of combining data types that reside in 

separate mathematical planes without compromising 

the overall accuracy and reliability of the automated 

scoring process. And beyond that, deploying these AI 

models in a secure Zero Trust web environment is an 

area for further research. Compare this to our proposed 

framework for Sentinel-GAN. What sets it apart is its 

ability to dynamically generate zero-day threat 

intelligence through an LLM-powered Synthesis 

Module, validate this threat intelligence using a 

mathematically segmented GAN-BERT framework for 

multi-modal validation, and prevent numerical 

blindness through a weighted soft voting system. And 

beyond that, our framework incorporates a series of 

lightweight yet rigorous safeguards in deploying this 

threat intelligence platform itself, through Role-Based 

Access Control, conditional QR authentication. All this 

is further wrapped in an integrated, modular framework 

using the Django web framework—a clear and strong 

differentiation from existing AI-powered cybersecurity 

tools. 

 

III. METHODOLOGY 

 

The proposed Sentinel-GAN framework features a 

highly modular, client-server structure that unifies 

generative threat synthesis, real-time neural inference, 

strict administrative governance, and zero-trust 

security. The application utilizes a web-based interface 

deployed via Django, while all computationally 
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intensive deep learning processes are strictly isolated on 

the backend server. 

The system architecture is divided into six primary 

components: the Analyst Operations Interface, the 

Generative Threat Synthesis Engine, the Hybrid GAN-

BERT Inference Engine, the Governance Control 

Module, and the Aggregate Reporting Module. 

 
Figure 3.1: Sentinel-GAN System Architecture 

A. Analyst Operations Interface (Client Module) 

The role of the Analyst Operations Interface (Client 

Module) is to act as the bridge between the security 

analyst and the proposed system. To maximize the 

available screen real estate and provide the best user 

experience, the design takes the unconventional step of 

moving away from the traditional sidebar and 

embracing the concept of floating tabs. Using this 

interface, the security analyst can input real-time 

network traffic telemetry such as the size of the packets, 

the duration of the packets, and the target ports and 

assess them in real-time using the proposed 

architecture. 

 

B. Generative Threat Synthesis Engine (LLM 

Module) 

Instead of relying on outdated and inflexible malware 

signatures, this module utilizes the power of a Large 

Language Model to generate new and never-before-

seen threat intelligence in real-time. It can “hallucinate” 

highly believable and contextually relevant cyber attack 

scenarios and malware descriptions from very general 

and abstract prompts provided by the analyst. This 

creates an extremely flexible and dynamic system for 

conducting sophisticated Red Team operations. 

 

C. Hybrid GAN-BERT Inference Engine 

(Evaluation Module) 

The Inference Engine examines the network traffic data 

provided by the analyst and determines whether it is 

"Normal" or an "Anomaly," effectively categorizing it 

as a "Threat." To incorporate more than one point of 

view and ensure that the analysis remains robust, this 

module incorporates a dual-stream hybrid architecture. 

- Numerical features are processed using a Generative 

Adversarial Network (GAN) to identify statistical 

anomalies. 

- Categorical features are processed using the 

DistilBERT Transformer model to identify malicious 

intent. 

- The output of both streams is combined using a 

Weighted Soft Voting method, providing an accurate 

and normalized score of the threat, keeping the 

thresholds unknown to the attackers 

. 

D. Governance & Administrative Control Module 

The Governance Module allows the system admin to 

have hands-on control over the operation environment 

in a secure way. Behind the scenes, it’s nicely organized 

in role-based folders, which are intended to 

mathematically prevent any kind of unauthorized 

access or directory traversal attacks. From this single 

configuration location, the admin controls the entire 

Human-in-the-Loop verification process, guiding the 

user through the journey from Pending to Active in a 

gentle way, without disturbing the balance in the 

architecture. 

 

E. Aggregate Results & Reporting Module 

Once the model has finished making a prediction or 

synthesis, this module gathers all the performance 

metrics. This module provides a clear and visual 

summary of the detection logs and even shows the 

Confusion Matrix with Accuracy, Precision, Recall, 

and F1 Score calculations right on the dashboard. 

 

IV. PERFORMANCE ANALYSIS 

 

The performance analysis of the Sentinel-GAN 

framework was conducted through controlled simulated 

cyber-attack demonstrations. This performance 

analysis was specifically designed for testing and 

evaluating the stability of the Hybrid Deep Learning 

framework, system responsiveness, and reliability of 

the threat scoring. 

 

A. Evaluation Setup & Methodology 

Several simulated network environments were created 

and tested, feeding the system a variety of benign and 

malicious network traffic. To test and evaluate the 

stability of the system, both continuous and categorical 

network log data were used. The performance analysis 
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was tested and evaluated based on the following 

criteria: 

•Stability of the hybrid threat scoring. 

•System responsiveness and latency. 

•Effectiveness of Zero Trust integrity monitoring 

•Reliability of the modular web deployment and role-

based folder isolation. 

The entire performance analysis was conducted and 

tested using the live web deployment environment. 

 

B. Statistical Anomaly Detection Stability (GAN 

Validation) 

The system makes use of a Generative Adversarial 

Network (GAN), which helps verify the statistical 

anomalies in the network traffic data by considering 

parameters such as packet_size and duration. It has been 

noted that the GAN helps detect statistical anomalies in 

the network traffic data without revealing the baselines 

to the attacker’s strategies. When the Nash Equilibrium 

is achieved, the Discriminator tends to behave 

deterministically and stays highly stable under 

statistical evaluation. 

 

C. Semantic Threat Evaluation Stability (BERT 

Validation) 

As far as network features that have different 

categories, such as ports and protocol types, we are 

using the DistilBERT Transformer model to determine 

the semantic meaning and contextual intent of the 

traffic. To ensure the reliability of the NLP part, we 

have been testing it with the same highly obfuscated 

malicious payloads and have observed that the output 

of the Softmax in the classification head is very stable 

with minimal variations in the semantic threat scores. 

 

D. Computational Performance & Real-Time 

Inference 

Responsiveness is an important issue for intrusion 

detection systems. We tested how well it does when put 

to the test by feeding it parallel and real-time inputs and 

simultaneously activating the Generative Synthesis 

Engine. The results show that it does quite well in 

integrating and creating threat scenarios with the LLM 

and simultaneously evaluating live network activities. 

The setup of using GAN and BERT simultaneously, 

driven by a Django backend, has a negligible 

computation cost. On top of that, integrating the 

complex results using the modular floating tab 

dashboard has no frontend delays. It is clear that this 

hybrid system is doing exceptionally well in a fast-

paced and mundane corporate setting. 

 

 

V. RESULTS AND DISCUSSION 

 

The Sentinel GAN framework was validated with 

rigorous tests under a variety of controlled simulated 

cyber-attacks of varying complexity. The experimental 

results clearly reflect the effectiveness of the proposed 

modular framework in providing reliable automated 

threat scoring, highly efficient real-time processing 

performance, and robust Zero-Trust integrity 

monitoring. The hybrid GAN-BERT inference 

mechanism was seen to function consistently during the 

entire process of experimentation. In the case of 

continuous numerical data (e.g., packet sizes, 

durations), the GAN-based statistical validation 

mechanism proved to offer highly deterministic 

anomaly detection. The system proved to accurately 

differentiate between volumetric patterns of benign and 

malicious network traffic without divulging its 

underlying mathematical baselines to potential evasion 

techniques. In the case of categorical network features 

(e.g., ports, protocols), the proposed DistilBERT-based 

semantic evaluation mechanism was implemented. The 

system was re-tested with identical, highly obfuscated 

versions of the aforementioned malicious payloads, 

reflecting a minimum of variance in the contextual 

threat probability evaluation. 

In terms of the proposed system's computational 

performance, the backend server was seen to offer 

highly acceptable levels of latency during the LLM-

driven Generative Threat Synthesis process, 

successfully generating zero-day malware profiles on 

demand. The statistical numerical validation 

mechanism via the GAN took an almost negligible 

amount of time to evaluate, while the BERT-based 

semantic scoring mechanism functioned well within the 

acceptable range of real-time inference limits. Most 

importantly, no degradation in performance was seen 

during the concurrent evaluation process via the 

proposed modular floating-tab dashboard. 

Additionally, the Zero-Trust integrity monitoring 

feature was observed to be working highly effectively 

in terms of unauthorized cross-role directory access and 

authentication threshold detection. This validates the 

effectiveness of the isolated role-based folder 

architecture and conditional OTP gates in ensuring the 

integrity of the system in remote enterprise 

environments. 

Finally, the experimental observations validate the 

effectiveness of the proposed Sentinel-GAN framework 
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in providing a reliable and effective system in the realm 

of AI-assisted cyber defence. In this regard, the 

proposed framework aligns with the "Safe and Trusted 

AI" framework pillar in that it is observed to be working 

effectively in providing deterministic automated threat 

scoring, processing performance, and architectural 

security. Moreover, the framework can be seamlessly 

scaled up for large-scale enterprise network traffic 

analysis in the future, providing a reliable system in the 

realm of Zero-Day defence. 

 

VII. CONCLUSION 

 

In this paper, a proactive cyber threat intelligence 

framework is presented, which utilizes autonomous 

threat generation via a Large Language Model, a Hybrid 

GAN-BERT inference engine, role-based 

administrative governance, and Zero Trust integrity 

monitoring. The Sentinel-GAN framework is an 

innovative solution that solves several key issues with 

traditional IDS, including high false-positive rates, 

inability to identify zero-day exploits, and numerical 

blind spots that occur when the IDS is operating in a 

single mode. The solution is designed to create highly 

realistic dynamic threat scenarios involving zero-day 

attacks, utilizing abstract inputs from the analyst and 

parameters that are easily modifiable. The solution is 

highly effective as a flexible advanced Red Team 

solution, allowing diverse enterprise network 

environments to benefit from the highly advanced threat 

simulation capability. The solution utilizes a Generative 

Adversarial Network, which is used in combination 

with a DistilBERT Transformer, allowing the solution 

to create highly realistic threat scenarios, as well as 

Zero Trust integrity monitoring, utilizing a Zero Trust 

approach that is mathematically scalable. The solution 

is highly effective, with the experimental results 

showing stable threat scoring, real-time inference 

speeds that are practically achievable, and Zero Trust 

integrity monitoring, without compromising the 

performance of the solution. The solution is 

mathematically scalable, allowing it to handle high-

throughput enterprise environments. The solution is a 

highly effective means of utilizing the benefits of 

Generative AI, utilizing the benefits of Hybrid Deep 

Learning, allowing the solution to operate as a proactive 

solution that is highly adaptable, utilizing the benefits 

of the Safe and Trusted AI framework pillar, which 

utilizes statistical anomaly detection with semantic 

threat interpretation. In the future, the solution could be 

highly effective with the addition of benchmarks, 

allowing the solution to operate with enterprise SIEM 

platforms, allowing the solution to operate as a highly 

adaptable solution.. 
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