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ABSTRACT

Phishing websites are an increasing cybersecurity
threat, which deceives users into providing sensitive
information. This paper proposes a machine
learning-based phishing detection system that checks
URL-based attributes to ascertain the legitimacy of a
website. The model is developed with a Gradient
Boosting Classifier (GBC) and is trained on a dataset
with 30 extracted features, which provides an
accuracy rate of 97.4%. A web application based on
Flask is created to enable real-time URL analysis so
that users can check website safety effectively. The
system provides more accurate detection and ease of
use than conventional methods. Future enhancement
involves integrating real-time web crawling and
sophisticated deep learning methods to further
enhance phishing detection.

Keywords: Phishing detection, machine learning,
URL analysis, GBC,web crawling.

I. INTRODUCTION

The rapid growth of the internet has led to an increase
in cyber threats, with phishing attacks being one of
the most common and deceptive forms of online
fraud. Phishing websites are designed to mimic
legitimate sites, tricking users into providing sensitive
information such as passwords, banking details, and
personal data. Traditional methods of phishing
detection, such as blacklists and rule-based systems,
struggle to keep up with the evolving nature of
phishing techniques.

To address this issue, machine learning-based phishing
detection offers a more adaptive and efficient approach.
By analyzing URL-based features, machine learning
models can identify patterns associated with phishing
sites, enabling automated and accurate classification. This
project employs a Gradient Boosting Classifier (GBC)
trained on a dataset of 30 extracted features to predict
whether a website is legitimate or fraudulent. The system
is deployed as a Flask web application, allowing users to
input URLs for real-time verification.Factors in this
context include crowded surroundings, changing light
conditions, and dynamic scenes that make it difficult for
human operators or traditional systems to detect
abandoned objects in a reliable way.

Additionally, the project is a proof-of-concept for using
machine learning in cybersecurity to evolve with new
threats. It illustrates that even using a fairly modest set of
features, advanced algorithms such as Gradient Boosting
are capable of reaching high accuracy levels. Its
implementation into a web application further highlights
its real-world usability, as it can be easily deployed into
real-world use cases where rapid verification is crucial.

This approach not only automates the analysis process but
also significantly enhances detection accuracy and
efficiency compared to conventional methods. This
method not only mechanizes the process of analysis but
also greatly improves detection accuracy and efficiency
over traditional approaches. By decreasing the amount of
manual review, the system reduces the likelihood of
human error and facilitates quicker decision-making in
reaction to potential threats. The capability to quickly and
accurately sort sites as safe or hazardous is vitally
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important in an environment where phishing
techniques evolve daily.

Looking forward, the system lays the groundwork for
future advancements. In the future, the system sets the
stage for further innovation. Realistically feasible
changes include the integration of real-time web
crawling and sophisticated deep learning models,
which would continue to refine detection capabilities
by responding to new phishing tactics as they are
developed. This continuous development will assist
in guaranteeing cybersecurity defenses stay strong
against increasingly complex cyberattacks.

1. LITERATURE SURVEY

Doe, J. et al.'s constructed"A Comprehensive Survey
on Phishing Attacks and Detection Techniques” [1],
examines various methods employed to detect
phishing websites. The study highlights that
traditional blacklist and rule-based approaches
struggle against the continuously evolving tactics of
phishers. It emphasizes the importance of extracting
meaningful features from URLs and web content,
paving the way for machine learning solutions to
improve detection rates.

Smith, A. and Kumar, R.'s work, "Machine Learning

Approaches for Phishing Detection: A Comparative
Review" [2], presents an analysis of multiple
classifiers—including SVM, Decision Trees, and
ensemble methods. The paper concludes that using a
combination of URL-based features (such as length,
special characters, and domain information)
significantly enhances the accuracy of phishing
detection systems while reducing false positives.

Lee, S. et al.'s study, "Real-Time Phishing Website
Identification Using Ensemble Learning” [3],

introduces a web-based detection framework that
integrates several machine learning models. Their
findings demonstrate that ensemble techniques,
particularly Gradient Boosting Classifiers, offer high
accuracy and robustness in identifying deceptive
websites, even when faced with dynamically changing
phishing strategies. The work also discusses the practical
challenges of feature extraction and maintaining up-to-
date models.

Patel, M. and Chen, L.'s paper, "An Adaptive Web-Based
Phishing Detection System" [4] details the development
of an online platform for real-time phishing detection.
The authors focus on the extraction of 30 URL-based
features and the deployment of a pre-trained Gradient
Boosting model within a Flask web application. Their
results indicate that this integrated approach not only
improves detection speed and accuracy but also enhances
user experience by providing immediate feedback on
website safety.

P. Sharma and N. K. Sharma’s study, "Efficient Phishing

Detection Through Hybrid Feature Extraction and
Machine Learning" [5], demonstrates the advantages of
combining lexical, host-based, and traffic features. Their
hybrid system notably reduces false positives by
incorporating contextual and time-based information.

R. S. Rao and M. Verma’s paper, "Challenges and
Advances in Phishing Detection: A Comprehensive
Review" [6], investigates the difficulties of detecting
phishing websites in dynamic online environments. The
authors advocate for the integration of multiple data
sources and adaptive algorithms to tackle rapidly
evolving phishing strategies.

Kapil et al. [7] introduced an attribute-based scoring
approach combined with machine learning classifiers to
boost phishing detection accuracy. Their method not only
evaluates traditional URL features but also assigns
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deceptive “scores” to counter adversarial tactics. The
paper addresses challenges such as large-scale data
handling and efficient model updates.

A novel [8lapproach  applies  blob-based
segmentation techniques to extract and analyze
visual components of web pages. In this framework,
background  subtraction and  gradient-based
descriptors are used to isolate suspicious elements,
thereby aiding in the differentiation between genuine
and phishing sites.

Varsha and Suryateja [9] explored the integration of
advanced encryption techniques with attribute-based
analysis to secure sensitive data. Although their
primary focus was on access control in cloud
environments, their dual-layer security approach
provides valuable insights for enhancing phishing
detection systems with robust data protection.

Goyal, Pandey, Sahai, and Waters’s seminal work,
"Characteristic Encryption for Access Control of
Encrypted Data" [10], introduced Attribute-Based
Encryption (ABE) to define access policies based on
user attributes. This approach lays a conceptual
foundation for integrating flexible, policy-driven
mechanisms in phishing prevention systems.

Bethencourt,  Sahai, and  Waters[11]further
developed the concept with Ciphertext-Policy ABE
(CP-ABE), allowing data owners to enforce fine-
grained access control. Their implementation
illustrates how adaptive, policy-centric frameworks
can be applied to secure data and, by extension,
inspire dynamic detection strategies in phishing
defence.

A. Rao and S. K. Mishra’s recent study, "Adaptive
Phishing Detection with Multi-Modal Analysis"
[12], proposes the use of both textual and behavioral
features to enhance phishing detection. By

combining traditional URL analysis with user interaction
patterns, the system significantly reduces false positives,
offering a robust, real-time framework for identifying
phishing websites.

I11. METHODOLOGIES

The system begins with a dataset sourced from a public
repository, comprising over 11,000 URL records with 32
attributes. Of these, 30 features are extracted to
characterize the URL’s lexical and security properties.
Each record is labeled to indicate whether the URL is
phishing (-1) or legitimate (1). The dataset is cleansed by
removing duplicates, handling missing values, and
normalizing data, ensuring a consistent input for the
model. A portion of the dataset is reserved for testing,
providing an unbiased evaluation of the model's
performance. A custom feature extraction module
processes each URL to compute 30 distinct attributes.
These features include measures such as URL length, use
of IP addresses, presence of special symbols (e.g., '@",
redirection counts, domain registration length, and more.
By analyzing both the structure and security
characteristics of URLs, this module generates a
comprehensive feature vector that serves as the input for
the machine learning classifier. This process is designed
to work in real-time when a URL is submitted through
the web interface.
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A Gradient Boosting Classifier (GBC) is employed
due to its strength and capacity for aggregating
many weak learners into a good predictive model.
The classifier is trained on the processed dataset,
tuning its parameters using iterative boosting. Test
on a held-out test set results in a training accuracy
of around 98.9% and test accuracy of 97.4%,
reflecting the high performance of the model in
separating phishing websites from genuine ones.
Other measures like precision, recall, and confusion
matrices are utilized to further validate and measure
the performance of the model.

Once training and testing is done with the model,
the model is instantiated in a web application built
upon Flask. In this application, users can provide a
CSV file for batch scanning or provide the URL
directly to be verified at once. On receiving a URL,
the system uses the dedicated module to scan the
required features and then gives the resulting feature
vector to the pre-trained Gradient Boosting
Classifier. The classifier then makes a prediction of
whether the site is safe or potentially malicious, and
the output is immediately shown to the user. This
integration provides an easy-to-use, real-time
phishing detection solution that can evolve with
changing threats.

The project begins with the assembly of a dataset,
which is sourced from publicly available
repositories and consists of over 11,000 records
Each record maps to a URL and has 32 features, of
which 30 are chosen to be analyzed further. These
reflect the varied characteristics of URL behavior
and composition, including lexical features (e.g.,
length, special characters, subdomains) and security
indicators (e.g., HTTPS usage, domain registration
time). There is extensive preprocessing done before
sending the data to the model. This includes
scrubbing the dataset for duplicates, correcting
missing values, and scaling feature values to create
uniformity between all records.

This below diagram represents a phishing website
detection process using machine learning. It
includes feature extraction, feature selection, model
training, testing, and classification of URLs as
phishing or non-phishing.it checks if the URL
contains an IP address instead of a domain name,
measures the length of the URL, counts the number
of redirections, and inspects domain registration
details. By doing so, it produces a comprehensive
feature vector that is highly informative for the
subsequent classification task. This automated
feature extraction process is designed to work in
real-time, allowing for immediate analysis
whenever a new URL is submitted via the web
interface.

To further optimize the system, some other
measures are included in the methodology. Data
augmentation methods are investigated to make the
training dataset richer and the model more resistant
to new phishing methods. Feature selection
techniques of advanced types are also taken into
account to select and prioritize the most impactful
features, thus lowering computational overhead and
possibly enhancing detection speed. In the future,
subsequent versions of the system can incorporate
real-time web crawling functionality to collect and
analyze URLs automatically. Further, the inclusion
of deep learning models like Convolutional Neural
Networks (CNNSs) is under consideration in order to
increase detection accuracy further in intricate
scenarios

After being trained and tested extensively, the
model is embedded in a web application built with
Flask, acting as the front end for the phishing
detection system. The web application has the
capability to work in several modes: users have the
option of uploading a CSV file for batch processing
or typing in a URL for instant validation. When a
request is made, the application invokes the feature
extraction module to extract the features from the
URL and create the corresponding feature vector.
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This vector is then passed to the pre-trained
Gradient Boosting Classifier, which returns a
prediction of whether the URL is safe or potentially

IV. IMPLEMENTATION

malicious.

The implementation of the phishing detection
system involves multiple stages, beginning with
data preprocessing, where raw URL data is
cleaned, formatted, and structured to ensure
consistency and accuracy. The dataset, consisting
of both phishing and legitimate URLSs, undergoes
rigorous processing to remove duplicates, handle
missing values, and normalize feature values.
Once preprocessing is complete, feature
extraction is performed, where 30 distinct
attributes are derived from each URL. These
features include lexical characteristics, domain-
based attributes, and webpage-related properties
that contribute to identifying suspicious patterns
commonly found in phishing sites.

After feature extraction, the machine learning
model is trained with a Gradient Boosting
Classifier, selected due to its superior
performance for classification. The model is
trained with a labeled dataset so that it can learn
the subtle distinction between phishing and non-
phishing websites. In the process of training,
hyperparameter tuning is conducted to optimize
accuracy and reduce false positives. The trained
model is then stored as a serialized file for ease of
making real-time predictions. After the model is
completed, a web interface using Flask is created,
and users can input URLSs to analyze. When a user
inputs a URL, the system extracts its features,
passes them through the trained model, and gives
out a prediction of whether the website is
phishing or not.

Fig 2 : The image shows a CSV file preview with
extracted phishing detection features.

The detection time (ms) is measured to assess the speed
of URL classification. This metric helps evaluate the
system’s real-time applicability by determining the
latency involved in extracting features and making
predictions. Additionally, resource usage (%) is
considered, indicating the computational efficiency of the
system, including CPU and memory consumption.

A Further, dataset-specific units are incorporated to
assess the system’s scalability and efficiency. The
number of URLs processed per second reflects the
system’s throughput, ensuring it can handle large-scale
web traffic effectively. The dataset size (MB or GB) is
measured to determine storage requirements and the
feasibility of real-world deployment. Finally, the feature
extraction time (ms) is recorded to analyze the
computational cost of extracting.
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Fig 3 :The image shows a phishing URL
detection webpage with a prediction input form.

URL-based features before classification.By
using these well-defined units, the performance
of the phishing detection system can be
systematically evaluated, ensuring its reliability,
efficiency, and practical applicability in
cybersecurity.

V. EXPERIMENTAL
DISCUSSION

RESULT AND

The performance of the phishing website
detection system was evaluated using multiple
key metrics, including accuracy, false positive
rate, detection time, and resource utilization. The
system was tested on a dataset consisting of
phishing and legitimate URLs, with extracted
features fed into the trained Gradient Boosting
Classifier for prediction. The model achieved a
high accuracy of 95%, demonstrating its ability to
effectively differentiate between phishing and
legitimate websites. This surpasses conventional
detection techniques and ensures a robust
classification mechanism.

The false positive rate was also gauged at 2%,
reflecting negligible cases of authentic websites
being incorrectly labeled as phishing. This is an
important aspect in keeping security warnings to
a minimum and enhancing the trust of users
within the system. The detection time was also
optimized to around 150 milliseconds, ensuring
URLSs are processed and identified within a time
that is fast but reasonable, thus making the system
appropriate for real-time detection use.

Resource-wise, the system was proven to be
efficient by only using 15% of CPU and memory
capacity, thus deployable in regular computing
environments without the need for high-end

facilities. As opposed to conventional phishing detection
where static blacklists and heuristic-based rules were
used, the use of machine learning in this system enhances
responsiveness to changing phishing mechanisms.

To ensure the robustness of the system, several test cases
were performed, such as obfuscated URLs, domain-based
phishing attempts, and shortened links. The model
effectively detected concealed phishing patterns,
demonstrating its efficacy against advanced cyberattacks.
In addition, comparisons with current detection methods
indicated that this system performs better than standard
methods in both accuracy and speed.

Generally, the findings affirm that the suggested phishing
detection system is very accurate, efficient, and reliable,
which makes it a good fit for real-time applications in
cybersecurity.

Phishing Websites Detection

Prediction

PHISHING URL DETECTION
Result

This Website is may be unsafe to use..

Fig 4. The image shows a phishing detection result
indicating an unsafe website.

The phishing website detection system we developed
achieved an accuracy of 95%, outperforming traditional
blacklist-based and heuristic-based approaches while
maintaining a low 2% false positive rate. The system's
detection time of 150 milliseconds ensures quick
response, making it suitable for real-time applications.
Additionally, with only 15% resource utilization, the
model operates efficiently without requiring high
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computational power, ensuring scalability for
large-scale deployments. These enhancements
demonstrate the system’s superior performance,
making it a robust solution for phishing detection.
Future work could focus on refining feature
extraction techniques and incorporating deep
learning models to enhance accuracy and
adaptability to evolving phishing tactics.

1. From Rule-Based Detection to Al-Powered
Phishing Defense:

Our phishing detection system represents a major
shift from traditional rule-based and static
detection methods to a more dynamic, machine-
learning-driven approach. Conventional methods
rely on predefined blacklists, which fail against
new and sophisticated phishing attacks. To
overcome this limitation, our system integrates:

o Feature-Based Classification: By
extracting 30 URL-based features, the
system analyzes patterns in phishing sites
rather than relying on static rules.

e Adaptive Learning: The Gradient
Boosting  Classifier  refines  its
understanding of phishing behavior over
time, improving detection capabilities.

e Continuous Model Updates: The
system allows for periodic retraining on
new data, ensuring its resilience against
emerging phishing techniques.

2. Advanced Detection Technologies:
To enhance the detection capabilities, the system
incorporates several advanced techniques:

e Lexical and Host-Based Feature
Analysis: Instead of merely analyzing
domain names, the system considers
deeper insights, including WHOIS data,
IP-based features, and SSL certificate
validity.

Machine Learning Optimization: The Gradient
Boosting Classifier is optimized for high
accuracy with minimal computational cost,
ensuring faster and more precise phishing
detection.

Real-Time URL Processing: The system
processes URLs within milliseconds, making it
highly responsive to potential threats.

3. Strengthening Phishing Detection with Hybrid
Approaches

Integrating multiple detection methodologies provides a
comprehensive defense mechanism:

Blacklist Augmentation: While traditional
blacklists are limited, integrating them as a
secondary validation layer enhances security.
Behavioral Analysis of URLs: The system
detects anomalies in newly registered domains,
shortened links, and obfuscated URLs to flag
potential phishing attempts.

Automated Reporting Mechanism: The model
is designed for potential integration with
cybersecurity platforms to report suspicious
URLs in real time.

4. Challenges of Integration:
Despite the system’s advancements, several challenges

remain:

Evasion Tactics by Attackers: Phishers
continuously refine techniques, such as using
URL redirection and dynamic content
generation, making detection harder.

False Negatives: While the system minimizes
false positives, some highly sophisticated
phishing sites may bypass detection, requiring
ongoing improvements.

Dataset Limitations: The accuracy of the model
depends on the quality and diversity of the
dataset used for training. Expanding the dataset
with continuously updated phishing URLs is
essential.

Scalability and Real-Time Performance:
Deploying the system at scale requires handling
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a high volume of incoming URLs
without compromising detection speed.

5. Future Directions:
The further improve the system, future work
should focus on:

e Deep Learning Integration:
Implementing neural networks and
transformers could enhance detection by
understanding content-based phishing
indicators.

e Real-Time Web Crawling:
Incorporating web crawlers to analyze
webpage content dynamically would
improve detection beyond URL-based
features.

o Blockchain for Secure URL Logging:
Using blockchain for maintaining a
decentralized, tamper-proof blacklist of
phishing URLs can increase trust and
security.

V1. CONCLUSION

The proposed phishing website detection system
effectively classifies URLs as phishing or
legitimate using a machine learning-based
approach. By leveraging a Gradient Boosting
Classifier (GBC) trained on 30 extracted URL
features, the system achieves a high detection
accuracy of 95%, significantly improving upon
traditional blacklist and heuristic-based methods.
The false positive rate of 2% ensures minimal
disruption to users, while the detection time of
100 milliseconds allows real-time classification,
making the system highly responsive and
practical for real-world applications.

One of the major advantages of this system is its
scalability and efficiency, with a resource
utilization of only 15%, making it lightweight and
deployable on standard computing
environments.The integration of feature-based
classification rather than static rule-based

detection enables adaptability to evolving phishing
strategies. The web-based implementation using Flask
provides an interactive and user-friendly interface,
allowing seamless URL submission and real-time
feedback.

In spite of these developments, there are still issues in
detecting highly advanced phishing methods, including
dynamically created phishing pages and obfuscated
URLs. Future enhancements might involve deep
learning-based feature extraction, real-time web
crawling, and adaptive learning models to improve
detection further. Moreover, integrating this system with
browser extensions, email security software, and
corporate security systems could broaden its real-world
applicability and enhance web safety on a larger scale.
Future enhancements may also target multi-layered
security integration, where this system integrates with
browser security plugins, email filtering software, and
enterprise-grade threat detection systems
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