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ABSTRACT – ATM security has become an important 

concern because these locations are often exposed to theft, 

vandalism, unauthorized access, and other suspicious activities 

that may threaten public safety and financial security. 

Continuous manual monitoring of CCTV cameras is difficult 

and may not always ensure a quick response during an 

incident. To address this issue, this project proposes a real-

time YOLO-based suspicious activity detection and alert 

system for ATM environments. The system is designed to 

analyze video frames from CCTV footage, detect human 

presence and unusual behavior, and generate alerts when 

suspicious activity is identified. By using an object detection 

approach, the proposed system aims to improve the speed and 

accuracy of threat recognition while reducing the need for 

constant human supervision. 

The model can support better surveillance, quicker 

intervention, and stronger protection of ATM premises. 

Overall, this project presents a practical and efficient method 

for enhancing ATM safety through automated real-time 

monitoring and alert generation. 
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1. INTRODUCTION 

 
ATM security has become a significant concern in the banking 

sector because automated teller machines are often placed in 

public or semi-public locations where they mays be exposed 

to theft, vandalism, trespassing, and other suspicious 

activities. 

 

These incidents can cause financial loss, damage to property, 

and serious safety risks for users as well as banking 

institutions. In many situations, security personnel are unable 

to continuously observe every CCTV feed in real time, which 

makes it difficult to identify threats immediately and respond 

without delay. As a result, there is a need for an automated 

surveillance system that can support human monitoring and 

improve the efficiency of security operations. 

 

To address this need, the proposed project focuses on 

developing a YOLO-based real-time suspicious activity 

detection system for ATM environments. The system is 

designed to process CCTV video streams and detect human 

activity that may indicate potential threats or 

unauthorized behavior. By using the YOLO object detection 

model, the system can analyze video frames quickly and 

accurately, making it suitable for real-time monitoring 

applications. When suspicious activity is detected, the system 

generates an alert so that timely action can be taken by security 

personnel or concerned authorities. This helps reduce the delay 

between threat occurrence and response. 

 

The proposed approach aims to improve ATM surveillance by 

reducing dependence on continuous manual observation. It 

also provides a practical and efficient method for enhancing 

public safety in banking environments. By combining real-time 

detection with automatic alert generation, the system supports 

faster decision-making and strengthens the overall security 

infrastructure around ATM premises. 

 

METHODS 

 

The proposed method uses a YOLO-based real-time detection 

system to monitor CCTV footage around ATM premises. It is 

trained on annotated video frames to recognize human 

presence and detect suspicious activities such as theft, 

vandalism, trespassing, or unusual movement. 

 

When the system identifies suspicious behavior, it immediately 

generates an alert for security personnel. The process is 

designed to be simple, efficient, and suitable for continuous 

ATM surveillance, making the system a practical solution for 

improving safety and security. 
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Fig-1: Methods work flow diagram 

 

 

 

RESULTS 

 

The proposed YOLO-based ATM security system 

demonstrates strong effectiveness in detecting suspicious 

activity in real time. After training and testing the model on 

relevant CCTV footage, the system is able to identify human 

presence and monitor movement around the ATM area with 

good reliability. When a person enters the monitored zone or 

behaves in a way that appears unusual, the system processes 

the video frame quickly and generates an alert without delay. 

This makes the solution highly useful in ATM locations where 

security threats need to be noticed immediately. 

 

One of the major outcomes of the project is that the system 

reduces the need for constant manual observation of CCTV 

footage. In many real-world situations, security personnel may 

not be able to watch every camera feed continuously, 

especially when multiple ATM locations are being monitored. 

The proposed model helps solve this problem by automatically 

analyzing the video stream and highlighting suspicious events. 

This improves monitoring efficiency and allows operators to 

focus on incidents that need attention rather than watching 

every frame manually. 

 

 

 

 

 

The real-time detection capability of the system is 

another important result. Because YOLO is designed for fast 

object detection, the model can examine each frame with low 

delay and provide timely outputs. This speed is essential for 

ATM security, where even a small delay can allow theft, 

vandalism, or unauthorized access to happen. The alert 

generation feature adds further value by ensuring that the right 

people are informed as soon as suspicious behavior is detected. 

As a result, security teams can respond faster and take 

appropriate action before the situation becomes more serious. 

The system also improves situational awareness by making the 

monitoring process more structured and dependable. Instead of 

depending only on human judgment, the model provides a 

consistent way to detect threats based on learned patterns from 

the training data. This helps reduce the chances of missing 

important activity and makes surveillance more accurate. The 

stored detection output can also be useful for reviewing 

incidents later, which adds another layer of security and 

accountability. 
 

Fig-2: Application Architecture Diagram 

DISCUSSION 

 

The proposed ATM security system demonstrates how 

computer vision can be used to improve safety and 
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reduce the risk of theft in public places. By using a YOLO-

based model, the system can detect suspicious activity around 

ATM locations in real time, which makes it faster and more 

effective than traditional CCTV monitoring. 

 

A key advantage of this approach is that it can automatically 

generate alerts when unusual or threatening behavior is 

detected. This helps security staff or operators respond more 

quickly to possible incidents. At the same time, the systems 

performance depends on factors such as camera placement, 

lighting conditions, internet connectivity, and the quality of 

the training dataset. 

 

The project also has scope for future enhancement. Features 

such as AI-based behavior analysis, IoT integration, and cloud 

monitoring can make the system more intelligent and reliable. 

Overall, the project shows that YOLO-based surveillance is a 

practical solution for improving ATM safety and preventing 

suspicious activities. 

 

CONCLUSION 

The proposed ATM security system provides an effective 

way to improve safety by detecting suspicious activity in real 

time. By using a YOLO-based model, the system can monitor 

CCTV footage and generate alerts when unusual behavior is 

detected around ATM locations. This makes the system useful 

for preventing theft and supporting faster response during 

security threats. 

 

The project shows that computer vision can play an important 

role in modern surveillance systems by reducing dependence 

on manual monitoring. With further improvement, such as 

better dataset training, IoT integration, and cloud-based 

alerting, the system can become more reliable and practical for 

real-world use. Overall, this project demonstrates that 

YOLO-based anomaly detection is a strong solution for 

enhancing ATM safety and security. 
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