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Abstract:

Facial verification is vital in domains like Heathcare, Identity verification, etc. study presents a
sophisticated facial verifying system utilizing state-of-the-art technologies: ArcFace is utilized for
the edification of the model, while FaceNet is employed for the elicitation of facial characteristics.
Initially, YOLO is deployed to discern and extricate visages from the input effigies. Subsequently,
FaceNet is utilized to derive high-caliber facial attributes. In the final stage, ArcFace is employed
for the model's edification, thus augmenting its robustness and precision. The apparatus gauges
facial resemblance employing the Euclidean distance metric and is appraised through measures
such as recall, accuracy, and precision. This approach yields a dependable and accurate facial

verification system, thereby enhancing operational efficiency in practical applications..

Keywords — You Only Look Once (YOLO), ArcFace, Convolutional Neural Network (CNN),

FaceNet, Machine Learning, Deep Learning, Euclidean Distance.

1. Introduction:

Facial verification, which involves determining if two face images correspond to the same
individual, is vital in numerous applications, such as digital identity authentication and security

systems. Recent advancements in deep learning have significantly improved face verification
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systems. This paper presents a system combining the Euclidean distance measure, FaceNet face
recognition, and YOLO object detection for excellent face verification accuracy [1] [2].

The proposed system initiates by employing YOLO object detection to swiftly and accurately
identify faces in input images. Following detection, the identified faces are cropped and aligned to
minimize variations in lighting and positioning [3] [4].

The Euclidean distance metric is used to evaluate the similarity between the feature vectors of two
facial images. Model training with the ArcFace loss function enhances the accuracy of the facial
recognition model by optimizing angular margins between features belonging to distinct classes

[51 [6].

The accuracy of the facial recognition model has been increased with the application of the ArcFace
loss function.[7] [8].

2. Literature Review

A plethora of inquiries have been undertaken, with certain ones acting as the impetus for this

exploration. Here are brief summaries of some of these important, recent works:

Insaf Adjabi et al.'s study [1] contrasts 2D and 3D facial recognition techniques. They discover that
whereas 2D techniques perform best in controlled settings, 3D strategies have an edge when handling
different lighting conditions and points of view.An alternate method, the 3D approach, was proposed.
3D data is more effective for recognition algorithms since it is not affected by position or illumination.
This study delves into the chronicles of facial recognition technology, exploring the latest avant-garde

methodologies and contemplating prospective advancements.

Yassin Kortli et al. [2] offer a spectrum of facial recognition methodologies, each possessing distinctive
merits and demerits concerning resilience, precision, and intricacy. These methodologies encompass
local, holistic, and amalgamated approaches. They offer a comprehensive evaluation of different
methods, demonstrating how well they perform on widely used datasets for both supervised and
unsupervised learning. Along with discussing the experimental circumstances and issues that these

techniques address, the report presents numerical results for the most promising approaches.
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Murat Taskiran et al. [3] compiled procedures for gathering and classifying facial biometric data,
compiled by who also list methods for classifying face recognition into image-based and video-based
categories. They examine notable datasets used in face identification research, highlight historical
developments, and emphasize important processing steps. Moreover, they analyze current facial
recognition methodologies built upon deep learning and offer suggestions for future research directions.

Ashu Kumar et al.'s study [4] furnishes a comprehensive disquisition on the myriad techniques
scrutinized for visage recognition in digital images. This treatise further examines various applications
and quandaries pertinent to face detection. Moreover, the attributes of numerous renowned face
detection repositories are delineated. They organize specific talks on the practical issues to develop a
trustworthy face detection system. They provide us with a few interesting research topics for our next

reading.

lacopo Masi et al. [5] delineated principal progressions acquiring face representations for identification
and verification, along with advancements in deep face recognition. Within the last five years, state-of-
the-art (SOTA) face recognition algorithms have started to appear in premier computer vision contexts.
The survey explains the principle in an organized and understandable manner. The questionnaire is
structured into multiple sections that follow a standard facial recognition workflow: Which public data
sets were utilized for SOTA system training? (A) The transfer learning architecture and loss functions;
(B) The facial preprocessing element (alignment, detection, etc.); (C) Face detection technology for

identification and verification

Anagha S. Dhavalikar et al. [6] proffered a plan for an Automated Visage Expression Recognition
System (AVERS). There exist three stages in the recommended method: face detection in (A), feature
extraction in (B), and facial emotion identification in (C). The YCbCr color model is used to determine
skin color in the initial phase of face detection. Illumination correction is implemented to ensure
consistency across the face, and morphological techniques are employed to maintain the pertinent facial
area. Utilizing the Active Appearance Model (AAM) method, facial characteristics such as the mouth,
nose, and eyes are extracted from the outcome of the initial stage. The third phase, automatic face
expression identification, uses the basic Euclidean Distance approach. Using this method, the Euclidean
distance between the training and query images' feature points is compared. The minimal Euclidean

distance determines the output image expression.



¢

==
7z g3 '1!

\ZISJEM \\'l International Scientific Journal of Engineering and Management ISSN: 2583-6129

2 | Volume: 03 Issue: 05 | May —2024 DOI: 10.55041/ISJEM01802

‘W‘ An International Scholarly | | Multidisciplinary | | Open Access | | Indexing in all major Database & Metadata

Madan Lal et al. [7] have offered various techniques for developing recognition systems. Still, the most
common operations that involve the iris and fingers. These require user participation or activity in order
to access the system. Furthermore, contemporary techniques provide member access without its
intervention. For photographs, LFT (Labeled Faces in the Wild) is utilized, while for films, YTM
(YouTube Faces) is employed. This ensures that face recognition databases are distinct for controlled
images and uncontrolled videos.. A visage identification system comprises three principal constituents:

initial processing (A), attribute culling (B), and categorization (C).

Examining the aforementioned studies aids in comprehending the importance of facial recognition

systems and their various applications.

3. Proposed Methodology

Gathering face photos of both positive and negative pairings is the first stage in face verification process.
Negative pairs consist of pictures of separate people, whereas positive pairs consist of pictures of the
same person. Next To eliminate position and lighting changes, Prepare the collected facial images for
further processing by cropping and aligning them to standardize their appearance. This stage guarantees
that the face photos are appropriate for feature extraction and normalized [9][10]. Now, identify faces
in the supplied photographs by using YOLO object detection. Yolo can identify faces and other things
in photos with speed and accuracy. Utilizing a pre-trained FaceNet model, extract the features from the
detected faces. Each countenance image is thenceforth transmuted into a high-dimensional feature

vector by FaceNet, encapsulating the singular characteristics of each visage [11][12].

Upon extracting facial attributes, the resemblance between the feature vectors of two visage images is
evaluated using the Euclidean distance metric. Two feature vectors are deemed congruent if their
distance falls below a predetermined threshold, signifying that the two facial images pertain to the same
individual. Conversely, if the distance surpasses the threshold, they are classified as non-matches,

indicating that the two facial images correspond to different individuals [13][14].

The figure below elucidates the Euclidean distance:
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Fig. 1 — Euclidean Distance

The calculating formula is as follows:

4

z (V1i—V2i)?

i=1

Through this training, the network acquires embeddings that exhibit high discrimination, making them
more effective for face recognition applications. Since choosing right loss function is crucial to the
construction of such a system. Due to the typical softmax loss function's incapacity to account for
significant intrafacial fluctuations, ArcFace, also known as Additive Angular Margin Loss, is utilized
to distinguish between two facial images. Below is the equation used to compute the ArcFace loss
function [15][16][17].

LS
1 i | es(cns(ﬂyi+m))
= —_—— Og
N s eS(CoS(b’yi+m)) + 23?:1‘#%. o505

Finally, assess face verification system's performance using industry-standard measures such as F1

score, accuracy, precision, and recall [18][19].
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Fig. 2- Data Flow Diagram

Following an examination of the mentioned parameters, the services yield their respective results. [20].

The functionalities provided by this system include:

« Visage detection: It is employed to discern all countenances present in the image. Its
function is limited to detecting the presence and positioning of faces within the image,

without the capability to recognize individual identities. [21]

«  Face recognition:_Facial recognition service is a facial recognition service. This suggests
that you can't identify unknown faces among the faces collection until you have added
recognized faces to it. When inputting an unfamiliar face, the service provides the most
similar faces. To confirm the identity of the individual for whom faces have been collected,

the face recognition service includes a validation endpoint. [22].
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- Face verification: Face verification service verifies if this person is indeed who they say
they are. When you send two faces to the rest endpoint, the service compares them and
returns how similar they are. [23][24]

4. Result and Discussions

The results of the project is covered in this section. The outcomes of the classification method were
reported in this research in terms of F1-Score, recall, accuracy, and precision. Good accuracy is a must
for any classification system, and this depends on how effectively picture properties are recovered
[25][26].

Accuracy: Accuracy is used to calculate the percentage of data that were successfully categorized. It
displays the frequency with which our classifier correctly classifies objects. It is calculated by dividing

all values by the sum of all true values.

TP+TN
TP+TN+FP+FN

Accuracy =

Precision: The precision of the model indicates its capacity to precisely classify positive instances.
This can be computed by dividing the tally of accurately prognosticated affirmative occurrences by the

aggregate sum of authentic affirmative occurrences [27].

TP

Precision = ————
recision TP + FP

Recall: It is utilized to assess the model's precision in estimating favourable outcomes. Recall is the

proportion of veritable positives to the aggregate of true positives and misestimated negatives. [28].

TP

Recall = m

F1-Score: It embodies the harmonic mean of precision and recall. It is useful when you need to take

both Precision and Recall into account.
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F1—Score =

2 * Precision * Recall

Precision 4+ Recall

Fig. 3 — Sample images

Upon task completion, comprehensive information regarding the confusion matrix is documented, as

depicted in DB 1.

Ipstbraga =10 | Serpledewonl | Samplederson? | SerplePerwnd | SamglePenced | Sorule bences
| SamglePereeil i ) 0 0 1
| Samgie Person2 C 10 0 0 0
| sungePen3 } ! 10 0 0
| SempkPencod 1 i 9 8 0
Surspe Perscn $ : [ 9 ] »
DB 1

Accuracy, precision, recall, and F1 Score are among the performance measures that are produced based

on the confusion matrix computed above.

Performance Meitics (%) (Person | |Person 2 {Person 3 [Person 4 |Person §
Accuracy 90.5 100 100] 80 100
Precision 90 90.9 100 100 90.9

Recall 90 1001 100 80 100
FI-Score 90| 95.23 100, 88.88 9523

Table 2 - Performance metrics results in percentage form that are derived from the suggested

5. Conclusion

classification technique.
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Finally, we have presented a face verification system that employs cutting edge technologies to reliably
and quickly use facial recognition to confirm an individual's identification. FaceNet is used for
extracting face features, YOLO is used for object recognition, and ArcFace is used for model training.
These state-of-the-art technologies allow us to extract high-quality facial features, recognize and extract
faces from input images, and train our model for increased resilience and accuracy. The technology,
which is applicable to security applications, law enforcement, and access control systems, measures the
resemblance of faces using Euclidean distance.
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