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Abstract— As we all know that, plagiarism and cheating are one of the most challenging problem of schools, colleges and universities. The educational institutions are adopting technology to deliver learning content to students. They are also required to conduct various assignments and quizzes time to time in an online mode. But it is obvious that they need to tackle plagiarism and cheating when conducting assessment in online mode [1]. It requires really a great effort to reduce cheating and plagiarism when learning assessment takes place in online mode. This research paper proposes a system that helps to detect cheating on online assessment. In that system, we will create Assessment Quality Report. We will process meta data of user like device information, IP address, longitude and latitude, face image, background audio and various other information to detect whether two or more students are actively involved in cheating or not. Similarly, we will also try to process the assessment data and provide report on how much quality the assessment is based on number of questions, sections, randomness of questions, and many more. In this research paper, we will discuss the use of Python, Django, Django REST, PostgreSQL, Celery to make the application. The output of this project shall be a web application that takes assessment data from client (LMS) and provides assessment quality report in JSON Format for showing result in the LMS. This system can be used with any kind of LMS and it will help the schools, colleges and universities to upgrade their assessment quality. It will help the educational institutions to adopt the technology and integrate with the learning activity between teachers and students.
I. Introduction

Cheating in online assessments refers to the act of obtaining or providing unauthorized assistance or information during an assessment or exam that is taken online. This can include using unauthorized resources, collaborating with others, or using technology to gain an unfair advantage.. In other words, it includes copying from someone else's work, looking up answers online, or using unauthorized resources or tools. Cheating is generally considered to be unethical and can result in disciplinary action, including failing the assessment or being expelled from school or a program. It is important for students to understand the rules and guidelines for taking assessments and to adhere to them in order to maintain the integrity of the assessment process. Online assessments can be vulnerable to cheating. due to the lack of supervision and the ease with which students can access information and resources online. Schools and universities have strict policies in place to prevent cheating and may use various methods to detect and prevent it, such as proctoring software or comparing answers to those of previous students. It is also important for students to understand the consequences of cheating and to be aware of the importance of academic integrity.
II. Objectives of this Research
A. To provide assessment monitoring tool for traditional LMS
The traditional LMS lacks resources and server capabilities to process the assessment meta data and find out those students who cheated in the online assessment. This research paper purposes a system that can be integrated in traditional LMS and make them capable enough to upgrade their assessment quality and reduce cheating in online assessment.
B. To understand the use of asynchronous data processing tool for processing assessment meta-data
There is a challenge to process large amount of assessment data. If the institution is big, then there will be thousands and lakhs of rows of assessment data in the database. Therefore, we need a system that can process the huge data in asynchronous way. This research paper explains the use of Celery which is a distributed task queue system to process the assessment meta data and prepare the assessment quality report for educational institutions in asynchronous way. 
III. Formulation of Problem
With the rise in adoption of technology, various challenges are faced by educational institutions. On conducting online assessment, students are more likely to cheat in their exams, and it creates a lot of problems and challenges for authorities to conduct a fair exam and graded them on a fair basis [2]. It also demotivates educational organizations from adopting technology in day-to-day learning activities. Because as soon as the plagiarism and cheating activity takes place in online assessment, then students stop learning and thinks that they can find all the answers over the internet, so they don’t learn. Whereas, it is also difficult for the teachers to find which students have copied work from each other. In this scenario, it is very difficult to grade the students based on their performance. Because, lots of students cheat and teachers are not able to grade based on what they know. The work presented by the students can only be used to grade them and if the number of students is more, it’s likely that teacher will ignore looking all the pdf and quizzes answer, and they will be completely depended on the system for the final evaluation. In this context, the quality of education drastically drops in the educational institutes. This is where, educational institutions fear of adopting technology and integrating with day-to- day learning activities of students. But, with the change in requirements of educational sector, some educational institutions desperately need some solutions to this problem.
IV. Literature Survey

     There are various products built which helps to detect cheating and plagiarism during online assessment. Some of them are ExamOnline, HonorLock, Speed Exam, Mettl, Examus, ProtorU, Examity, Verificient, AIProctor, ExamSoft, Proview, Conduct Exam, Proctor Exam, PSI Bridge, Pearson VUE. Every online assessment tool has its own pros and cons. Some tools can be integrated with existing LMS of educational institutions whereas some are required to take help of their own platform. Most of them are using AI and advanced algorithms for Facial detection, background audio process, movement detection and many more interesting and unique ideas to detect cheating and plagiarism [3]. Each and every feature has its own pros and cons of integrating with the system. It is also important not to disturb the students during the online assessment while using so much of algorithms and AI.[4] Therefore, educational institutions are also serious on when to use the platform and on which conditions. The platform decision plays a vital role in maintaining the quality of online education. Because one also needs to be careful on when we use any of these platforms, do there be any privacy issue, LMS downtime, availability issues and scalability issues.[5] Therefore, there are various factors on choosing the best online exam surveillance. These decisions have to be solely be based on the number of students, technical knowledge of students, teachers, platform cost, availability, scalability, institutional requirements and internal committee requirements. These decisions largely impact on the quality of education in the organizations. The more the quality of online assessment will be the more it will generate good quality of students and ultimately it will help the organization to get more profits and revenue.

V. Working of the system
A. System Development Environment
The following tools and technologies are used        while implementing this  project. 

	Programming Language
	Python

	Web Framework
	Django, Django REST

	Database
	PostgreSQL, SQLite

	Distributed Task Queue
	Celery

	Celery Broker
	Redis

	Deployment
	AWS


Table No. 1. System Development Environment
B. System Architecture

In this system, we are going to prepare Assessment Quality Report. It will contain some information about which students can be actively involved in cheating. Whereas, it will also contain information about how much qualitative the assessment is. We have client (traditional LMS) and our server. Each time an assessment is scheduled, client has to create an assessment record in the server. After that, when the assessment starts, the client sends the meta data of user attempts to the server. Once the assessment ends, server schedules a background task with the help of celery. In this background task, system will check full screen change count, tab change count, browser change count, operating system change count, same IP address, same location, face detection, sound detection and many more. Using all these information. Based on this information, celery will create a report. Once report is created, the client can send an API call to fetch the result and this result is represented in JSON format. The JSON data can be displayed graphically to the administrative team, instructors of the organization. Once report is visible to the organization, appropriate action can be taken who are involved in cheating.
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Fig. 1. System Architecture
VI. Use of Assessment Meta Data for Tracking Purposes
By processing the assessment meta data, following things are tracked by the system.
A. Device Tracking
    The client [LMS] will send the device information of each student from which assessment has been started. They will also need to tell whether the student has switched device or not. This information will help the system to identify whether two or more students have attempted the assessment from same device or not.
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Fig. 2. Device Tracking JSON Format Result
B. Network Tracking
The client [LMS] will send the network information of each student like the IP address. They will also need to tell whether the student has switched the network or not. This information will help the student to identify whether two or more students have attempted the assessment from the same network or not.
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Fig. 3. Network Tracking JSON Format Result

C. Location Tracking

The client [LMS] will send the location information of each student from where assessment has been started. They will also need to tell whether the student has changed the location or not. This information will help the system to identify whether two or more students have attempted the assessment from same location or not.
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Fig. 4. Location Tracking JSON Format Result
D. Face Detection System

The client [LMS] can provide the facial image of student and the image captured during the time of assessment. The system will evaluate that is that the same person who is taking the test. We can take the help of Amazon Rekognition API. This tool helps to compare faces of students in the captured images sent by LMS.  
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Fig. 5. Face Tracking JSON Format Result
E. Background Sound Detection System

The client [LMS] can provide the recorded background audio while the student attempts the assessment. If there is someone who is helping the student by speaking, this type of activity can be detected by converting the audio into text and checking whether the text contains some useful information about the questions and answer of that assessment or not.
[image: image6.png]Background Whispering

Sound during Assessment

sound_detection
udent1_ID": ["This is the answer"],
"Student2_ID": ["Write this answer"]





Fig. 6. Background-Sound Tracking JSON Format Result

VII. Assessment Quality Rank
The system will rank how much qualitative the assessment will be based on some data provided by the client [LMS]. The system will use certain information about the assessment and award a point to the assessment. At the end, the system will calculate the overall score and put the assessment in low, medium and high quality. Assessment labeled as low will be treated as the assessment where plagiarism and cheating can take place easily. Assessment labeled as medium will be treated as the assessment where students will find it difficult to cheat and involve in plagiarism during the assessment but they will get collect some information about test from internet or friends. Assessment labeled as high will be treated as the type of assessment where cheating and plagiarism are extremely difficult. Students have no any medium rather than using their own intelligence and knowledge. The data points that will be taken for consideration are as follows:

A. Random Selection of Section

If assessment has been divided into different sections and sections are displayed to attempt in random order, then system will award one point to the assessment quality.

B. Random Selection of Question

If questions are displayed in the random order, then the system will award one point to the assessment quality.

C. Section Locking Mechanism

If student can’t jump from one section to another section, then the system will award one point to the assessment quality.

D. Questions Locking Mechanism

If student can’t jump from one question to another question, then the system will award one point to the assessment quality.
	Score
	Assessment Rank

	0-1
	LOW

	2
	MEDIUM

	3-4
	HIGH


Table No. 2. Assessment Quality Rank

VIII. Results and Discussions

A. Expected Outcomes

    As a result of implementing this project, we shall expect an application which a traditional LMS can use to find out cheating in their assessment. This system takes the meta data of the user and process it with the help of celery and provides assessment quality report in JSON format. Using the assessment quality report, the organization can find out which students have changed the full screen, browser, tab, operating system, which two or more students have attempted the test from same IP address and location, face detection The end goal of this project is to empower the traditional LMS so that they can catch out those students who performs cheating. This project aims to improve assessment quality by helping educational organization so that they can analyze the assessment quality data fetched from this system.
B. Further Improvements

There will be always an area for improvements in this project. Since the system relies on client data, so it needs to ensure that the data are in correct format and then accordingly process the data and prepare assessment quality report. Also, something there can be a false data, mismatched data, unstructured data, which needs to be manipulated and converted into right format before performing data processing. The system is only API oriented. That means the client send the data via API and receive the report via API in the form of JSON. Therefore, we can also create a separate interface to view the quality report data using react.js or any other JavaScript library.
IX. Conclusion

    Taking Online Assessment for students is one of the most challenging tasks for every educational organization. The organization has to take care of various things when they offer digital services to the students. There is possibly of plagiarism and cheating in online assessment. So, a strong system is required that can monitor the students and prevent them from cheating. This type of system helps to improve the assessment quality. The organization which has a good assessment quality definitely provides a good education service. This project aims to empower every traditional LMS which lacks this type of support. This project enables LMS to find out cheating in the online assessment. This helps teachers to give a proper evaluation to the students.
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