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Abstract - The management and distribution of medical reports has become increasingly complex due to the integration of various hospital services, such as pathology and pharmacy management. This complexity has made it challenging to keep track of every transaction, leading to concerns about the authenticity and security of medical reports. To address this issue, we propose a blockchain-based system that ensures the integrity and security of medical reports. Our system leverages the hyper ledger concept to store all associated medical documents and transactions, ensuring that all reports are verified and cannot be tampered with. This approach allows for 100% authenticity of each report and prevents unauthorized modifications. Our system uses the Ethereum platform and is implemented using Solidity programming. This system has the potential to revolutionize the way medical reports are managed and distributed, providing an efficient and secure way to manage patient information.
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1.INTRODUCTION

In recent years, hospitals have expanded their business by incorporating various services like pathology and pharmacy management in their operations. However, this has led to an increase in operational complexity, making it difficult to manage and track every transaction. The traditional system of managing medical reports using a centralized server has also become outdated and prone to errors and manipulation. To address these challenges, blockchain technology has emerged as a potential solution to keep track of every single transaction with 100% authenticity. Blockchain technology enables secure, encrypted storage of data in the form of blocks, thereby eliminating the need for a centralized server. In this paper, we propose a Medical Report Management and Distribution System using blockchain technology. The system stores all associated medical documents and transactions with a date stamp, ensuring authenticity and traceability. The use of blockchain technology for medical report management can improve the efficiency, accuracy, and security of the system, ultimately leading to better patient care. 

2. Body of Paper
The healthcare industry is becoming increasingly complex and hospitals are struggling to keep up with the growing amount of medical data that needs to be managed. With the inclusion of pathology, pharmacy and other test labs, the operational complexity has increased significantly. This has led to difficulties in managing patient admissions, management, and hospital expense management. To address this issue, we propose the use of blockchain technology to keep track of every single transaction with 100 percent authenticity through the hyper ledger concept.

[bookmark: _GoBack]The blockchain is a distributed ledger technology that enables secure and transparent transactions between parties without the need for intermediaries. It is based on a peer-to-peer network that is maintained by a group of users. Each transaction on the blockchain is stored as a block and is secured by encryption. The hyper ledger concept is used to store all the associated medical documents associated with each transaction with the date stamp.

By using blockchain technology, we can ensure the authenticity of each medical report. Each report is stored on the blockchain with a unique identifier that can be used to verify its authenticity. In addition, any changes made to the report will be detected and recorded on the blockchain, making it easy to identify any tampering.

We have implemented the blockchain using Solidity on the Ethereum platform. Our system allows hospitals to manage their medical reports more efficiently and securely. With our system, hospitals can manage patient admissions, management, and hospital expense management with ease. Our system also enables the easy and secure sharing of medical reports between hospitals, doctors, and patients.

In conclusion, the use of blockchain technology in medical report management and distribution systems can improve the efficiency and security of healthcare operations. By providing a secure and transparent system for managing medical reports, we can ensure the highest levels of authenticity and accuracy in patient care.
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Fig -1: Flow of System




3. CONCLUSIONS

We bring this project forward using blockchain to reduce the gap between existing systems and real-life implementation. There are several applications for this project. It will improve the security of the patient’s data through EMR. Also, it will improve the interoperability between all the hospital departments. It will remove the intermediaries among hospital that increases the complexity of the whole hospital system and also leaves some loopholes in the system which if exploited can disrupt the basic principles upon which the system is based. So removing these intermediaries can secure the core functionalities of the whole hospital ecosystem. The inclusion of blockchain technology in the construction of the project as a core component of design makes it even more robust and uncompromising in terms of securing the patient’s data and preventing it from getting tampered with by unknown/unauthorized persons.
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