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Abstract: Due to fast-changing technology data exchange and storage have become a vital part of many areas. Internet is widely used in every field and with the help of which we can share data anywhere and at any time. A huge amount of data is being shared across different organizations for their work. Data is shared, accessed, and stored in different sectors. But, whether we know that the data being shared is secure or how the security of the data is maintained. To know and understand such different techniques we have gone through the research and found the various methods and concepts related to data security and privacy. So we can study these methods and accordingly choose these methods for the applications to make them secure. The proposed study starts with what is data security, privacy, and how it is maintained so that people can share any type of data easily and securely. This study is mainly concerned with a review of different existing techniques and knowing concepts that can be used for data security and privacy.
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1. Introduction 	
        Data is nothing but information or facts collected for evaluation, reference, and various uses. Nowadays right from small institutions to big industries data has become an important part. Data can be anything like school or college-related data, medical field data, or different organizations' information. So data security and privacy is the main concern in every field. As the use of the internet has boosted every sector, same way sharing and accessing data has also become easy with the help of the internet. The concept of cloud computing for data storage has also evolved through the internet. It can store a large amount of data. Data can also be stored in databases, files, documents, data storage software, and many others. Even in the past few years, there have been many advances made in maintaining data security and privacy but still, we face many difficulties while storing, sharing, and accessing data across various platforms. There are many reasons for due to why data is not secure like system vulnerabilities, network issues, hacking of data, and many more. Overcoming these issues will help in data security and privacy. 
       The two terms data security and data privacy are used interchangeably but in some ways, they are different from each other. Data security is nothing but protecting personal data from unauthorized access. It mainly secures personal data with the help of various techniques. Data can only be accessed by authorized entities. Data integrity is achieved through data security, which means data accuracy, reliability, and availability is managed. Moving towards data privacy, is the processing, storage, and handling of data properly. It is more related to individuals’ rights following their personal information. Overall, both the terms are slightly the same. Data privacy is proper storage, and access of data while data security is related to securing personal data and includes various methods. We can distinguish this by taking an example of logging into the system i.e. the password of our account is data security while the system uses our data to verify our account, this is nothing but data privacy. Both terms maintain the security and privacy of data. There are different techniques with the help of which we can secure the data. In this research, we have discussed the overview of the techniques that can be used or taken into consideration while building the systems for data sharing and storing. It includes reasons why the security is not being maintained and the solutions which we can use to overcome this problem. 
2. Background 
       The main aim is to study and understand why data security and privacy are needed, what are the reasons why the security of data is not maintained, and various techniques of securing data so that we can implement them while building any system or while sharing, accessing, and storing the data. By studying various research we came to know that there is a need to study and understand this particular topic of data security and then accordingly choose techniques of data security. Studying the concept and then implementing it is very crucial. So we have tried to present this through our paper. 
3. Overview of Various Concepts Involved in Data Security and Privacy
       Some of the approaches should be considered in data security like data leakage and breaches. Before going through solutions of how data can be managed securely we should understand the basis for data leakage, due to which data is not securely stored and accessed. As this study will help us to take proper measures for data security. Along with the term data leakage, another term called data breach comes into the picture. They are often used interchangeably but the two things are different from each other and have some differences between them. 
3.1 Data Leakage and Data Breaches  	
       Data leaks and data breaches include unauthorized exposure of data. The data leak occurs due to internal errors when unauthorized people access the data. This is caused due to poor data security, outdated systems, and also because of less training for people. A data breach occurs due to external sources as data is intentionally accessed in an unauthorized way. Cybercriminals try to maliciously attack the data and use it without any permission. Data leakage automatically leads to data breaches. As when data is leaked from the system, malicious attackers easily get access to the data. 
3.2 Preventions for Data Leakage   
       1] Organizations must regularly check and go through the overall systems for more security. 2] Giving limited access to the people. 3] Making different strategies for data storage and access will also help to secure the data differently. 4] Proper training for the employees in the organization can reduce the risk of data leakage. 5] Awareness among people should be made so that they can carefully handle the systems. 6] Using various ways of authentication can also help in proper data security. 
3.3 Reasons Why Data Is Not Secure 
       There are different reasons why the data is not secure and also its privacy is not maintained. Understanding this will help us to know what is the root cause of the problem and also make us understand what measures should be taken while maintaining data or when making some applications. 
       1] Not proper training, awareness, and knowledge about the particular system can also put the system along with the information associated with it at threat and can be one of the reasons why data is not secure. 2] Not using strong passwords while logging into the system may easily track the passwords. Because many people sometimes keep passwords that are relevant to them like user name, birth date, or any other patterns like @123. Due to this data can be easily accessed in an unauthorized way by third-party people. 3] Non-malicious attackers try to access data without permission. 4] Data loss can also be caused by negligence and accidental exposure of data. This can happen due to unawareness of security policies. 5] Phishing can also cause data loss as data is sent by an unknown entity but appear as it is sent by the authorized entity. 6] Insider threats may harm data. Here, intentional data is accessed in an unauthorized way. It includes three categories, first one is a malicious insider who makes data loss for their gain. Second is non-malicious insiders, they are the users who are unaware of the security procedures, sometimes due to negligence and accidental data can get harmed. Third is compromised insiders which are those who have no idea about their account which is locked by a third party who performs malicious activities on the user's accounts. 7] Another category because of which data is not safe is ransomware. It is malware that harms the organization’s devices and encrypts data and makes it useless without the decryption key. Third-party attackers send ransom messages for payment to take the key and sometimes ransom is paid, which is not effective and data is lost. There is no recovery if an organization does not keep regular backups or even if ransomware manages to infect the backup servers. 8] As data is increasing day by day people are moving towards the cloud for data storage. But this is not a safe place and data loss can also happen in this sector. Here, users use their devices to access data over the network. So, this network file can be shared easily with unauthorized parties, it can be maliciously or accidentally. 9] SQL injection or SQLi is a method by which attackers try to steal data by accessing databases and performing unwanted operations on data to cause harm to data. It adds malicious code to queries in the database that leads to data loss. It makes changes in the SQL code by adding special characters to user input that changes the context of the query. The database process user input but malicious code gets executed. SQL injection manipulates consumer data and sometimes attackers get the administrative authority and they can perform operations on the database and this leads to data harm as well as data loss. SQL injection can occur due to insecure coding practices. It can be avoided if coders use secure methods for accepting user inputs, that are present in all modern database systems. 
3.4 Importance of Data Security and Privacy 
       Data is a very valuable thing in any organization that helps to store their important information, and records and can be used in exchanges with other companies. Data protection is very essential for every organization to perform well along with changing technologies and maintain its growth. As data is tremendously increasing its management, as well as security, is more important. Cyber attacks are one of the reasons to consider data security. Data security prevents organizations' financial losses, helps in the growth of the organization, keeps the company’s assets safe, maintains standards, and helps to meet customer requirements. 
3.5 Main Components of Data Security  
       Three main factors must be taken into account while dealing with the protection of data. These elements include Confidentiality, Integrity, and Availability. It is also known as the CIA triad which is the prototype for the safety of data. 
I] Confidentiality  	
       Confidentiality means only authorized users and systems can access the data. No unauthorized entity will be able to access or view the information or data. Using encryption methods can help in maintaining the confidentiality of data.
II] Integrity 
       Integrity is mainly concerned with ensuring the data modification i.e., it checks whether the data has been modified or not. 
III] Availability 
       It means the network should be available for its users including both the systems and data. To maintain availability, administrators of the network must maintain hardware, regular updates as well as improvements, and a backup plan should be available whenever required. 
       In this way, these are the key methods that can safeguard data when implemented correctly. With the help of these techniques, we can evaluate the security of the system along with data. The system to be secure must follow the rules of the CIA triad. The use of these methods not only helps in increasing the security of data and the system but increases the overall performance of the system. It guide regarding decision-making, forming security strategies, developing different policies, and identifying problem areas in data security. So, depending on the organization's requirements for data security they must implement the CIA triad. We can use it in the fields like government organizations, medical fields, educational organizations, business, e-commerce, etc. Overall this can be one of the steps that can be followed for the security and privacy of data.

Fig -1: Components Of Data Security And Privacy  
3.6 Techniques for Data Security And Privacy 
       For the safety of data along with its privacy, some of the methods should be implemented. This will help to secure the data of organizations and users. Managing a large amount of data with its security is little tough work but understanding various fundamental concepts of securing data can help to implement different techniques that will assist in ensuring data privacy along with security. Here we have represented some of the approaches that should be taken into consideration while practicing the security and privacy of data. This will protect data from unauthorized access and use. 
3.6.1 Firewall 
       A firewall is one method for system or network security that prevents unauthorized access to enterprise data. It keeps track of the incoming and outgoing traffic in the network by considering the organization’s techniques of security. And checks for authorized network and allow it, if it meets the security policies. It acts like a protective wall between the public internet and the private internal network. It is a middle layer between personal or enterprise networks and the public internet.  They use some rules to ensure all the packets entering and exiting a network are secure and stop unauthorized entities and malware from connecting to devices on a network. 
       Types of firewalls include - 1] Packet filtering where a portion of data is inspected and allowed in the network that follows network standards. 2] Next is stateful inspection which is dynamic and checks active connections and finds secured networks to enter through the firewall. 3] Another is a next-generation firewall that monitors thoroughly all the details of the network and then only gives allowance to enter the system. 4] Proxy service filters messages entering the network at the application layer. 5] Circuit-level gateways work with fewer computing resources that are used to allow or block traffic to enter the network by taking into account network standards. In the OSI model, this firewall performs its tasks at the session level. It monitors Transmission Control Protocol (TCP) connections and sessions. It considers transaction details for inspection and does not consider actual data. It checks for appropriate TCP connection and even if data contains flaws then also it is passed through gateways. That means it only considers a correct TCP connection and hence it is not safe to use. 6] Threat-focused next-generation firewalls have properties of next-generation firewalls has the extra ability to detect threats. They react fast to security attacks by following security policies and rules. They keep track of every activity continuously. And thus the system gets more security. 7] Cloud firewalls are firewalls that are designed using a cloud solution. They are also referred to as firewall-as-a-service (FWaas). They make use of the internet to perform their tasks. There are no limitations for filtering the traffic, as it is a cloud-based service according to our requirements we can filter the traffic as many times as we want. 8] Unified Threat Management (UTM) firewalls are useful for anti-virus support and here only a single software or hardware system has various functions of security. 9] Network Address Translation (NAT) firewalls is mainly concerned with filtering internet traffic and avoiding insecure connections entering the network. It helps in hiding the IP addresses of our devices and this makes devices safe. Overall, the firewall checks and detects the traffic entering the system and stops entering malware or any other third-party network to enter the system. 
3.6.2 Encryption of Data 
       Data Encryption Method comes under the cryptography topic. Cryptography is the technology of encrypting and decrypting data to avoid unauthorized access to data. In encryption, the data is transformed into some coded language called ciphertext. So while storing or transferring it cannot be accessed or modified. And in decryption, the intended receiver has the decryption key which assists in converting ciphertext into plaintext. Because of this, no one other than the user having a decryption key can use the data. That’s why the attackers are also not able to access the information. Hence, this is one of the effective techniques that can be practiced for the security and privacy of data. Data encryption has two methods. First is the symmetric encryption method. This method is mainly concerned with only one key which is used for both the encryption and decryption of information. Both the sender and receiver must have the key that can be used to convert plaintext into ciphertext and vice-versa. The key must be kept secret and only the authorized sender and receiver must know it for use. The second is the Asymmetric encryption method. This involves two keys one for encryption and another for the decryption of data. These are the public and the private keys. The public key is used for the encryption of a message and the private key is used to decrypt the message. In this method, only the intended people have the key and they are only allowed to access the data. In this method, the sender and receiver have their pair of public and private keys. Sender gets the receiver’s public key and then the sender encrypts the plaintext message using the receiver’s public key. Next, the encrypted message is transferred to the receiver, then it is decrypted by using their private key, and the message is converted back to the original plaintext.  
3.6.3 Identification of User 
       Authentication and authorization are the processes that are used to ensure that intended users can have access to data. Authentication proves the user's identity. By using various identity methods users have to prove their identity. For instance, usernames and passwords for logging into the system can be used for the authentication of a particular user. Once the user's identity is proven, they are given the authorization to access information and the system. Hence, only authorized entities will be able to access the system. 
3.6.4 Data Back-Up 
       Every organization must be well prepared for their organization's security so for this, they must save multiple copies of their data. So this can be helpful in case the data is lost. Data backup is the better technique that can be followed by organizations. 
3.6.5 Update Systems Regularly 
       System security involves the safety of hardware and software so that attackers will not be able to access the system. Updating systems on a timely basis can help the system to get new security policies. As software companies provide more features and functionalities when we update software. This keeps the system up-to-date along with security. So the regular updates of the software also make systems and applications secure with the changing technology.   
3.6.6 Awareness and Training  
       Before using any system pre-requisite knowledge and some other information must be needed so that the system can be handled properly and security risks will be reduced. Hence proper awareness and training can also play a small role in the security and privacy of data. 
3.6.7 Use Of Strong Passwords And OTP Method 
       This method can also be utilized in various applications. Strong passwords stop unauthorized entities to access to system or account. The widely used OTP method would be a better way where attackers will not be able to have access to the system without any proof. 
3.6.8 Anti-Virus Installation  
       Installing anti-virus and malware protection is another way to keep the system secure as antivirus detects and removes viruses and other malicious software from the computer. 
3.6.9 Passwords and Lock System 
       Setting locks and passwords for important applications as well as for systems provides extra security as no one without an actual user can open the particular system or app and hence applications and data are secured. 
3.6.10 Hotspot and Wi-Fi Security 
       Following different guidelines related to the hotspot and Wi-Fi security while using them will help in securing the network. Strong passwords and changing them often can also be useful for Wi-Fi security. Wi-Fi encryption and firewall are the techniques that can be utilized. Strong passwords for hotspots should be set. Limited access can be one of the safe options to be used. All these will stop entering unauthorized entities into the network and the data will remain secure. Changing hotspot names on a timely basis stops malicious networks to connect to the system. By default, the hotspot has some encryption type set up so we have to ensure and set up a secure encryption type. The use of a VPN can also make a connection secure.  
3.6.11 Access Limitations  
       Access limitations are also better to keep systems secure as this can give limited access to users and they will not be able to access anything in an unauthorized way. Time limitations to using the particular system can also be useful. Account details for logging into the system are another type to be considered. 
       These are some of the techniques that can be used while practicing data security and privacy for various applications. Before applying these techniques we must first understand concepts that are related to the security of data and this will help us to understand better to build a secure system. Hence understanding various data security and privacy concepts and following guidelines related to them and then implementing these methods will help in maintaining the security and privacy of data.  
4. Results 
       This review gathers information and various concepts that can be implemented for maintaining data security and privacy. Analyzing reasons why data is not secure will assist in taking proper precautions to secure data. The CIA triad gives a clear path of how the security and privacy of data should be maintained. The discussed methods of security of data will help in making secure applications that will help us share, store, and access data securely.
5. Discussion 
[bookmark: _GoBack]       The overall study gives the idea about how data security should be maintained. By understanding various concepts related to data security will lead to appropriate management of security and privacy of data. Discussed concepts can be applied to make a system secure for data sharing, storing and accessing. 
6. Conclusion  
       This study has proposed different findings related to data security and privacy. The proposed study can help to gain knowledge about what data privacy and protection mean and what methods to follow for the security and privacy of data. This also helps to understand various concepts related to data security. The main aim of the proposed paper is an overview of data security and privacy. The essential concepts to understand are discussed here which can assist while implementing data security applications. The study concluded that gaining knowledge about data security concepts and methods is essential to keep data secure and no technique alone is sufficient but using various techniques together can aid in developing a secure system and then automatically data privacy and security will be maintained. And this will help in storing, sharing, and accessing data securely. Given techniques can be useful to understand while making a secure system and this will result in the security of data. 
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