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ABSTRACT:
                        Cybersecurity is a fast-growing field of IT concerned with reducing organizations' risk of hacks or data breaches. According to research from the Enterprise Strategy Group, 46% of organizations say that they have a "problematic shortage" of cybersecurity skills in 2016, up from 28% in 2015. Commercial, government, and non-governmental organizations all employ cybersecurity professionals. The fastest increases in demand for cybersecurity workers are in industries managing increasing volumes of consumer data such as finance, health care, and retail. However, the use of the term "cybersecurity" is more prevalent in government job descriptions. And prevention of cyber security is said here. Today, due to the modern lifestyle, people have joined technology life and use more technology for shopping and financial transactions in their cyberspace. At the same time, the safeguarding of knowledge has become increasingly difficult. In addition, the heavy use and growth of social media, online crime, or a cybercrime has increased. In the present world information security plays an important role. Whenever we think of cyber security, we think of 'cybercrimes,' which expand tremendously every day. Different governments and businesses take various steps to avoid this form of cybercrime. In addition to numerous cyber protection initiatives, many people are also very worried about it. This paper focuses primarily on cyber security concerns related to the new technology. It also concentrates on the new technologies for cyber security, ethics, and developments that impact cyber security.
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Introduction:
Our daily life, economic vitality, and national security depend on a stable, safe, and resilient cyberspace. We rely on this vast array of networks to communicate and travel, power our homes, run our economy, and provide government services. Cyber intrusions and attacks have increased dramatically over the last decade, exposing sensitive personal and business information, disrupting critical operations, and imposing high costs on the economy. The world is more interconnected than the before generation. Yet, for all its advantages, increased connectivity brings an increased risk of theft, fraud, and abuse. People become more reliant on modern technology, we also become more vulnerable to cyber-attacks such as Corporate Security Breaches, Spear Phishing, and Social Media Fraud. Cyber security is a well-connected responsibility and each of us has a role to play in making it safer, more secure, and more protected too.
What are the objective of this cyber security?
  Simplilearn’s Cyber Security Expert Master’s Program provides cybersecurity professionals with foundational-level, intermediate-level, and advanced-level skills that entail industry-leading certifications like CompTIA Security+, CEH, CISM, CISSP, and CCSP. The program begins with introductory level technology training, then progresses to intermediate level hacking techniques such as reverse engineering, and network penetration testing. This course will enable you to:

Stay up to date with the latest cyber security news and trends and make sure you are implementing adequate cyber security measures in your organization using suitable hardware and software.
Avoid the risks of phishing attacks by adhering to ethical security behavior
Understanding cloud computing and how it can help your business is vital for the success of your venture.
Understand the legal requirements, privacy policies, and auditing process of your cloud environment
Focus on getting the IT infrastructure in order and removing the clutter by investing in the right software solutions; invest in a partner who has your back.


Cyber Security Techniques:	
                            Cyber-attacks in cyberspace can grow by capitalizing on new techniques. Cybercriminals will most frequently change the current malware signatures to take advantage of new technical faults. In other instances, they search for special features of emerging technology to detect weaknesses in malware injection. Cybercriminals are taking advantage of emerging Internet technology and millions and billions of active users to access a huge amount of people easily and effectively using these new technologies. 
 Here is the topic that is undiscovered by many people and not known by many of them. let's discuss in detail the topics.
1.1 Access Control and Password Security:    Security provided by the means of a username and password is a simple way of providing security for private information to preserve privacy. This means of providing security is one of the most critical cyber security initiatives. 
1.2 Authentication of Data:   Until the transmitted information needs to be attested, it has come from a reputable supply that was not changed. These documents are often authenticated using a gift from the opposing virus software package inside computers. An honestly opposed virus software package is essential to protect devices from viruses. 
1.3Malware Scanners:     A software system that sometimes scans all files and documents for malicious code or harmful viruses inside the system. The samples of malicious software systems in this field are generally sorted and noted as malware by viruses, worms,  and the Trojan horses. 
1.4Firewall:     Firewall is a software or hardware package which helps separate hackers, viruses, and worms trying to access your PC through the web. The firewall checks all messages that come in and blocks those that fail to meet the security requirements compatible with all messages. Firewalls play a very vital role in malware detection. 
1.5Role of Social Media in Cyber Security:   In the recent modern world, there is a need for interactive businesses which need to find new ways to secure personal information in a more entangled environment. Social media has an important role to play in cyber security and personal cyber-attacks. Adoption of social media among employees is growing and the threat of attack is therefore increasing since most of them nearly use social media or social networking sites every day it is now a massive forum for cybercriminals to hack private information. In recent days, it’s very easy to share personal information easily. Businesses must make sure that they recognize and react in real-time and prevent breaches of any kind as quickly as possible. These social media has easily made people share their private information and hackers can use this information .therefore, people have to take reasonable steps to avoid misuse and loss of their information through these social media.
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What are Cyber Security Threats?
Cybersecurity threats are acts performed by individuals with harmful intent, whose goal is to steal data, cause damage to or disrupt computing systems. Common categories of cyber threats include malware, social engineering, man in the middle (MitM) attacks, denial of service (DoS), and injection attacks—we describe each of these categories in more detail below.
Cyber threats can originate from a variety of sources, from hostile nation states and terrorist groups, to individual hackers, to trusted individuals like employees or contractors, who abuse their privileges to perform malicious acts.
The biggest cyber security threats that small businesses face, and how you can protect yourself against them.
Phishing Attacks.
Malware Attacks.
Ransomware.
Weak Passwords.
Insider Threats.

Attacks classification
This section introduces multifarious types of attacks in different domains 
ntroduces multifarious types of attacks in different domains 
2.1Cryptographic attack
Type of attack in which the adversary breaks the cryptography, pragmatically, to discover the shortcoming in an exceeding protocol, code, or ciphers to retrieve the plaintext without the key.
2.2Access attack
Type of attack where the perpetrator procures ingress to the host’s machine where they have no right to use with the intent to manipulate information. Web application services and File Transfer services are being compromised where attackers able to access e-accounts, databases, and other private information.
2.3. Reconnaissance attack
An attack in which the perpetrator maps with targeted systems to scan any vulnerability in the machine to gather information. This is a kind of scenario similar to stealing for instance in the house which is vulnerable to break locks, doors, and windows that are not strong and are joined.
2.4. Active attack
An attack, while transmission of data alters the content and affects the operations thereby serve as an intercessor, leads to severe damage.
2.5 Passive attack
The database is neither intrudes nor amends by the attacker; however, only monitors the target to access the information throughout the transmission. In other words, the attacker’s main aim is to collect the information by listening to a conversation between hosts through several means.
2.6 Phishing attack
An act of sending fallacious messages via many ways such as emails, text messages, etc. that tends to become from the legitimate resource, thereby, deceive users and obtain sensitive and confidential information such as login passwords, card numbers.
2.7. Malware attack
An attack where a perpetrator deliberately installed malicious software on the host’s computer intending to not only proliferate virus, nonetheless but also infect and harm the computer, thereby, gain private data.
[bookmark: _GoBack]2.8. Attack on quantum key distribution
An attack has done while transmitting any data through a quantum channel either by forge a single photon, multiple photons, or by time elapsing of pulses.

Prevention of cyber security:
The five secure measures to be taken are as follows 
1. update the software that is been used and create complex passwords to keep it protected.
2. Using the cloud should be the top priority
3. Shift your attention from security and prevention 
4. digital ecosystems drive next-generation security.
5. use required firewalls and update the antivirus per month for better protection.
Conclusion:
Depending on their (potential) severity, however, disruptive incidents in the future will continue to fuel the military discourse and fears of strategic cyber-war. Certainly, thinking about (and planning for) worst-case scenarios is a legitimate task of the national security apparatus. However, for the favor of more plausible and more likely problems they should not get more attention, Therefore, there is no way to study the „actual‟ level of cyber risk in any sound way because it only exists in and through the representations of various actors in the political domain.
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