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Abstract. Private Messenger is a secure communication tool that allows users to send messages, make voice and video calls, and share files within a closed network. Unlike traditional messaging services, the platform offers end-to-end encryption, ensuring that only authorized users have access to exchanged messages.

The platform is designed with a user-friendly interface that allows users to customize their privacy settings, including the ability to set up security groups for team collaboration. Messaging platform utilizes end-to-end encryption, secure authentication, and multi-factor authentication to ensure that messages and files are protected from prying eyes.

Additionally, the platform provides real-time notifications, archiving and search capabilities for easy message retrieval. This summary highlights the key features of a private webmail platform that make it an excellent choice for businesses, organizations, and individuals who 
prioritize privacy and security in their communications

I. INTRODUCTION

In recent years, concerns about privacy and data security have become increasingly prevalent in the digital world, especially when it comes to communication. Many users are wary of using traditional messaging apps that collect and analyze their data, which may include personal information and confidential messages.

 	To address this issue, private network messaging platforms have emerged as a secure and encrypted communication tool that provides a safe environment for users to exchange messages and files without the risk of data breaches or unauthorized access. 

Private network messaging platforms utilize end-to-end encryption, secure authentication, and multi-factor authentication to ensure that messages and files are protected from prying eyes. They also offer features such as self-destructing messages, message recall, and anonymous messaging, which provide users with additional layers of security and privacy 
	. 
 The increasing demand for privacy and confidentiality in digital communication has led to the rise of private network messaging platforms, which aim to offer a seamless and user-friendly experience. This platform is designed to meet the needs of individuals and businesses that value privacy and security in their communication. In this context, this article aims to explore the concept of private network messaging platforms in detail and highlight the benefits of using such platforms over traditional messaging apps

[bookmark: _GoBack]Private network messaging platforms are secure and encrypted communication tools designed to provide a safe environment for users to exchange messages and files without the risk of data breaches or unauthorized access. With the increasing concern for privacy and confidentiality in digital communication, these platforms offer an alternative to traditional messaging apps that may not be secure or may collect and store user data.

     A private network messaging platform uses end-to-end encryption to ensure that only the sender and intended recipient(s) can access the message. This means that even the platform provider cannot read or access the content of the message. In addition, these platforms may use secure authentication and multi-factor authentication to ensure that only authorized users can access the platform and its features


II. LITERATURE REVIEW


1.A Study on the Adoption of Private Network File Sharing and Messaging Platforms (2018) 
  
This study examines the factors that influence the adoption of private network file sharing and messaging platforms in organizations. The study identifies factors such as perceived usefulness, ease of use, security, and compatibility as key determinants of adoption. The study concludes that organizations that prioritize security and privacy are more likely to adopt private network file sharing and messaging platforms.. 
 
2.A Comparative Analysis of Private Network File Sharing and Messaging Platforms (2019) 

This study compares four different private network file sharing and messaging platforms, namely Slack, Microsoft Teams, Zoom, and Wire. The study evaluates these platforms based on their features, security, and usability. The study concludes that Wire is the best option for private network file sharing and messaging due to its end-to-end encryption, open-source software, and user-friendly interface

3.A Study on the Security Risks of Private Network File Sharing and Messaging Platforms (2020)

	This study investigates the security risks associated with private network file sharing and messaging platforms. The study identifies several security risks such as data breaches, malware infections, and phishing attacks. The study recommends the use of strong passwords, two-factor authentication, and regular security audits to mitigate these risks

4.An Analysis of LAN File Sharing Software (2020)

This study analyzes six different LAN file sharing software, namely Dropbox, Google Drive, Microsoft OneDrive, Syncthing, Resilio Sync, and Nextcloud. The study evaluates these software based on their features, performance, security, and usability. The study concludes that Nextcloud is the best option for LAN file sharing as it provides excellent security and privacy features.

5.An Analysis of the Usability of Private Network File Sharing and Messaging Platforms (2021)

This study analyzes the usability of six different private network file sharing and messaging platforms, namely Slack, Microsoft Teams, Zoom, Wire, Signal, and Telegram. The study evaluates these platforms based on their user interface, navigation, and features. The study concludes that Wire is the most user-friendly platform due to its simple and intuitive interface..
.
6.A Study on the Impact of Private Network File Sharing and Messaging Platforms on Employee Communication (2022)
	This study examines the impact of private network file sharing and messaging platforms on employee communication. The study measures employee communication metrics such as responsiveness, collaboration, and productivity, and concludes that private network file sharing and messaging platforms improve employee communication by providing a secure and efficient way to communicate and share files.


III.  SOCKETS AND SOCKET-BASED COMMUNICATION

Sockets provide a link for network operations at
 the transport layer. Networkinguses the same sockets as
data I/O. In fact, socket handles are treated like data 
handles.
	
So that the tcp handle can confirm that the information is exchanged to the application the attachment is associated to a harbour numberjava offers a collection of classes contained within the javanet bundle to speed up the creation of organize application programmes for socket-based.
Io streams that are used for information io are still pertinent the programming dialect utilized to execute socket-based communication is irrelevant this infers that java-written attachment programs can speak with java-written attachment programs composed in other programming dialects such as c or ca attachment is associated to a particular harbour on a server program running on a specific machine

The socket that the client inquired for a association to is being tuned in to by the server. In a idealize world, the server would favour the Socket connection for the particular port. 

A Socket with a distinctive port will be sent to the server when it has been affirmed. Whereas the client is advertised a item association, the requires a unused port socket (in this way, a distinctive harbour number) so that it may proceed to observe for association demands on the previous way.
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Fig.1 TCP SOCKET CONNECTION

Above Figure 1, Shows the tcp socket connection between server and client applications.


3.1 Server Socket PORT Creation 

The server service creates a special socket type (socket server) to listen to client requests, when there is a communication request, the program creates a new socket from which it receives input and outputs data streams to exchange with clients. Socket abstraction is similar to these data points. A developer should open a socket do I/O, and then shut down.

Server socket Create a tcp connection for the port, listen on the clinet connection.


3.2 Server Acceptance

After creating a socket for the port,the socket must be in the client receiving connection state.

This accepts client connections that share data on streams over TCP listening on the port.

3.3 InputStream and OutputStream.

After accepting the client, the server/client needs
 to create an input and output stream to share the data.

Data Input Stream Used to read HTTP (TCP/IP) 
request data in bytecode format.

Output Stream Used to write data as bytecode to HTTP (TCP/IP) responses.

IV.  JMS – Java Messaging Service
JMS (Java Message Service) is an API that provides the facility to create, send and read messages. It provides loosely coupled, reliable and asynchronous communication.
Asynchronous: To receive the message, client is not required to send request. Message will arrive automatically to the client.
Reliable: It provides assurance that message is delivered.
There are two types of messaging domains in JMS.
1. Point-to-Point Messaging Domain
2. Publisher/Subscriber Messaging Domain
4.1) Point-to-Point (PTP) Messaging Domain
One message is sent to one collector alone beneath the PTP an case of message-oriented middleware mother in utilize is line the message must be held by the line until the beneficiary is ready there’s no temporal dependency between the sender and collector within the PTP.
4.2) Publisher/Subscriber (Pub/Sub) Messaging Domain
Within the Pub/Sub, a single message is sent to all endorsers. It's comparable to broadcasting. As a message-oriented middleware in this occasion, Point is in charge of both holding the message and delivering messages securely. 
There could be a worldly reliance between the distributer and supporter within the PTP
[image: ]


Fig.2 JMS Working Model

Above Fig.2 shows thw java messaging service(JMS) working model for both queue and topic.
	
	V.  JPA – Java Persistance API

JPA is brief for java determination api which is javas protest integration orm system gives a way for java applications to connected with social databases utilizing context-oriented operations.

JPA is portion of the java ee endeavor version stage and is utilized by numerous ORM devices such as sleep eclipselink and openjpa it characterizes comments and interfacing that permit designers to outline java objects to database table and perform crud make perused upgrade erase operations utilizing question pointers.

JPA moreover gives back for exchange administration caching and inquiries such as JPQL java determination inquiry dialect and criteria apiusing jpa designers can get it the complexity of sql and center on commerce reasons making information capacity more effective and less demanding to oversee too .

JPA too gives back for exchange administration, caching, and inquiry dialects such as JPQL (Java Persistance Query Language) and Criteria API

Since the same organization classes can be utilized totally different ventures and databases jpa makes a difference with code reusability the JPA has become a prevalent choice for java engineers because it streamlines application advancement by minimizing the sum of common code required it moreover gives a way to demonstrate diligent information in java making it less demanding to oversee and test applications over time







VI. IMPLEMENTATION RESULTS
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Fig.5.1 FILE SHARING HOMEPAGE

This Figure 5.1, Shows the options available in the module. The browse option is used for client to choose whether the client shares or receives the file data.
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Fig.5.2 BROWSE TO CHOOSE  FILE TO SHARE

This Figure 5.2, This module contains the input for the private port number which the user listens and can browse to choose the file and upolad it to the private port network.
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Fig.5.3 FILE RECEIVING MODULE

This Figure 5.3, This module contains the input for the private port that is created by the sender , inorder to share the data safe and secure.
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Fig.5.4 MESSAGE MODULE HOMEPAGE

This Figure 5.4, Shows the homepage for the private message. Here the user can choose to start messaging with other clients.
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Fig.5.5 CHAT UI

This Figure 5.5, Shows the chat UI for the user who can choose the other user to send and receive message .



VII. CONCLUSION

Sockets can improve communication using application services as they allow to manage services that accept and return incoming raw data. time delay. Due to their capacity to handle administrations that take and return approaching crude information attachments can move forward communication.
When utilized with application administrations slack in time the major objective of the venture is to make unused communication instruments with tall benefit compactness as well as point by point data that permits the framework to screen the stream of information passages and reflects the impacts of advance adjustments on the framework progressive inquiries for server information




Future Scope of Improvement

Workaround sharing information by means of a attachment can be difficult particularly when sending gigantic records or when there’s a issue with organize inactivity future advancements will concentrate on expanding execution through superior blunder dealing with more successful information transport or way better compression strategies

Cross-platform enhancement: As of now, the same working framework and equipment are frequently utilized for socket-based record sharing. Future changes will likely concentrate on improving cross-platform compatibility, empowering clients to move information over other working frameworks counting Windows, macOS, and Linux.

Integration with cloud-based nearby record exchanges frequently employments socket-based record sharing whereas future progresses will center on joining cloud-based instruments as a arrangement this gives clients more opportunity and comfort by permitting information to be exchanged between their neighborhood gadget and cloud capacity portable help most desktops and portable workstations utilize socket-based record sharing future progressions will center on upgrading bolster for convenient gadgets such as smartphones and tablets permitting clients to effectively exchange information between such gadgets and other gear.
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