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ABSTRACT:

Smart Security Camera is a form of camera which provides security in a specific range of area where camera is installed. Camera plays a very significant role in every aspects of security and surveillance system, and it is installed in many areas such as hospitals, buildings, school, shopping malls etc. This research paper provides a comprehensive study of smart security camera, including its history, types, advantages and disadvantages, security concerns, and future developments. The paper also includes a review of related research on smart security camera and its effectiveness in different settings.

INTRODUCTION:

In today’s modern era, peoples wanted to be safe ad secured in every aspects from any of the mischievous activity, and the most commonly used system for security is CCTV camera, wired camera, wireless camera etc. it is usually installed in hospitals, buildings, school, shopping malls etc., with the help of cameras , we can observe those specific area 24x7. It is used for detecting any mischievous activity is happen or not like noise detection, visitors counting, face detection and normal recording as well. When we required , we can take those footage or recording of respective date and time to take any action.

This project is built using highly evolved computer science field which is known as “Computer Vision”, by using latest programming language Python. We have used many packages which is used for developing this project such as OpenCV, Numpy, Tkinter, Skimage etc. This research paper aims to provide a comprehensive study of smart security camera.

History of Security Cameras:

Smart security camera is not a new concept, and it has been in use since 1942. At the time of world war 2, the first security camera was used in Germany by German scientists, they placed their cameras inside boxes and observed the firing of rockets. But at that time, it only used for line monitoring and it lacked the ability of recording events of different timeframes.

In early 60s, multiple cameras were connected to a single monitor , and a switch box is introduced, by which we can switch between alternate cameras in a single monitor.

In early 70s, the additional systems were also introduced such as solid cameras, multiplexers and VCRs , and these three are integrated to make a CCTV cameras. Technology is gradually increasing day-by-day in modern era which makes them most suitable and commercial.

Types of Security Cameras:

There are several types of cameras, including indoor and outdoor camera, wired and wireless cameras, IP and closed circuit cameras. Indoor cameras are those type of camera which we can used in our homes such as home security cameras, pet cameras, nest wired cameras etc., While outdoor cameras are those cameras which is used inside our house and they will operate under sun temperature such as video doorbells, solar powered camera. Wireless cameras can be used by connecting with Wi-Fi, while wired cameras uses wires for transmitting footage. IP cameras can be either wired or wireless but it always connected with internet, while closed circuit cameras must be wired and it does not connect to internet.

Advantages and Disadvantages of Security Cameras:

Smart security camera has several advantages. Firstly, it can continuously monitor activities and scenarios, it gives the ability to make frequently check-ups when it is needed later. Secondly, it having high quality images, videos and clear sound by which it can record a series of events happening and it gathers evidences. Thirdly, when we are dealing with a situation having some disagreements among family, employees, staff and customers, then it arrives with a right decision with the help of camera. Finally, it keeps maintaining records of ongoing events happening around a locality, and it can be used for future considerations as a reference when it is needed.

Security cameras also suffers from various privacy and security issues.

It keeps record everything and maintains their data in various folder, it might sometimes vulnerable to any of the private data in any of the folder and it creates a negative impact on user’s privacy. They can be vulnerable sometimes because if a camera is placed outside then it highly depends on the conditions of weather, when the rain comes then the water can disable the working of hardware which is present in camera and if any natural calamities comes such as lightning and thunderstorm then the camera could be disabled. It can’t stop any of the malicious activity or theft it can only records and maintains the scenarios, then it needs to be connected with some alerts or alarms, which can increases their hardware costs and expenses. If we required multiple cameras to be connected with the system then cables and wires cost could be increased and installation could be difficult. In that condition , it requires a person with higher skills with some experience.

Related Research on Security Cameras:

Several research works have been conducted to evaluate the effectiveness and security of smart security camera. Some studies have shown that modern security system is more suitable and preferable for the citizens than old live monitoring system. Many of the studies

shown that there were major developments with CCTV cameras with added functionalities, while they were also considers that it is less secured and there was some privacy issues. Some study also shows that the modern technology which is used with the security system , i.e., Raspberry, OpenCV etc. makes them more advanced than earlier.

Future developments in Security Cameras:

Smart security camera has gained significant attention in recent years, and several research works have been conducted to evaluate its effectiveness and security. Despite its advantages, Smart security camera has some security concerns that need to be addressed. Some of the potential future developments in Smart security camera are by adding in-built night vision capability, adding deep learning if it having high-powered device, by adding more additional features such as:

[1] Deadly weapon detection [2] Accident detection  [3] Fire detection

Usability improvements can be made to make smart security camera action more user-friendly. For example, users can monitor specific areas of location according to their choice at any time, they can add more cameras with the device and they can use their functionalities other than the one. This makes them very useful in education institutions and in corporate world.

IMPACT ON SOCIETY:

Smart security camera has a significant impact on society, as it provides a more user-friendly and secure method with enhanced security compared to earlier standalone security systems. Some of the impacts of smart security camera on society are as follows:

1. Improved Security:

Smart security camera provides a higher level of security than the standalone cameras because it maintains the overall details and records of the entire day monitoring or surveillance within the users folder, and the chances of data theft are reduced.

2. Ease of Use:

Smart security camera is user-friendly and it is very easier for use, anybody can access the records from the respective systems. It does not require any high-level skill to the customers for using this application in product.

3. Accessibility:

Smart security camera is accessible to a wide range of users, anybody can access the cameras and CCTVs according to their range of choice, there are several varieties of security systems are made for the users.

4. Time Saving and faster process:

Smart security camera provides faster services to the users, it can monitoring in any condition without any fault and then users can access those files or records easily as it is storing data simultaneously after the completion. Then it saves time of the user.

5. Potential for Innovation:

Smart security camera has the potential for innovation, as researchers and developers can continue to explore new ways to enhance its security and usability. This could lead to the development of some innovative methods with gradually increasing technology that are even more secure and user-friendly.

CONCLUSION:

In conclusion, smart security camera is an alternative method that has gained popularity due to its ease of use and ability to provide better security than standalone cameras/system. Future developments in smart security camera should focus on enhancing its security and usability. It also provided us a deeper insight to take any actions and making recommendations based on extracting detailed information from pictures and videos. This project also helps us in getting clear understanding of using computer vision in real world applications, and it is time saving and faster process. The future developments in smart security camera can address the security concerns and provide a more secured and user-friendly method.
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