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1. A secure and efficient file protecting system  based on SHA3 and parallel AE : 
 
Objective 
 
There are many private or confidential files stored in computers or transferred on the Internet. People worry and even fear their security problems, such as stealing, breaking, forging, and so on, and urgently need a both secure and highly efficient (for better experience) file protecting system. Thus, we propose and implement a secure and efficient file protecting system (SEFPS) for this demand. SEFPS based on advanced SHA3 (Secure Hash Algorithm 3) and parallel AES (Advance Encryption Standard) can provide the protection of both confidentiality and integrity, and produce high performance by GPU (Graphics Processing Unit) parallelism or/and CPU (Central Processing Unit) parallelism. Correspondingly, SEFPS has three variants for GPU parallelism, CPU parallelism, and both of them. The first variant includes CPU Parallel Protecting (CPP) and CPU Parallel Unprotecting (CPUP). The second variant includes GPU Parallel Protecting (GPP) and GPU Parallel Unprotecting (GPUP). The third variant includes Hybrid Parallel Protecting (HPP) and Hybrid Parallel Unprotecting (HPUP). We design and implement them, and evaluate their performance on two representative platforms by some experiments. HPP and HPUP outperform GPP and GPUP, respectively, and outperform CPP and CPUP more. For those computers not equipped with Nvidia GPUs, CPP and CPUP can be employed, because they still outperform CSP and CSUP, respectively, where CSP and CSUP denote the serial implementation of SEFPS for protecting and for unprotecting, respectively. Moreover, we also prove the security of SEFPS in terms of integrity and confidentiality. Thus, SEFPS is a secure and efficient file protecting system, and can be used in computers no matter whether equipped with Nvidia GPUs or not. 
 
Research Process Adopted 
 
A full fledged rigorous search was adapted for the research process. 
 
Conclusion 
 
We present a secure and high efficient file protecting system (SEFPS) based on SHA3- 256 and parallel AES. It can be used in protecting users’ files for transferring or storing safely. 
2. CUDA enabled Sparse Matrix-Vector Multiplication on GPUs using atomic operations 
 
Objective 
 
Existing formats for Sparse Matrix–Vector Multiplication (SpMV) on the GPU are outperforming their corresponding implementations on multi-core CPUs. In this paper, we present a new format called Sliced COO (SCOO) and an efficient CUDA implementation to perform SpMV on the GPU using atomic operations. We compare SCOO performance to existing formats of the NVIDIA Cusp library using large sparse matrices. Our results for single-precision floating-point matrices show that SCOO outperforms the COO and CSR format for all tested matrices and the HYB format for all tested unstructured matrices on a single GPU. Furthermore, our dual-GPU implementation achieves an efficiency of 94% on average. Due to the lower performance of existing CUDA-enabled GPUs for atomic operations on double- precision floating-point numbers the SCOO implementation for double-precision does not consistently outperform the other formats for every unstructured matrix. Overall, the average speedup of SCOO for the tested benchmark dataset is 3.33 (1.56) compared to CSR, 5.25 (2.42) compared to COO, 2.39 (1.37) compared to HYB for single (double) precision on a Tesla C2075. Furthermore, comparison to a Sandy-Bridge CPU shows that SCOO on a Fermi GPU outperforms the multi-threaded CSR implementation of the Intel MKL Library on an i7-2700 K by a factor between 5.5 (2.3) and 18 (12.7) for single (double) precision. 
 
Research Process Adopted 
 
Because SpMV is a largely memory bandwidth-bound operation, these speedups are mainly due to the fast GPU memory bandwidth. Reported results indicate that different access patterns to the matrix and vectors influence GPU performance. 
 
Conclusion 
 
In this paper, we have presented the SCOO format for SpMV on CUDA-enabled GPUs. It is based on a decomposition of the input matrix into a number of slices with respect to various sparsity patterns. We have also formulated an associated CUDA implementation which takes advantage of atomic operations. Furthermore, several corresponding matrix partitioning schemes have been proposed. A dual-GPU implementation has been described that efficiently overlaps computation and communication by using 
3. Legal and technical questions of file system reverse engineering 
Objective 
Reverse engineering of file systems is indispensable for tool testing, accurate evidence acquisition, and correct interpretation of data structures by law enforcement in criminal investigations. This position paper examines emerging techno-legal challenges from the practice of reverse engineering for law enforcement purposes. We demonstrate that this new context creates uncertainties about the legality of tools and methods used for evidence acquisition and the compliance of law enforcement with obligations to protect intellectual property and confidential information. Further identified are gaps between legal provisions and practice related to disclosure and peer-review of sensitive digital forensic methodology, trade secrets in investigations, and governmental vulnerability disclosure. It is demonstrated that reverse engineering of file systems is insufficiently addressed by legislators, which results in a lack of file system interpretation and validation information for law enforcement and their dependence on tools. Outlined are recommendations for further developments of digital forensic regulation. 
 
 
Research Process Adopted 
This is an indispensable part of the forensic examination of file systems for evidence acquisition. 
 
Reverse engineering of closed source file systems is necessary because the vendor documentation is either missing, treated as a trade secret, or is not sufficient for law enforcement needs. 
 
 
Conclusion 
 
Reverse engineering is an indispensable method for law enforcement in order to correctly interpret file systems, to acquire evidence and perform tool testing. When performing reverse engineering of closed-source file systems intellectual property and trade secrets might be exposed. Current legislation insufficiently addresses issues with sensitive methodology disclosure, security vulnerability disclosure, applied research by law enforcement, or tension between IPR protection and validation of forensic methodologies. Moreover, current practices and legislation are unable to overcome system- and DF-tool vendor dependencies, which undermine the scientific validity of the digital forensic process. 




 Keys under doormats: Mandating insecurity by requiring government access to all data and communication 
 
 
Objective 
 
 
Password protected systems are rapidly appearing in various smart devices (smartphone, smart- TV, in-car navigating system, etc). The key role in a successful passwords is a language understanding component, which parses user utterances into semantic concepts in order to understand users’ intentions. However, such semantic concepts and their structure are manually created by experts, and the annotation process results in extremely high cost and poor scalability in system development. Therefore, the dissertation focuses on improving generalization and scalability by automatically inferring domain knowledge and learning structures from unlabeled conversations through a matrix factorization (MF) technique 
Research Process Adopted 
 
 
Heavy processing of passwords is used in this research process. 
 
 
Conclusion 
 
 
This thesis proposal proposes an unsupervised approach by automating the password learning process on speech conversations. The preliminary results show that for the automatic speech recognition (ASR) transcripts (word error rate is about 37%), the acquired knowledge can be successfully applied to SLU modelling. 
 Apple. About encrypted storage on your new mac. 
 
Objective 
 
 
Mac computers that have the Apple T2 Security Chip integrate security into both software and hardware to provide encrypted-storage capabilities. Data on the built-in, solid-state drive (SSD) is encrypted using a hardware-accelerated AES engine built into the T2 chip. This encryption is performed with 256-bit keys tied to a unique identifier within the T2 chip. 
The advanced encryption technology integrated into the T2 chip provides line-speed encryption, but it also means that if the portion of the T2 chip containing your encryption keys becomes damaged, you might need to restore the content of your drive from a backup. This content includes system files, apps, accounts, preferences, music, photos, movies, and documents. 
 
 
Research Process Adopted 
 
 
FileVault models were adopted. 
 
 
Conclusion 
 
 
Always back up your content to a secure external drive or other secure backup location so that you can restore it, if necessary. You should also turn on FileVault for additional security, because without FileVault enabled, your encrypted SSDs automatically mount and decrypt when connected to your Mac. 
Privacy impacts of Data Encryption on the efficiency of Digital Forensics Technology 
  
Objective 
 
 
 
Owing to a number of reasons, the deployment of encryption solutions are beginning to be ubiquitous at both organizational and individual levels. The most emphasized reason is the necessity to ensure confidentiality of privileged information. Unfortunately, it is also popular as cyber-criminals' escape route from the grasp of digital forensic investigations. The direct encryption of data or indirect encryption of storage devices, more often than not, prevents access to such information contained therein. 
 
 
Research Process Adopted 
 
 
An important and popular methodology for enforcing information security is encryption, which is itself an element of cryptography. Cryptography provides a secret communication mechanism between two or more parties. 
Conclusion 
 
 
The effectiveness of data encryption as a mechanism for enforcing information privacy is massive. This is evident by the reported widespread use of various data encryption solutions at the organizational and individual levels. However, its huge success for data access restriction has been a threat for digital forensics processes over the years. Cyber-criminals have been exploiting the information confidentiality ability of data encryption solutions, to restrict digital forensics investigators' accesses to potential evidence. The ubiquitous availability, inexpensive cost and easy implementation of encryption solutions enhance the threats posed to digital forensics processes. 
On the role of file system metadata in digital forensics 
 
Objective 
 
 
 
Most of the effort in today's digital forensics community lies in the retrieval and analysis of existing information from computing systems. Little is being done to increase the quantity and quality of the forensic information on today's computing systems. In this paper we pose the question of what kind of information is desired on a system by a forensic investigator. We give an overview of the information that exists on current systems and discuss its shortcomings. We then examine the role that file system metadata play in digital forensics and analyze what kind of information is desirable for different types of forensic investigations, how feasible it is to obtain it, and discuss issues about storing the information. 
Research Process Adopted 
 
 
Most computing systems have some type of long-lived data storage that may be examined for evidence. Even though it need not be the case for every system, the usual organization of this storage is comprised of files, directories, and metadata. 
Conclusion 
 
 
In this paper we have analyzed the role file system metadata play or can play in forensic investigations. Of the questions who did what, where, when, how and why, only a few can be answered from the information collected by today's computing systems. This is in part because of space constraints, but also, as we have discussed, because some of the desired information is impossible to obtain on systems that run arbitrary programs. 
File System Forensic Analysis 
 
Objective 
 
 
Forensic Analysis is a difficult task due to the complexity of Voices. The SER performances are heavily dependent on the effectiveness of encryption features extracted from the analysis. However, most features are sensitive to irrelevant factors, such as the speaker, speaking styles, and environment. In this letter, we assume that calculating the deltas and delta-deltas for personalized features not only preserves the effective information but also reduces the influence of irrelevant factors, leading to reduce misclassification. In addition, SER often suffers from the silent frames and irrelevant frames. Meanwhile, attention mechanism has exhibited outstanding performances in learning relevant feature representations for specific tasks. 
 
 
Research Process Adopted 
 
 
We use the Cryptographic with deltas and delta-deltas as the ACRNN input, where the deltas and delta-deltas reflect the process of change. Architecture of ACRN CRNN Mode Attention Layer. 
 
 
Conclusion 
 
 
Proposed a 3-D attention-based convolutional recurrent neural networks (ACRNN) for SER. We first extract log-Mels (static, deltas and delta-deltas) from speech signals as the 3-D CNN input. Next, we combine 3-D CNN with LSTM for high-level features extraction. Finally, an attention layer is used to focus on the relevant parts and produce utterance-level affective- salient features for SER. 
Forensic apfs file recovery 
 
Objective 
 
 
 
In forensic computing, especially in the field of postmortem file system forensics, the reconstruction of lost or deleted files plays a major role. The techniques that can be applied to this end strongly depend on the specifics of the file system in question. Various file systems are already well-investigated, such as FAT16/32, NTFS for Microsoft Windows systems and Ext2/3/4 as the most common Linux file systems and HFS/HFS+ for macOS. There also exist tools, such as the famous Sleuthkit by Brian Carrier that provide file recovery features for those file systems by interpreting the file system's internal data structures. APFS is the new file system for Apple devices that is applied by default on all current iOS mobile devices, as well as macOS since High Sierra, and is thus currently rolled out on a large number of devices. However, for APFS, no forensic file recovery methodologies have been developed so far. In this paper, we propose different approaches to identify and recover (deleted) files on an APFS file system. We implemented our approaches as a proof of concept tool and evaluate those against each other and against file carving. 
Research Process Adopted 
 
 
A formidable task for researchers in the area of processing. There are four criteria necessary in preparing a database—the scope, the physical existence, contents and the actual language chosen. 
 
 
Conclusion 
 
 
In the recent past extensive effort have been expended by researchers in the area of encrypting passwords. In this study a significant number of research papers were surveyed based on three parameters—database, feature extraction and classifiers. 
 The risks of key recovery, key escrow, and trusted third-party encryption 
 
Objective 
 
 
 
A variety of "key recovery," "key escrow," and "trusted third-party" encryption requirements have been suggested in recent years by government agencies seeking to conduct covert surveillance within the changing environments brought about by new technologies. This report examines the fundamental properties of these requirements and attempts to outline the technical risks, costs, and implications of deploying systems that provide government access to encryption keys. 
Research Process Adopted 
 
 
Key recovery also increases the diculty and expense of designing user-level encryption software and hardware. These costs vary depending on the particular application and the precise nature of the recovery system, but could be substantial in some cases. Integrating key recovery, especially in a secure manner, can also substantially delay the release of software. Given the highly competitive nature and short product life-cycles of today's hardware and software markets, such delays could discourage vendors from incorporating it at all, or worse, encourage sloppy, poorly-validated designs. Compatibility with older products presents special challenges and further increases these costs. 
Conclusion 
 
 
Key recovery systems are inherently less secure, more costly, and more dicult to use than similar systems without a recovery feature. The massive deployment of key-recovery-based infrastructures to meet law enforcement's specications will require signicant sacrices in security and convenience and substantially increased costs to all users of encryption. Furthermore, building the secure infrastructure of the breathtaking scale and complexity that would be required for such a scheme is beyond the experience and current competency of the eld, and may well introduce ultimately unacceptable risks and costs. 
The growing impact of full disk encryption on digital forensics 
 
Objective 
 
 
 
The increasing use of full disk encryption (FDE) can significantly hamper digital investigations, potentially preventing access to all digital evidence in a case. The practice of shutting down an evidential computer is not an acceptable technique when dealing with FDE or even volume encryption because it may result in all data on the device being rendered inaccessible for forensic examination. To address this challenge, there is a pressing need for more effective on-scene capabilities to detect and preserve encryption prior to pulling the plug. In addition, to give digital investigators the best chance of obtaining decrypted data in the field, prosecutors need to prepare search warrants with FDE in mind. This paper describes how FDE has hampered past investigations, and how circumventing FDE has benefited certain cases. 
Research Process Adopted 
 
 
In the era of FDE, pulling the plug from a computer is not an acceptable response technique when encountering FDE or even volume encryption. Although it is a good practice to document written passphases and to collect removable media that may contain recovery keys, additional approaches are needed to increase the chances that encrypted data will be preserved. Digital investigators must increase their capabilities to detect encryption in the field prior to pulling the plug. 
Conclusion 
 
 
The increasing use of full disk encryption has far reaching implications in digital forensics. Digital investigators must be prepared to confront FDE at the crime scene and prosecutors need to prepare search warrants with FDE in mind. On-scene protocols need to be adapted to obtain the information necessary to tackle FDE. 
 A Research Threshold Efficient Hybrid Encryption Schema for Secure File System 
 
 
Objective 
 
 
Electronic technologies have radically changed the way of doing business and the way of storing and sharing information. In the technology revolution, security is more affected with the introduction of distributed environment where data requires accessing from remote computers. When Operating Systems (OS) are running on a device with no file encryption, normally file access is controlled through user authentication mechanisms by its own operating system. However, an invader can easily bypass this fence if he gains physical access to the computer. To protect sensitive files/data even if physically accessed the device, the most widely accepted solution to this is to store the files encrypted on the physical media. Windows family of OS uses an EFS, similarly Gnupg is an encryption tool for operating systems such as FreeBSD, Solaris, MacOS to enforce security measure and much more algorithm which are using short length key or keys for encrypting the file-system. Even though these systems are good, still there is a question about confidentiality and privacy because of explosive growth of computing power and cryptanalysis tools and techniques. 
 
Research Process Adopted 
 
 
The strength of any cryptosystem depends upon the make use of unpredictable quantities like the continuous supply of key-stream in OTP, the large prime numbers selection in RSA, sub- keys in DES encryption etc. 
Conclusion 
 
 
The proposed hybrid schema Rbits enhances the security level of the confidential files even if the source storage device passively connected. This hybrid method achieves enhanced confidentiality and privacy by introducing an encapsulated master key which rekeys continuously to entire file. This would help to cover any perceptible patterns in the resultant ciphertext in the file, because re-keying eliminates repeating patterns. Further the proposed method is faster in terms of speed, has strong avalanche effect (key and data sensitive) and robust and secure. 
A new model for forensic data extraction from encrypted mobile devices 
 
 
 
Objective 
 
 
In this paper, we explain the increased encryption and security protection measures in modern mobile devices and their impact on traditional forensic data extraction techniques for law enforcement purposes. We demonstrate that in order to overcome encryption challenges, new mobile forensic methods rely on bypassing the security features and exploiting system vulnerabilities. A new model for forensic acquisition is proposed. The model is supported by a legal framework focused on the usability of digital evidence obtained through vulnerability exploitation. 
Research Process Adopted 
 
The new model for mobile acquisition proposed in this paper includes vulnerability exploitation capabilities and contributes for the standardization and minimisation of forensic hacking techniques in evidence collection. It will provide a clear understanding regarding the intrusiveness of each level in the model, and when it is justified to exploit vulnerabilities for mobile forensics purposes. The model also accommodates cloud and reverse engineering acquisition. 
 
Conclusion 
 
In order to standardize and validate mobile forensic data extraction techniques, further research and efforts are needed. This may be performed by organizations such as a multi- disciplinary EU commission to evaluate the methodology, along with its proportionality and reliability. Additionally, the legislative debate must be enriched by including forensic examiner subject matter expertise. National legislation on lawful exploitation of vulnerabilities will have negative extraterritorial political, economical, and human rights effects. Preferably, strong protection of privacy and system security with encryption must be codified in international treaty, which explicitly regulates exceptions for investigative purposes and implements universal safeguards for human rights. 
Development of a New Cryptographic Construct Using Palmprint-Based Fuzzy Vault 
 
 
Objective 
 
 
 
Hacking of the information is widely considered as one of the potential attacks on any secure system. Authentication systems should be designed to withstand such attacks when deployed for critical security applications such as e-commerce and accesses to restricted data/buildings. Biometric-based authentication is considered as one of the most secured systems whenever high privacy is demanded. However, such authentication systems itself follow stepwise procedural algorithms, like feature extraction, matching, classification, and so forth, for authentication/verification purposes 
Research Process Adopted 
 
 
The combination of cryptology and biometrics has emerged as promising component of information security. Despite the current popularity of palmprint biometric, there has not been any attempt to investigate its usage for the fuzzy vault. This paper therefore investigates the possible usage of palmprint in fuzzy vault to develop a user friendly and reliable crypto system. 
We suggest the use of both symmetric and asymmetric approach for the encryption. 
Conclusion 
 
 
This paper has investigated a new approach to construct the cryptographic vault using palmprint features. In order to combine cryptography with palmprint features we have also incorporated the implementation of double encryption. This can efficiently reduce the possibility of hacking within a cryptosystem. 
Secure and Cost Effective Cryptosystem Design Based on Random Multiple Key Streams 
 
 
Objective 
 
 
There are many cryptographic systems that use complex operations involving substitutions and permutations to produce resistant ciphertext, even if the level of the security of these cryptosystems are good, there should be tradeoff between security level and operational cost and the ever increasing virtual infrastructure and mobile, cloud computing technologies creating much more complexities and demanding cost effective and secure cryptographic algorithms. In order to make a cipher more difficult to break, one could use various keys in cryptosystem. This would help to cover any perceptible patterns in the ciphertext. In fact, one can produce unbreakable ciphertext by supplying randomly generated key on each bit of data that is mathematically infeasible to break. Since different random bits or keys would not lead to any repeating patterns. 
Research Process Adopted 
 
 
The basic principle that all cryptosystem designers must kept in mind is that a cryptosystem should be secure even if the whole thing about the system is public knowledge except the encryption key. A cryptographic system is said to be secure if the ciphertext does not contain adequate details to find out the matching plaintext. 
Conclusion 
 
 
In Rbits cipher random multiple keys are generated at the both sender and receiver, but not transmitted along with message and avoids transmission overheads. By supplying multiple keys to each block of data ensure highly secured ciphertext even for the plaintext with repetitive patters and with the added CBC operation the statistical characteristics of the plaintext are masked to such an extent that any type of cryptanalysis is infeasible. 
4.
6. 
5.  

Study of file encryption and decryption system using security key Objective 
 
The paper tries to have made a study of the security keys of USB, which can achieve these functions such as data encryption, digital signature, and identity authentication. Based on the analysis of the security key system, the paper also introduces its formation, functions and cryptosystem while putting forward a file encryption project on the basis of the USB security key. The project adopts the combination of soft hardware, the software conducting the process of file encryption and hardware taking charge of the management of secret key and the encryption of session key. The project makes a full use of the respective advantages upon the Symmetetric-key cryptosystems and the Publed-key cryptosystem, which means to encrypt the electronic documents by using the algorithms of the Symmetetric-key cryptosystems and transmit its secret key by employing the ones of the Public-key cryptosystem. Simultaneously, the validation of the informative integrity and authenticity have been realized by the use of information abstract algorithms. With high security, high efficiency and user-friendliness, the project achieves the file encryption with the strong extendibility of the system on the basis of the characteristics of USB security key. 
Research Process Adopted 
 
 
Heavy researching process is involved in this process and many methodologies is used in this project. 
 
 
Conclusion 
 
 
Many algorithms have been developed. However, there exist meaningful prospects and fertile ground for future research opportunities not only in but many other domains. 
Research on a Normal File Encryption and Decryption 
Objective 
The advent of information technology (internet) some decades ago has brought about many changes in the way information is being disseminated and exchanged between people, between nations and as well in the whole world. Long ago, the issue of information "theft" has evolved worldwide and concerns about how to remediate it are getting the attention of experts in the area of Information Security. Today, with the current proliferation of some newly invented methods in cryptanalysis it is obvious that information security is the panacea. 
Research Process Adopted 
 
 
The Internet as a giant network of computers that connects people by sharing information all over the world is today one of the newest and most exciting learning tools. People can now communicate in a very quick, short, and reliable way than ever before using computer desktops and laptops and other means as their channels 
Conclusion 
 
 
In this paper, our strategy used is to apply the encryption methods of the AES and MD5 following some steps in the encryption process in order to produce an outcome of file that will as a result be hashed and strongly decrypted through the robust software for file storing. The most important aspect of our application is the intervention of those elements in the process of the encryption to produce an interwoven hashed result which can escape the tricks of malicious operations by eavesdroppers. Results of the encryption have shown that the software can provide a large scale of file encryption since binary, text and any other file type can be encrypted successfully. 
Low latency for file encryption and decryption using BRA algorithm in network security 
Objective 
 
 
Information security is major obstacle in different areas like military, network application, bank application. File is forward from one location to another location in the network. Many hackers are illegally access the information. To provide solution to this problem many authors has introduced different algorithms and techniques. The different algorithms like AES, DES and triple DES achieve more security but it takes more time for encryption and decryption files. These algorithm increases the complexity of the algorithm. In our algorithm we have investigate parameters of network security. This algorithm provides more security and takes smallest amount of time for file encryption and decryption. 
Research Process Adopted 
 
 
 
Now a day's security is important issue in the data communication. Many author has implemented different algorithms and techniques for achieve strong security. Every algorithm and techniques having different advantages and disadvantages. Delay, throughput, energy consumption are the important QoS of the Sensor networks. In wireless sensor technology author propose the new hybrid FMAC Protocol for improve the performance of the network. Conclusion 
 
 
This algorithm can apply on different types of files like text, image, audio, video files. In the Byte Rotation Algorithm involve two techniques. One is random key generation technique is used. And second is parallel encryption and decryption is process using multithreading technique. Key size of random key generation technique is 128 bit.128 bit random key generation is difficult for crack to attacker. 
EncFS goes multi-user: Adding access control to an encrypted file system 
Objective 
 
 
Among the different existing cryptographic file systems, EncFS has a unique feature that makes it attractive for backup setups involving untrusted (cloud) storage. It is a file-based overlay file system in normal operation (i.e., it maintains a directory hierarchy by storing encrypted representations of files and folders in a specific source folder), but its reverse mode allows to reverse this process: Users can mount deterministic, encrypted views of their local, unencrypted files on the fly, allowing synchronization to untrusted storage using standard tools like rsync without having to store encrypted representations on the local hard drive. So far, EncFS is a single-user solution: All files of a folder are encrypted using the same, static key; file access rights are passed through to the encrypted representation, but not otherwise considered. 
 
 
Research Process Adopted 
 
 
Although encryption causes some overhead since small changes to file contents typically change their complete ciphertexts. Normal operation would be possible as well by using a permanently mounted EncFS folder as shared folder and backing up its source folder. Conclusion 
 
 
Given a user's key and a complete encrypted source directory, the extension allows access to exactly those files the user is authorized for according to the corresponding owner/group/permissions information. Just like EncFS, our extension depends only on symmetric cryptographic primitives. 
16. 
16. 
16. 

20. A remotely keyed file encryption scheme under mobile cloud computing Objective 
 
The storage and computing capacity limitations of a mobile terminal pare down the file sharing ability between mobile terminals and public clouds. Moreover, the security of public clouds increases perceived risks. Private clouds represent a very effective platform and can be regarded as a trusted third party for improving the level of security when a user uses a file from public clouds. Thus, we propose a new scheme called FREDP (File Remotely keyed Encryption and Data Protection). This scheme involves three-party interaction among a mobile terminal, private clouds and public clouds. The private clouds share the ciphertext file to the public clouds until the mobile terminal and the trusted third party, the private clouds, finish the encryption of the plaintext file using a remotely keyed encryption algorithm. To ensure security when a mobile terminal uses data, the private clouds as the third party regularly verify the integrity of the data in the public clouds. Finally, the mobile terminal and private clouds decrypt the ciphertext file to allow the user of the mobile terminal to use the data. In addition, we analyze the security of FREDP using BAN. The FREDP satisfies the security standard. In addition, we conduct an experiment to measure the scheme's performance. The results show that FREDP achieves good performance. 
 
Research Process Adopted 
In our scenario, the MT trusts the PrC, and state that the communication between the MT and PrC is secure. The level of security of the scheme depends on the data interchange security between the PrC and the PuC. Conclusion 
 
This paper develops an FREDP scheme combined with mobile cloud computing. The details are as follows: 
 
First, we perform remotely keyed file encryption based on the interactions between the MT and the PrC to ensure the confidentiality of the file, and we transfer the MT's complex computations to the PrC, which has strong computing abilities. To reduce the MT's workload, we also improve the security of the user key. 
21. Encryption Policy and Its International Impacts: A Framework for Understanding Extraterritorial Ripple Effects 
 
 
Objective 
 
 
In the wake of the 2016 San Bernardino shooting, Apple and the US Federal Bureau of Investigation waged a public battle over the availability of essentially unbreakable encryption in consumer devices.1 Ultimately the FBI was able to access the contents of the phone.2 This forestalled proposed changes to US law and policy that would have effectively changed the level of encryption available in American consumer technologies.3 Throughout this tense domestic debate—involving a US crime, US law enforcement, a US company, and US law— there was only a vague sense of what the broader international implications might be.4 As the Trump administration considers reopening the debate over US encryption policies, and as many countries around the world consider and implement their own encryption policies, it is more important than ever to understand the ways in which seemingly domestic encryption policy decisions can reverberate around the globe. 
 
 
Research Process Adopted 
The technological effects from US encryption policies are visible as well. For example, due to concerns over the potential vulnerabilities in the US-backed Dual_EC_DRBG encryption standard after the NSA revelations, the Brazilian government discreetly ceased use of certain NSA-endorsed encryption techniques. 
 
 
Conclusion 
This paper offers a conceptual framework that can help policy-makers better understand and anticipate the potential international ripple effects of domestic encryption policies. Through the use of the factors identified above, policy-makers can engage in more informed decision- making by carefully and systematically thinking through the various instruments of encryption policy-making, the relationships and pathways those instruments can activate, and the range of effects that might emerge. Our framework can be a useful starting place, but in an effort to make these ripple effects more comprehensible, it also oversimplifies. Often, encryption policies are considered in parallel both with each other and with changing world events, leading to a range of interference patterns and feedback loops as the ripple effects propagate outwards. Future work in this space may help refine and add additional nuance to our framework and factors as we continue to research the full scope and impact of encryption policies. 
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