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Abstract— Blockchain a distributed ledger technology that has the potential to revolutionize the world. By its features like PDL (Public Distributes Ledger), Hyper Ledger, Hash Encryption, Decentralized approach, tamper proof and its immutable in nature. One of the countries with the fastest-rising GDPs world is India which intern suffers with lot of corruption from allocation of funds to reach of funds to end users and there is no transparency between Government and citizen which is huge problem and locating the sources of corruption and tracking funds is nearly impossible due to various level of transaction. This kind of problems can be tackled by Implementing blockchain to our current system it reduces corruption by using its features like immutable (Transactions cannot be tampered), Hash Encryption and Decentralization. This features helps in achieving transparency between Government and Citizen and each transactions can be easily tracked.

Index Terms— Ethereum Blockchain, IPFS, Meta Mask

I. INTRODUCTION
Blockchain a booming technology that is being adopted Blockchain a booming technology that is being adopted by numerous industries worldwide, including the crypto currency market, banking, and healthcare, Decentralized finance system, Healthcare and also some countries like Singapore, Portugal UAE have also implemented Blockchain.  Blockchain was coined by anonymous person known as ‘Satoshi Nakamoto’ first it was a concept on white paper and some presume that he is also behind the development of bitcoin a cryptocurrency which also uses blockchain frame work. Its is a well-built mechanism that records in form of chain and inside the chain each transaction (Info) is recorded in block such a way that they cannot be modified or tampered which makes it more reliable and secure. There are various types of blockchain framework like Ethereum, IBM, stellar, EOSIO etc. Ethereum blockchain is one of the most commonly used framework. In this paper we will address the use of blockchain technology for tracking and allocating funds. 

It’s Similar to a financial ledger, which keeps track of all transaction records, it is also known as a digital ledger. Digital ledgers contain information about each transaction that allows them to be monitored, and they use hash encryption for each block of transactions to make it difficult for anybody to access or tamper the data. 

Each block is linked to next block and form a chain of decentralized network that's why its called “Blockchain” integrity of data is maintained through the network.  

Government carries out numerous transactions everyday those transactions are much difficult to record, track and maintain so the corruption rate is so high this can be solved by implementing blockchain.[2] India allocates numerous funds each year on water and agricultural fields etc for rural people its so difficult to access these funds due to corruption.[3] So blockchain overcomes these problems by reducing gap between rural claims and fund allocation.

II. LITERATURE SURVEY

The phase that matters the most in any type of study is the literature review. Before beginning development, it is important to research earlier works in the field in which we are working. Based on this research, we may anticipate or create potential drawbacks and begin creating with those in mind. This section provides a brief ov   erview of relevant work on the use of blockchain technology in the government fund tracking system. Blockchain technology can reduce corruption and track public funds. It is transparent and unchangeable, making it challenging to steal or utilise money improperly. The development and economy of a nation will be significantly impacted by this technology. In developing nations with high levels of corruption, it is especially helpful. [1] Governments can track funds more effectively and cut down on corruption by using blockchain. Distributed ledger technology called blockchain can be used to securely and openly record transactions. It is therefore perfect for monitoring government money, which are frequently subject to corruption. [2]
The distributed ledger technology known as blockchain can increase the reliability and openness of data-based transactions. It could be applied to government to increase effectiveness and accountability[3]. Although blockchain is still in its infancy, it has the potential to completely change how we interact with data. Blockchain, a distributed ledger system, enables safe, open, and unchangeable transactions. [5] Blockchain is a transparent and safe mechanism to keep track of transactions. It uses distributed ledger technology to enable safe, unchangeable, and open transactions. [4]
The distributed ledger technology known as blockchain can be used to track assets and transactions. It can revolutionise many sectors since it is efficient, transparent, and safe. In this article, we cover the topic of using blockchain to track and distribute financial resources. In this regard, we think blockchain can assist to increase security, efficiency, and transparency.[6]
Blockchain technology can be applied to public sector to increase security, efficiency, and transparency in a number of sectors, including voting, government contracts, and property registries.[7] A new technology called blockchain can be utilised to build reliable and secure electronic voting systems.  This study suggests a blockchain-based design for an electronic voting system. The system was developed on a local blockchain, but it may be scaled up. Voter identification and votes are protected and secured using blockchain. This may promote election system credibility [10].
 It is the core technology that powers Bitcoin and other cryptocurrencies, but it also has promise for a broad range of other uses, including supply chain management, healthcare, and banking[5].
 Public sector organisations[8] are experimenting with blockchain technology more and more, but it is still unclear how to use this hyped and new technology to its full potential. They made a case that public organisations must create a clear vision for how blockchain might be used to enhance public services by drawing on the idea of "organising vision" in doing so. Additionally, they contend that government agencies must increase stakeholder confidence and legitimacy in blockchain technology.
 A new crowdfunding platform guarantees investors returns and calls for open communication and responsibility between investors and companies. The application will manage investments and make sure that backers are compensated if a project is unsuccessful using a cutting-edge blockchain-based technology. Additionally, it will offer in-the-moment updates on project development so that donors can see how their money is being put to use[8].
A network of interconnected devices known as the Internet of Things (IoT) may gather, share, and analyse data. Traditional IoT systems, however, have challenges with single point of failure and restricted scalability. By offering a decentralised and impenetrable platform for data storage and administration, blockchain technology may be utilised to address these issues. In order to establish a more secure, scalable, and dependable IoT system, this study suggests an IoT architecture built on blockchain technology.[11]
It is suggested to use smart contracts to implement a trustworthy resource allocation system. Both a reputation evaluation mechanism and a group buying pricing mechanism are included in the process. The REM rapidly damages the reputation of edge servers with anomalous behaviours, whereas the GBPM offers differential charges and maximises the usefulness of end users.[12]
It can help lower costs and hazards while enhancing efficiency, accountability, and openness. The implementation of blockchain in the public sector, however, also faces significant difficulties, including the requirement for technical know-how and the necessity to solve security issues.[13]
Blockchain technology has the potential to make e-participation systems better by increasing their efficiency, security, and transparency. The legitimacy of governmental institutions can be improved and public engagement can be increased as a result.[14]
By eliminating middlemen and establishing a decentralised system, blockchain technology may be utilised to increase the transparency and effectiveness of public procurement. This may aid in lowering corruption and enhancing governmental institutions' accountability[15]. 
III. EXISTING SYSTEM
Initially Indian Finance Minister creates the budget with the aid of advisers and officials. They meet with the heads of each sector to estimate how much money is needed for them, and then a final report is created. The budget will then be made public.
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Fig. 1 Distribution of Funds 

After the budget is announced then the funds will be allotted for each sector like Education, Healthcare, Agriculture, infrastructure etc. People can access these funds through various channels: Direct benefit transfers (DBTs) are electronic payments that are made straight to beneficiaries' bank accounts. Public distribution system (PDS) a system of government-run stores that provides eligible families with subsidised kerosene, sugar and food products.

Midday meal programme students attending government-run or -aided schools are given free lunches as part of the midday meal programme.

The Pradhan Mantri The Jan Dhan Yojana (PMJDY) is a financial inclusion programme that attempts to give the underprivileged access to bank accounts, insurance, and other financial services.

With regard to allocating and gaining access to cash, the Indian government has made significant advances in recent years. There is still room for development, though.
Challenges that Indian government face are:

Corruption: Corruption is a serious issue in India and can result in the theft of public funds.

Lack of transparency: The government's budget process is complex, which makes it difficult to track how funds are being used.

Weak Institutions: Government institutions are frequently weak and ineffective, which can make it challenging to properly enact policies and provide services.

IV  PROPOSED SYSTEM

The proposed system is implemented using different modules.
MODULES

User(citizen) needs to request funds by uploading appropriate documents like Images, Documents etc. After request the file will be encrypted and stored in blockchain in form of block each request creates new block.

State government will login and accept (pay) or reject the request based on documents and images that are uploaded by the user(citizen).

Central government is the final method which will pay for user.

User (citizen)
User register to system

User Login to system

User can view profile

User can connect to Meta Mask wallet

User request funds

User Track Status of requested funds

View all Transactions done by Government

State Government

Connect to dedicated Meta Mask wallet

View request in detail

Accept request and send to Central

Reject request and give feedback

Updating status

Request Funds

Pay citizen if amount is less than 50,000

   Central Government

    Connect to dedicated Meta Mask wallet

    View request in detail

    Reject request and give feedback

    Updating status

    Request Funds

    Pay citizen 
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 Fig. 2 Flowchart of the proposed system Detailed System    Design and Architecture
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                            Fig. 3 System Design

· Citizen - requests by uploading materials such as images, personal information, and legally valid papers. Example: If a user is asking money for flooding, he must also include pictures of the affected area, official documents, and identification from the government.

· Website – UI (User interface) medium to interact with blockchain using Meta mask.

· State Government -Verifies the documents if the document is proper then accepts and sends it to central else rejects the request and updates feedback. If the amount is less than 50,000 state government have authority to make payment.

· Status update - Used for tracking the request. example if the request is rejected by state government, then the status of fund will be update to “STATE REJECTED” feedback will be given below (or) if it’s accepted by state then updated as “STATE APPROVED” for central its vice-versa.

· Blockchain – Series of nodes which are inter-linked to each other in form of chain which cannot be modified each node consists of request and transaction details. 

· Direct Request - User can also make direct request to central government for funds. Here we are eliminating state government.

· Central Government – It is final stage in in this proposed system where he to reviews the request if its satisfied then he will transfer the funds.
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Fig. 4 Architecture Diagram

A. Mathematical Model

Let’s consider:

· C  =  Citizen

· ST = State Government

· CT = Central Government

· S, I,  DOC = status, Image, Documents

· F = Feedback

     INPUT: Request by citizen with detailed documents,     images.

OUTPUT: Transfer funds or Reject funds.

requests for funds CR = {I, DOC}

ST review the request {CR}

Where, CR satisfied then S = {STATE APPROVED}

else, S = {REJECTED}, F = {feedback}

CT if ST {S} “PAID” transfer amount

else, S = {REJECTED}, F = {feedback}

Space Complexity: The presentation and visualisation of found Data determine the space complexity.

The complexity of the space increases as more data is stored there.



                    V. RESULTS

The results of the implemented method has been given    below.
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                     Fig. 5 Citizen Page
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                     Fig. 6 Request Page (Meta mask)
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                         Fig. 7 Tracking Page
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                Fig. 8 State Approve Page

[image: image8.png]s

T

[ Central Govt ] [ State(Gov)

User(ctizen)

Request List
(Total Sanctoned
amount

<>

Total Amount

Sanctioned





       Fig. 9 List of All Transactions and status
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       Fig. 10 Central Payment

Tech Stacks used:

· MetaMask (wallet)

· React JS (Frontend)

· Hardhat (Blockchain Deployment)

· Solidity (Smart Contract)

· Web 3 

· Vite Framework 

· Ethereum (Transaction)

· SweetAlert2

· Tailwind CSS 

VI. Conclusion

Blockchain technology has ability to completely change how public funds are distributed and managed. Blockchain assist to lessen corruption, increase efficiency, and guarantee that public money spent as efficiently as possible by providing a safe, open and irreversible log of all transaction.  Before implementing blockchain in real-time there are number of challenges that needs to be resolved. Cost, lack of knowledge, security concerns.Despite of challenges, blockchain technology has enormous potential for tracking and allocating public funds. Blockchain has the potential to improve government transparency, efficiency, and accountability. Some additional features of blockchain are: Transparency is improved: Since blockchain is a transparent technology, all transactions are recorded on a public ledger. Efficiency gain: By automating many of the human procedures involved in tracking and awarding funds, blockchain can assist to simplify the government financing process. The two can be saved in this way. Enhanced accountability: Blockchain can assist in holding public servants responsible for how they use taxpayer money. All transactions are tracked on a public ledger, making it considerably simpler to spot any financial fraud. It is recommended that footnotes be avoided (except for the unnumbered footnote with the receipt date on the first page). Instead, try to integrate the footnote information into the text and the reference part.
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