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Abstract:  
 

The evolution of computer technologies in education has propelled 

the widespread adoption of Learning Management Systems (LMS). 
However, amidst the competitive landscape and evolving 

terminology, ensuring the security of these systems remains 

paramount. This study conducts a comprehensive analysis of security 
measures in open-source LMS, employing robust methodologies for 

data collection, participant selection, and analysis. Through 

biannual benchmarking analyses, market trends among leading LMS 
providers such as Canvas, Brightspace, Moodle, and Blackboard 

Learn are identified, shedding light on shifts in market dominance 

and growth patterns. The conclusion underscores the urgency of 
bolstering security measures in open-source LMS, advocating for 

continuous vigilance and adaptation to safeguard educational 
institutions and learners in the digital age. 
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I. Introduction:   

The integration of computer technologies in educational practice 

dates back several decades to the onset of the 'information 

revolution.' In the 1980s, there were debates about the significance 

of computers in education [1]. However, in the 1990s, personal 

computers, educational software, and the World Wide Web 

experienced explosive growth, making computer-assisted pedagogy 

a prominent feature in education. 

This development led to the rapid emergence of Learning 

Management Systems (LMSs) - comprehensive learning platforms 

that support various aspects of education, from administrative tasks 

to course delivery and assessment. Some researchers [2] attribute 

the emergence of LMSs to basic "training management systems," 

which later evolved into comprehensive "e-learning platforms," 

while others [3] highlight the role of integrated learning systems as 

predecessors to modern LMSs. 

However, there is no universal consensus on the exact scope 

of the term "Learning Management System," which is often 

used interchangeably with "course management system." In 

this context, attempting to establish a singular, all-

encompassing definition of an LMS or differentiating it from 

a CMS is considered unproductive. As a result, both terms are 

frequently used interchangeably. This publication aims to 

provide an "ostensive" definition of an LMS, covering a wide 

range of commercial and open-source LMSs and related 

technologies used in higher education institutions. However, 

the focus is primarily on LMSs used in academic settings 

rather than those used for corporate training purposes. 

Currently, there are numerous LMS solutions available for higher 

education from commercial providers. For example, the dominant 

player in the United States is Blackboard Corporation, which 

captures approximately 57 percent of the educational market. 

Alternatively, institutions can choose open-source alternatives like 

Moodle or Sakai without incurring licensing costs. Proprietary in-

house e-learning platforms developed by some institutions, 

particularly for-profit schools, are not addressed in this publication. 

As the LMS market matures, some users consider transitioning from 

their current LMS to a different product. These transitions are 

usually motivated by cost reduction or dissatisfaction with the 

existing system. 

All LMS products, whether commercial or open-source, offer 

similar functionalities, including administrative tasks such as 

student registration and assessment, as well as content management. 

Typically, LMSs leverage advanced relational database software, 

such as Oracle, Microsoft SQL Server, or MySQL for open-source 

systems, to enhance data security through various login roles such 

as instructor, student, or guest. 

Section One, "Learning Management Systems (LMS): An 

Overview," begins with a comprehensive overview by Anthony 

Pina, focusing on LMSs commonly used in academia, with a 

particular emphasis on commercial products. Dr. Pina introduces 

key features present in most LMSs and presents a comparative 

analysis of prevalent products, setting the stage for Section Two, 

which explores selecting an appropriate LMS platform. 

 The section concludes with a chapter by Wolfgang Hommel, 

addressing security and privacy concerns within the e-learning 

environment. Dr. Hommel approaches security and privacy 

management from a systemic viewpoint, considering the complex 

distributed nature of e-learning environments that are susceptible to 

various security risks. Successful security measures are discussed 

within the context of popular open-source LMSs like OLAT and 

Moodle, with an analysis of how Federated Identity Management 

could enhance secure communication between e-learning entities. 

This chapter aims to guide developers, system administrators, and 

network administrators in seamlessly integrating a newly adopted 

LMS into existing infrastructure. 

 

Fig 1: Structure of the thesis 
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II. Literature review: 

Learning Management Systems (LMS) have become widely used in 

colleges and universities. Some popular LMS platforms include 

Blackboard, Desire2Learn, Sakai, Canvas and Moodle [4]. The 

popularity of these systems is seen as evidence of the 

institutionalization of e-learning in higher education [5]. According to 

Harrington and colleagues, the adoption of LMS in higher education 

has been faster and more widespread than any other innovation [6]. 

While technology-delivered instruction has a long history, the current 

generation of LMS is still relatively new, entering its second decade 

[7]. 

From a technical standpoint, a learning management system (LMS) is 

a server-based software program that interfaces with a database 

containing information about users, courses, and content. An LMS is 

similar to other systems designed for e-commerce, human resources, 

payroll, and student records. What sets an LMS apart is its 

instructional nature. It provides a seamless environment for learning 

and teaching activities, without being limited by time and space 

boundaries [8]. Face-to-face courses that use an LMS for required or 

supplemental activities are often referred to as web-enhanced courses 

[9]. 

Learning management systems are known by different names in 

the literature, including course management systems, virtual 

learning environments, and e-learning courseware [10]. Some 

authors distinguish between course management systems and 

learning management systems (e.g., [11], [12]), while others 

argue that the term "course management system" should be 

abandoned due to potential confusion with content management 

systems (CMS) [13]. Despite these minor controversies, the 

majority of U.S.-based journals and other media tend to use the 

terms "learning management system" (LMS) and "course 

management system" (CMS) interchangeably. In Europe and 

Asia, the term "virtual learning environment" (VLE) is more 

commonly used. 

 

Fig 2: Learning Management Systems (LMS) 

2.1.Learning Management Systems (LMS): 

While the goal of a CMS is to store and distribute content, 

the goal of a learning management system (LMS) is to 

"simplify the administration of learning/training programs 

within an organization" [14]. LMS allow a learner to launch 

eLearning. LMS help manage the interactions between the 

learner and the eLearning and other related resources. LMS 

help learners plan and monitor their progress in their 

learning journey.  

LMS are “software that automate[s] the administration of training 

events” [15]. The automation of administrative functions via 

LMS can lead to considerable time, personnel, and resource 

savings. An LMS has significant administrative functions, which 

help an organization to "target, deliver, track, analyze, and report 

on…. learning" [14]. These robust administrative functions 

enable organizations to track completion of mandated training, 

currency of professional certifications, and mandatory human 

resource related programs[16].  

LMS integrate tools to manage the tracking of learners and the 

content along with appropriate work flow processes. This 

combination of tools and processes allows an LMS to support the 

delivery and management of learning and tracking the results. As 

[17]  explains, learning management systems “enable companies 

to plan and track the learning needs and accomplishments of 

employees, customers, and partners”.  

Every LMS should have the ability to display a catalog, register 

learners, track learner progress, and provide reports. LMSs must 

be capable of handling various delivery modes, such as online, 

instructor-led, self-paced, collaborative, facilitated, 

nonfacilitated, and others [18].  

LMSs are either installed on an organization's intranet or hosted 

off-site by service providers. When using service providers, 

LMSs are accessed through either an extranet, which is a private 

network that uses Internet protocols and public 

telecommunication systems to share a business's information 

externally, or the internet, which consists of interconnected 

networks using TCP/IP protocols  [19].  

The internet is external to a corporate intranet. [20] emphasizes 

that a learning management system uses Internet technologies to 

manage the interaction between users and learning resources, 

whether the LMS is operated internally or externally to a 

corporation.  

Figure 3 illustrates the relationship of the components that make 

up a learning management system. An LMS has the capability to 

manage learners and their records, as well as the learning process. 

Within an LMS, users interact with their learner data and learning 

management information. The learning content is not part of this 

configuration. 

 

Fig 3: LMS Components  
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Some LMS focus on content management, but it is not their 

primary focus. According to [20], LMS vary from vendor to 

vendor in terms of their features, but they all have core 

capabilities. These include an online course catalog, an online 

registration system, competency assessment, eLearning 

launch and tracking, learning assessment, learning material 

management, customizable reporting, collaborative and 

synchronous learning tools, and integration with other 

enterprise applications. The goal of LMS is to manage the 

processes related to training and education delivery and 

administration. LMS are structured around the course rather 

than course content. Collaborative tools within LMS allow 

learners to work together using internet, intranet, and extranet 

technology coupled with CMS. The next section will describe 

the combination of content and learning management via the 

LCMS. 

2.2.Types of LMS: 

 

Fig 4: Types of LMS 

Your breakdown of the four types of Learning Management 

Systems (LMS) provides a comprehensive overview of the 

options available to organizations. Here's a summary of 

each: 

• SaaS LMS (Cloud-based): This option offers quick setup 

and easy access, making it suitable for organizations 

looking for convenience and scalability. However, 

customization options may be limited, and it's crucial to 

choose a provider that offers tailored solutions to meet 

specific needs, such as Disprz LMS. 

• Installed LMS (On-premise): On-premise LMS solutions 

provide greater control over data and system management, 

which can be beneficial for organizations with strict data 

security requirements. However, they often come with 

high upfront costs and ongoing maintenance 

responsibilities, requiring dedicated IT resources. 

• Open-source LMS: Open-source LMS platforms offer 

flexibility and customization options, as they are 

community-driven and allow for collaboration to improve 

the system. While they provide extensive customization 

possibilities, setting up and maintaining them may require 

technical expertise, and comprehensive vendor support 

may be lacking. 

• Custom-built LMS: Tailored to specific organizational needs, 

custom-built LMS solutions offer unparalleled customization 

and control. However, they come with significant development 

costs, ongoing maintenance challenges, and potential 

compatibility issues as technology evolves. Additionally, 

reliance on a small team for maintenance can pose risks in case 

of turnover or resignations. 

2.3.Features of an LMS: 

[4] Identified the most common features of an LMS by 

categorizing them as pedagogical tools for: 

• Content creation; 

• Communication tools; 

• Assessment tools; 

• Administration tools. 

a) Content creation and display tools allow instructors to 

generate course content within an embedded text/HTML editor 

or upload documents, spreadsheets, presentations, images, 

animations, audio, or video into the LMS. Hyperlinks can 

point to websites or documents outside the LMS. Assignments 

or drop boxes provide a place for students to submit materials 

assigned by their instructors for grading and feedback. 

Instructors can organize content into folders and subfolders 

and use the content release feature to display or hide folders 

and individual content items, giving the instructor control over 

when content is viewable by students. 

b) Communication tools found in an LMS allow instructors to 

incorporate student-instructor and student-student interaction 

into the course. Asynchronous (non-real-time) tools include 

course announcements, student web pages, email to instructors 

and class members, threaded discussion boards, wikis, blogs, 

and file sharing. Synchronous (real-time) tools found in a 

typical LMS include text chat, whiteboard, and a sharable web 

browser. Groups of students can be placed into virtual teams 

or groups, which may include text chat, threaded discussion, 

and file sharing ability that can be seen only by the members 

of the group and the instructor. 

c) Assessment tools provide instructors with several ways to test, 

survey, and track student achievement and activity in the course. 

Common tools include a test/assessment manager for creating 

and deploying exams, a generator for creating different types of 

questions (multiple choice, true/false, essay, short answer, 

matching, etc.), and question pools or test banks to store 

questions that can be used for multiple exams. Questions in an 

exam (and choices in a multiple-choice question) can be 

randomized and can be displayed one at a time or all at once. 

Instructors can give a time limit for exams and can specify the 

type and amount of feedback that students receive for correct 

and incorrect answers. Exams can be graded, ungraded, or 

delivered as anonymous surveys with aggregated results. An 

electronic grade book for managing student assignments and 

displaying student grades is a feature of virtually every LMS and 

is the most highly valued LMS feature by students [21]. Less 

valued by students, but highly valued by instructors, is the ability 

to track student activity within an LMS, including logins, time 

spent, and specific areas visited. 

d) Administrative tools for instructors include control panels with 

the ability to manage the settings for the content creation, 

communication, and assessment tools, customize the look of the 

course, make tools, content, and resources available or 
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unavailable to users, manage files, and move or copy 

content. Administrative tools for LMS system 

administrators allow them to manage the creation of user 

accounts and courses, enrollment of instructors and 

students into courses, enabling and disabling of accounts 

and courses, and tracking activity in the system. 

2.4.Add-On Components: 

In addition to the standard tools provided within the LMS, 

most vendors offer additional products that can be integrated 

with the system. A common tool offered by many LMS 

vendors is an e-portfolio, a personal storage area allotted to 

individual students that resides apart from the online courses. 

The e-portfolio allows students to archive the assignments 

and projects created in their courses for use in later courses, 

meeting graduation requirements, or perusal by potential 

employers. The e-portfolio has become popular with teacher 

education programs and is gaining popularity in other 

disciplines[22]. 

2.5.LMS Advantages: 

 Before learning management systems became widely 

available, the delivery of online instruction required faculty or 

instructional designers to master Hypertext Markup Language 

(HTML) or web page authoring programs [23].  

Turning in assignments generally involved e-mailing the 

professors, while assessment was done manually, with the 

results often entered into spreadsheets. Delivery of content 

online was limited, as publicly available websites were not 

protected from copyright violation by fair use guidelines [24]. 

The major advantage of the LMS is that it brought content 

delivery, communication, assessment, and administration of 

online instruction into a single secure platform that could be 

accessed by anyone on the Internet [4], [8].  

2.6.LMS Limitations: 

The LMS is not without limitations and disadvantages. 

According to Ioannu and Hannafin (2008), users often found 

the systems to be slow, confusing, and more focused on 

administrative needs rather than student needs. Another 

complaint was that the LMS interface was dull and rigid 

compared to more engaging online social environments like 

MySpace, Facebook, and YouTube [26]. Siemens (2004) 

suggested that the LMS interface should be simplified and 

made more intuitive. Lane (2008) discovered that current 

systems primarily served as a repository of materials and did 

not support sound pedagogical practice. Piña, Green, and 

Eggers (2008) also expressed concern about the lack of 

instructional design guidance and tools for the development of 

rich multimedia-based instruction. While some teaching tools 

exist within an LMS [4], they do not include tools to guide 

instructors in the design of online instruction and sound 

pedagogical practice [26]. 

 

 

2.7.Open source LMS: 

As commercial LMS companies grow larger and as their products 

become more complex and expensive, many schools, colleges, and 

universities are questioning whether their needs can be better met by 

open-source products, rather than by a commercial system. Open 

source has financial and programmatic appeal [27]. For those who 

subscribe to a social constructivist point of view where reality is 

constructed from the collective experiences of groups [28], open 

source also has a philosophical appeal. In an open-source 

environment, the source code of the product is made available to the 

user without charge. Software licensing fees, which can be 

substantial, are eliminated. Open-source software frees the user from 

a contractual agreement with a specific vendor. A program or system 

based on open-source software may be customized and branded 

according to a user or institution’s needs and desires--rather than to a 

vendor’s current priorities. In the case of learning management 

systems, there exists a vibrant and active community of developers 

for Moodle and Sakai, the two most popular systems, and for several 

others. 

This would include server hardware and software, server 

administration, database administration, programming, and technical 

support that would otherwise be supplied by the vendor of a 

commercial system. To leverage the advantages of being able to 

customize the LMS (a primary “selling” point for open-source 

software), an institution running Moodle would require in-house 

expertise in MySQL and PHP programming, while Sakai would 

require Java programmers. 

Operating a customized and institution-specific LMS has its 

potential pitfalls. While the 2006 shipment of a bug-laden WebCT 

Vista product proves that commercial releases sometimes occur 

hastily [29], commercial learning management systems are typically 

field tested before public release and tend to be backed by a 

warranty and contractual obligations of customer support and 

downtime limitations. Open-source code carries no guarantee or 

warranty. 

a) Moodle: 

 

Moodle (Modular Object-Oriented Dynamic Learning Environment) 

has been available to the public since 2002. It is a product of the 

research and development of a small educational technology company 

in Australia that wanted to provide an alternative to commercial 

learning management systems. Unlike an LMS from a commercial 

vendor, the system is developed and supported by a strong and active 

community of developers, users, and administrators that keeps the 

software and supporting documentation updated and continuously 

evolving. The product has been downloaded millions of times and 1.5 

million current installations [30] serve over 200 million users. Moodle 

is available as open-source software under the Free Software 

Foundation GNU General Public License and is based upon the open-

source MySQL database and PHP scripting language. The software 

can be downloaded for free from its web site at the URL 

http://moodle.org. Users can install Moodle on a stand-alone 

computer or server, or the software can be installed across an 

enterprise or distributed across a department or institutional server 

farm. Finally, its ease of installation, testing, and adoption has 

contributed to making Moodle the fastest-growing LMS in the world  

[31]. 
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b) Sakai: 

 

Sakai, arguably the second most popular 

open-source LMS, is quite different from 

Moodle. Founded in 2004, Sakai was 

developed by a consortium of leading research universities as an 

open-source alternative to home-grown or commercial learning 

management systems. Participating institutions included M.I.T., 

Stanford, Indiana, Michigan State, and U.C. Berkeley. Unlike 

Moodle, which is built on a MySQL/PHP stack, Sakai is based 

on the Java language platform, similar to Blackboard. Situating 

itself as a competitor to both the home-grown and commercial 

LMS, the Sakai interface and feature set closely resemble those 

of Blackboard and other commercial LMS, with tools for content 

creation, communication, assessment, and administration [4]. 

c) Blackboard: 

As of the close of the 2000s-decade, 

Blackboard, Inc. was clearly the 

dominant, market-leading commercial 

LMS vendor for both K-12 and higher 

education. Formed in 1997, the 

company grew rapidly by merging with CourseInfo in 1999 and 

by buying a number of LMS and non LMS companies, including 

MadDuck Technologies (the makers of Web Course in a Box), 

CampusWide by ATT in 2000, Prometheus in 2002, SA Cash in 

2003, WebCT in 2006, NTI Group in 2008, and Angel Learning 

in 2009 [32]. These acquisitions have generated more than just an 

LMS lineup, they have created a more comprehensive product line 

that also includes systems for conducting various campus business 

transactions, and for inter-campus communications and 

emergency alerts.  

d) Canvas:  

Canvas was created in 2011 by Instructure, UTAH (USA) and 

deployed from 2012 in universities and schools of UTAH. The 

open-source solution has been distributed alongside the 

proprietary Instructure offer in SaaS mode.  

e) Other Open-Source Systems: 

Beyond the United States and Canada, there are numerous 

open-source LMS used by schools, colleges and universities, 

business and industry. Here are a few of them: Claroline: 

Belgium eFront: Greece Docebo: Italy Dokeos: Belgium 

ILIAS: Germany OLAT: Switzerland There are many more 

LMS. It is inappropriate to cover any in detail. Links to all of 

the above and additional LMS can be found here (see LMS 

Companies and Organizations).  

 

 

 

 

 

 

2.8.Security in LMS: 

An LMS is a critical part of an organization's IT infrastructure, used 

to store, manage, and process information in the form of training or 

education resources for either internal or external distribution[33]. 

It is vital therefore that this information remains accurate, 

confidential, and available when required [34]. Given the 

dependence on information technology in today's society, the 

availability of IT systems can be as critical as the information itself. 

Recent worldwide events have sparked interest in disaster recovery, 

with many companies realizing the implications of information loss 

and unavailability on their ability to work, and the possible cost in 

terms of damaged reputation or lost revenue (Disaster Recovery. 

Encarta. © 2005 Microsoft Corporation). IT availability can be 

seriously compromised through hacking, both in terms of site 

defacement or more serious attacks, such as DoS (Denial of Service) 

which can lead to partial or complete inaccessibility of the system 

in question. High-profile incidents such as the recent defacement of 

the US Army LMS have focused attention on LMS security and 

prompted urgent inquiries into the protection of such systems[35]. 

2.9.Vulnerabilities in LMS: 

 
Since all systems have some degree of vulnerability, it is important 

to know what kind of vulnerabilities are present in LMS. In general, 

there are various types of vulnerabilities in LMS as it deals with 

information and information exchange. First, it is the vulnerability 

at the operating system level. Sometimes certain tools do not 

function well with the existing operating system in use by an 

organization. This will cause the tools not to function properly and 

some errors might occur which will disrupt the learning process. 

LMS might require additional plug-ins to be installed. However, if 

the plug-ins have security issues, they can be exploited by hackers 

to gain control of the system or do a malicious attack. Another issue 

is when there is a mismatch between what the LMS system provides 

and the security policy of the organization. Some features in LMS 

might be disabled as it is not in line with the organization's security 

policy. This will cause functionality problems and sometimes be 

unstable. In some cases, the LMS might not have a policy that 

dictates what are the security measures that exist in its environment. 

This will make it hard for the administrator to identify security 

settings or identify a security breach in its environment. If an LMS 

has a lot of different security measures, it might confuse the 

administrators and might lead to them forgetting to check or missing 

certain security settings. In addition to that, some vulnerabilities are 

related to the database and network security procedures of the LMS. 

This will be the prime target for attacks hoping that there might be 

unsecured data that can be exploited. Usually, the data might have 

a wide range of subject matter from general information to personal 

information and sometimes it might also contain sensitive 

information. If there are chances of data loss, it can disrupt the 

learning process and will also have a legal impact. A good example 

of this happened to U-Grad using its WebCT Classic Vista where a 

security breach caused the loss of names, social security numbers, 

and also credit card information of about 1800 students and alumni. 

Last but not least, there are various security bugs in the LMS 

applications. Built-in security measures in LMS might seem to be 

sufficient, but there are chances that there might be insecure features 

in the applications that can be exploited. This will have a wide range 

of impacts and might cause data loss or damage. [36] 
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2.10. Recommendations for Securing LMS: 

 
Utilize encryption for all sensitive information. This will make 

it troublesome for interlopers to abuse the information. A safe 

channel should consistently be utilized by the director, 

student, coach, and chairmen when transferring and getting to 

sensitive data. Information that ought to consistently be 

encoded incorporates secret words, messages, and individual 

information from the student database. Continuously store the 

learning management system on an integrated server 

environment and guarantee that the security settings giving 

admittance to the student database permit the least openness 

to the information. Remember to disable the automatic cache 

of pages with individual or sensitive information. Standard 

execution of weak point evaluations on software applications 

and system components, especially the operating system, 

DBMS, and application server. This is probably the best 

approach to recognizing the presence of known weaknesses.  

Through patching, the machine-based technical weaknesses, 

the technology can significantly forestall unauthorized 

admittance to or harm done to applications, whether it is the 

abuse of bugs in the application or a hidden assault on a weak 

distant host. The operating systems of the server and client 

machines ought to be updated on a standard timetable. At the 

point when security-related bugs are found, they can generally 

be forestalled utilizing patches delivered by the operating 

system or software vendor. This will make it harder for 

assailants to exploit or directly attack the operating system or 

other applications. Always use firewalls between the 

student/customer and employees on the internal network and 

the server. This will keep the assailant from a distant assault 

on the student/customer's machine. A powerful firewall can 

stop the spread of worms and bugs from the student/customer 

to the internal network or server. Finally, always make 

backups for the system as a great step towards recovering from 

an assault or unexpected data loss. This involves the irregular 

backup of the state of the system as disk images and the 

scheduled backup of data on the system to either removable 

media or through the network to another storage area. [37] [38] 

[39]. 

III. Methodology: 

 

3.1. Description of the Study: 

In an educational context, Learning Management System (LMS) 

is a web-based application to support the learning process [40]. 

It's a new trend that many institutions use LMS for teaching and 

studying. Since the high cost of proprietary software, open 

source LMS becomes an attractive solution. Using the same 

reasoning that more users can make the software better, we can 

assume that open source LMS has a better chance to be more 

secure than other open-source software. An experiment is 

needed to confirm this assumption [41]. A study about security 

in open source LMS will open a new perspective for learning 

data security. This can help institutions determine whether it's 

safe to use open source LMS for the learning process. This study 

will also help open source LMS developers enhance their 

software security since there's little chance that they do 

something for security if there's no strong demand from open 

source LMS users. [42] 

Open-Source Learning Management Systems or open-source software 

in general is not well known for being secure. The fact that many eyes 

make all bugs shallow (with Linus law) assumes that open-source 

software should be more secure than proprietary software [43]. But on 

the other hand, open-source software is not immune to the increasing 

number of security threats. This issue comes with the implication of 

increasing number of users and various interests on open-source 

software [44]. For example, students who use open-source software 

for learning and lecturers who use this software to support the learning 

process [45]. This condition implies that there's a special requirement 

to enhance data security for learning institutions.  

3.2. Data collection:  

Data was collected through the examination of LMS software and 

respective security documentation, as well as information and opinions 

given by LMS developers [46]. The primary source of data was the 

developers themselves who have intimate knowledge of their software 

from a higher level, in addition to those responsible for the security of 

the software. The research team contacted these individuals by various 

means such as email, instant messaging, and voice over IP [47]. Data 

was collected through direct questioning and also informal discussion 

with the developers. This gave insight on the security concerns for the 

ten LMS as well as the security concerns regarding open-source 
software in the IT industry [48]. Periodic contact was maintained with 

some developers over the duration of the project in order to keep current 

with new developments regarding the LMS.  

3.3. Participants:  

Knowing the software developers of open-source Learning 

Management Systems (LMS) created this software in their leisure time, 

mostly by individuals who have regular jobs, educators and students 

whose learning has been a catalyst in making them motivated to increase 

the use of technology [49]. They create this software for various 

personal reasons; some to improve the learning experience of their 

students, some to help themselves in their study, and others to fulfill 

their spare time by doing something beneficial. All of their various 

reasons have led to the development of many various types of open 

source LMS, in many programming languages, with different platform 

requirements [50]. We chose to define our population as software 

developers who have a teaching background in formal or informal 

education, and students whose learning has a catalyst which motivates 

them to increase the use of technology. Due to the vast number of 

different LMS available, we had decided to use a sampling of certain 

types to best suit our study [41]. This research was conducted using a 

case study of the Learning Management System (LMS) "Moodle"; this 

had been chosen due to its popularity in many different countries, 

various age group users and has given us access to its recent and older 

versions.  

3.4. Procedure: 

Because open-source systems are usually much more customizable 

than closed-source systems, people will often alter the code base to 

fit their needs. While this is a desirable feature in that it allows the 

system to meld to the specific needs of an institution, it also 

introduces great potential to inadvertently create security holes. And 

finally, if there is one thing that the open-source community is 

known for, it is being open and sharing ideas. This sense of 

community and shared developments leads to a great number of new 

features; however, many may not get a thorough examination before 
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being implemented into a system. All of these are reasons why 

an assessment of open-source system security is vital. [51] 

3.5. Data Analysis : 

During the manual examination, the majority of the actions and 

the outcomes were noted to help with validation and to give an 

understanding into the measure of examination that was 

completed. At first, the procedures included interfacing with the 

application as a non-authenticated client. This was to imitate a 

hacker assault that might be done on an application that has quite 

recently been published to the web. This is done so that the 

vulnerabilities discovered may be averted before the genuine 

arrival of the application. An endeavor was made to record every 

single conceivable information entry point which might be an 

establishment for SQL Injection and Cross Site Scripting assaults. 

This should facilitate a more focused examination on key areas of 

the application. Any vulnerabilities discovered were evaluated for 

their discernible effect on the functionality of the application. This 

is so an engineer testing the same or similar issue may consider it 

to be a need to alter and therefore, there might be fewer 

vulnerabilities of this sort in future applications. [52] 

3.6.Validation and Reliability:  

The aim of this part of the research was to evaluate the security 

reliability and security validity of the OSS LMS in use or 

which administrators were intending to use. However, we 

experienced some practical difficulties in trying to separate 

these two methods. In all cases our intent was to test safety-of-

security. An improvement to this method would have been to 

use the SSE method only as a reliability test by introducing 

known vulnerabilities and assessing whether the tool detects 

those that are known to exist through CVEs. Step tests are 

often used as a means of assessing the validity of a tool 

compared to a gold standard. Unfortunately, in security 

assessment there is often no gold standard and we would never 

be able to conduct these tests without risking our ability to 

compromise a system due to functional equivalence with 

commonly used malicious activity. Given the uncertainty over 

many security diagnoses it seems that assessment of test-retest 

reliability, inter-rater reliability and internal consistency may 

be the best way forward for future security assessment tool 

validation. A study into factor analysis would also be very 

interesting in this area. 

3.7.Reproducibility: 

 
A description of the data collection was the next topic of 

discussion. It was expressed that the nature of this study required 

the acquisition of data by way of experimentation and 

implementation of different LMS. Lists of both intrusive and 

non-intrusive methods were provided. These methods were to 

come later in the form of security assessments, each type being 

implemented on different LMS. Our sample was that of different 

open source LMS. The intrusive methods were to prove 

difficult, as they were typically executed as applications to 

Higher Education Learning Management Systems. (However, 

due to the highly relative nature of security, testing on 

comparative systems is likely to provide similar results). 

Finally, a collection of security-related data was to be carried 

out on LMS users and administrators, in the form of surveys and 

interviews. This data as a whole was to compose case studies of 

specific LMS, each consisting of a compilation of documents that 

display evidence of an LMS security level at a particular time and 

environment. This method was chosen finally because reproducibility 

would be easier, in that the same methods could be implemented at a 

later time to compare different results. This would be possible due to 

the specific nature of LMS security and the sometimes sporadic and 

unannounced changes in the software of a particular LMS. 

 

IV. Results: 

 
For the past decade, Client Stat has conducted biannual benchmarking of 

Learning Management System (LMS) market share data in the United 

States. Our spring analysis captures shifts occurring over the winter break, 

while the fall analysis highlights changes over the summer period. 

Consistent with historical trends, this year's analysis reveals fewer 

alterations during the winter compared to the typical fluctuations 

observed during summer. 

 

The data indicates a noticeable deceleration in the pace of change overall, 

suggesting a trend towards greater stability in the LMS landscape. 

 

 

 

 

 
 

Instructure Canvas maintains its dominant position in the market, 

boasting a market share nearly double that of its closest competitor in 

terms of the number of institutions utilizing it, and over double in 

terms of the number of enrolled students. The influence of Canvas in 

the educational landscape continues to expand steadily. 

D2L Brightspace also demonstrates notable growth, steadily closing 

the gap with Moodle, which has been experiencing a prolonged, 

gradual decline. Brightspace has surpassed Moodle in terms of 

student enrollments, securing the third position by this metric. 

Meanwhile, Blackboard Learn's decline persists, albeit at a 

decelerating pace, aligning with broader industry trends. 
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V. Discussion: 

   
The discussion of the security of Open-Source Learning 

Management Systems (LMS) in the context of the 

provided market analysis involves several key points: 

 

• Dominance of Canvas and Security Implications: 

 

Canvas, as the dominant player in the LMS market, must 

prioritize security due to its widespread usage and 

influence in educational institutions. With a large user 

base, Canvas becomes an attractive target for cyberattacks, 

necessitating robust security measures to protect sensitive 

data and ensure uninterrupted learning experiences. 

 

• Growth of D2L Brightspace and Security 

Considerations: 

 

The notable growth of D2L Brightspace positions it as a 

significant contender in the LMS market. As Brightspace 

gains traction, it must address security concerns to 

maintain its momentum and instill confidence among 

users. Strengthening security features and regularly 

addressing vulnerabilities will be essential to sustaining its 

growth trajectory. 

 

 

• Decline of Moodle and Security Challenges: 

 

   Moodle's prolonged, gradual decline raises questions 

about its ability to adapt to evolving security threats and 

meet the changing needs of educational institutions. A 

declining user base may lead to reduced investments in 

security, potentially exposing remaining users to greater 

risks. Moodle must prioritize security efforts to reverse its 

decline and regain trust among users concerned about data 

protection. 

 

• Persistent Decline of Blackboard Learn and Security 

Implications: 

 

   Blackboard Learn's ongoing decline aligns with broader 

industry trends, potentially reflecting dissatisfaction with its 

features, including security capabilities. As Blackboard 

Learn continues to lose market share, maintaining adequate 

security measures becomes crucial to prevent further erosion 

of trust and ensure the protection of user data. 

 

• Trend Towards Stability and Security Challenges: 

 

  The trend towards greater stability in the LMS landscape may 

suggest a maturation of the market, but it also presents 

security challenges. As LMS platforms solidify their positions, 

they must prioritize security to safeguard against potential threats 

and maintain the trust of users who rely on these platforms for 

teaching and learning. 

 

VI. Conclusion: 

 

With the rapid proliferation of distance learning, schools confront 

the difficult problem of choosing and managing an appropriate 

technological environment that fits their budget, technical 

resources, curriculum, pedagogy, and profile of the student body. 

In this context, the book is intended to fill the gap in the current 

literature on the interaction between LMSs, supporting 

technologies, and relevant teaching methodologies. This book is 

intended for administrators, faculty, subject specialists, and all 

those looking to launch a new or to expand an existing distance 

learning program. In particular, it covers commercial and open-

source LMSs as well as technologies used for synchronous and 

asynchronous course delivery, and it offers a comprehensive 

discussion of factors influencing the transition from one LMS to 

another. The reader will also find coverage of virtual labs, 

electronic portfolios, and technological solutions related to the 

problems of plagiarism, student tracking, assessment, and security 

of e-learning environment. 

 

Research conducted by the Sloan Consortium and the National 

Center for Education Statistics indicates that online student 

enrollments is the fastest growing sector of higher education, 

increasing at a rate ten times higher than total college and 

university enrollments [53]. The vast majority of these online 

courses are being delivered via learning management systems, 

one of the true success stories in the long history of technology 

use in education [7]. The LMS’s first decade has been one of 

fierce competition, with companies appearing, disappearing or 

bought by other companies. A few companies have emerged 

currently as dominant players; however, the history of 
technology is populated with companies, such as WordStar 

and WordPerfect, which once dominated their respective 

domains and later disappeared[54]. 

New research is showing that the emergent wave of minority 

users are favoring mobile technologies over desktop and 

notebook computers and are adept at using the advanced 

features of these technologies for both entertainment and 

communication [25]. Angel and Desire2Learn have made their 

systems capable of display on iPods and PDAs and the other 

LMS manufacturers are following suit. It is likely that as both 

LMS and mobile device technologies advance, current 

challenges, such as screen and input device size, will become 

a thing of the past.  

 

The security of Open-Source Learning Management Systems 

remains a critical consideration amidst the evolving dynamics 

of the LMS market. Dominant players like Canvas must 

uphold high security standards, while challengers like 

Brightspace need to prioritize security to sustain their growth. 

Platforms experiencing decline, such as Moodle and 

Blackboard Learn, must address security concerns to regain 

competitiveness and ensure the protection of user data. 

Overall, the trend towards stability underscores the importance 

of robust security measures to safeguard educational 

institutions and learners in an increasingly digital learning 

environment. 
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