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Abstract— Our paper presents a novel fine-grained two-factor authentication (2FA) access control system tailored for web-based cloud computing services. Our innovative approach combines attribute-based access control with the requirement for both a user's secret key and a lightweight security device. By mandating possession of both elements, our system significantly bolsters security, particularly in scenarios where multiple users utilize the same computer for accessing cloud services. Moreover, our attribute-based control functionality empowers the cloud server to confine access to users sharing identical attributes while safeguarding user privacy. In this setup, the cloud server merely verifies that a user meets the necessary criteria without discerning their exact identity. Additionally, we conduct a simulation to validate the feasibility of our proposed 2FA system.
Keywords— Elastic distortion, Distortion rectification, Reference database. (key words)
I.  Introduction 
Cloud computing revolutionizes how businesses access and manage digital resources, offering a virtual infrastructure accessible over the internet on demand. This shift eliminates reliance on physical servers, ushering in a new era of flexibility and efficiency. Cloud applications span various domains, including data sharing, storage, big data management, and medical information systems. End users interact with these applications through web browsers, thin clients, or mobile apps, while the underlying software and data reside on remote servers. The advantages of web-based cloud computing, such as accessibility, cost reduction, operational efficiency, scalability, and rapid deployment, are substantial.
However, alongside its benefits, cloud computing also raises security and privacy concerns, particularly for web-based services. With sensitive data stored in the cloud and multiple users accessing the system for various purposes, robust user authentication becomes imperative. Traditional account/password-based systems present privacy risks and vulnerabilities to unauthorized access, especially in shared computing environments. Attribute-based access control emerges as a promising solution, offering both anonymity and granular access control based on user attributes.
In scenarios where computers are shared among users, the risk of unauthorized access or key theft is heightened. Even with password protection, malware or guesswork can compromise security. Implementing two-factor authentication (2FA), a common practice in web-based e-banking, provides an added layer of security. By requiring users to possess a device for generating one-time passwords, 2FA enhances confidence in shared computer environments. Extending this security measure to web-based cloud services further fortifies the system against unauthorized access, ensuring data integrity and user privacy.
A. Our Contribution 
	In this paper, we introduce a two-factor access control protocol designed for web-based cloud computing services, employing a lightweight security device. This device possesses the capabilities of performing lightweight algorithms like hashing and exponentiation while being resistant to tampering, ensuring the confidentiality of stored information. Our protocol mandates the presence of two authentication factors: the user's secret key, typically stored within the computer, and the connection of the security device to the computer, such as through a USB interface. Access to the cloud is granted only when both factors are simultaneously present, thereby preventing unauthorized use of the secret key with other devices. Additionally, our protocol enables fine-grained attribute-based access control, affording system administrators the flexibility to define access policies tailored to different scenarios while maintaining user privacy. The cloud system only verifies the possession of required attributes without disclosing the user's true identity. We demonstrate the practicality of our system through the simulation of a prototype, and in the subsequent section, we discuss related works relevant to our concept.
II. Related Works
	In this section, we delve into relevant literature, specifically exploring attribute-based cryptosystems and access control incorporating security devices.
A. Attribute-Based Cryptosystem
Attribute-based encryption (ABE) stands as the fundamental pillar of attribute-based cryptosystems. ABE facilitates precise access control over encrypted data by associating attributes with private keys and ciphertexts. Ciphertext-policy ABE (CP-ABE) offers a scalable approach to data encryption, allowing encryptors to define access policies that decryptors must satisfy. This enables different users to decrypt specific data based on predefined policies, reducing reliance on storage servers for preventing unauthorized access.
In addition to securing access to encrypted data in cloud storage services, ABE finds application in access control for cloud computing services. In this context, the cloud server encrypts a message using an access policy and prompts the user to decrypt it. Successful decryption indicates compliance with the prescribed policy, granting access to the cloud computing service.
Attribute-based signature (ABS) serves as another cryptographic primitive in attribute-based cryptosystems. ABS empowers users to sign messages with granular control over identifying information. Through ABS, users obtain attribute private keys from an attribute authority and can subsequently sign messages for predicates satisfied by their attributes. Verifiers can confirm the signer's attribute satisfaction without revealing their identity, thus achieving efficient anonymous attribute-based access control.
B. Security Mediated Cryptosystem
In the realm of access control with security devices, a notable concept is mediated cryptography, initially introduced as a means to enable prompt revocation of public keys. The essence of mediated cryptography lies in employing an online mediator for every transaction, termed as a Security Mediator (SEM). This SEM acts as a pivotal control point for security capabilities. Without cooperation from the SEM, transactions involving the public key become infeasible. An attribute-based variant of SEM has been put forth in recent literature.
The concept of SEM cryptography has evolved into security mediated certificateless (SMC) cryptography. In an SMC system, each user possesses a secret key, a public key, and an identity. During signing or decryption operations, the involvement of both the secret key and the SEM is necessary. Conversely, in signature verification or encryption processes, the user's public key and corresponding identity are required. The SEM, under the jurisdiction of an authority, plays a critical role in user revocation management. If a user is revoked, the authority refuses cooperation, rendering the SEM inaccessible for that user.
C. Key-Insulated Cryptosystem
	The concept of key-insulated cryptography, initially introduced in [17], revolves around storing long-term keys in a physically secure yet computationally limited device. Short-term secret keys are maintained by users on a powerful but insecure device where cryptographic computations occur. These short-term secrets are periodically refreshed through interactions between the user and the base, while the public key remains constant throughout the system's lifespan. At the outset of each time period, the user retrieves a partial secret key from the device. By combining this partial secret key with the secret key from the previous period, the user updates the secret key for the current time period.
In contrast to our approach, key-insulated cryptosystems mandate all users to update their keys within each time period, requiring the involvement of the security device. Once the key is updated, subsequent signing or decryption operations do not necessitate the device's presence within the same time period. However, in our system, the security device is required each time a user attempts to access the system. Additionally, our system does not entail key updating.
This evolution of mediated cryptography to SMC cryptography represents a nuanced approach to access control, embedding security measures within cryptographic operations while maintaining robust user revocation capabilities under the control of a trusted authority.
III. OVERVIEW
A. Intuition
An initial approach to achieving our objective might involve utilizing a conventional ABS and simply dividing the user's secret key into two components. One component would be retained by the user, typically stored in their computer, while the other would be initialized within the security device. However, implementing this strategy requires careful consideration, as normal ABS does not ensure that compromising one part of the secret key wouldn't compromise the entire scheme's security. Moreover, in a two-factor authentication (2FA) scenario, an attacker could potentially breach one of the factors. Additionally, it's crucial to distribute the computational load predominantly to the user's computer, given that the security device is not intended to be powerful.

In contrast, our system employs a different approach. Rather than splitting the secret key, we introduce additional unique information stored exclusively in the security device. During the authentication process, this additional information is required alongside the user's secret key. Authentication is only successful when both components are present, ensuring robust security. Furthermore, a linking relationship between the user's device and their secret key prevents unauthorized use of another user's device for authentication purposes. Our system minimizes communication overhead, and the computational tasks assigned to the device are lightweight, involving algorithms such as hashing or exponentiation over group GT. Heavier computational tasks, like pairing, are offloaded to the user's computer. This design optimally balances security and efficiency for our two-factor authentication system.

B. Entities
	Trustee: The trustee holds the pivotal responsibility of generating all system parameters and initializing the security device. As the custodian of system integrity, the trustee ensures that the security device is set up correctly and securely, laying the foundation for robust authentication procedures.
Attribute-issuing Authority: This entity is tasked with generating user secret keys tailored to individual users based on their attributes. By associating attributes with secret keys, the attribute-issuing authority facilitates personalized authentication mechanisms, ensuring that users are authenticated based on their specific attributes.
User: At the forefront of the authentication process, users are the primary actors interacting with the cloud server. Each user possesses a secret key issued by the attribute-issuing authority and a security device initialized by the trustee. Users leverage these components to authenticate themselves securely, ensuring access to cloud services while maintaining anonymity.
Cloud Service Provider: The cloud service provider offers services to authenticated users while maintaining anonymity. During the authentication process, the cloud service provider interacts with users to verify their credentials securely. By facilitating seamless access to cloud services, the provider plays a vital role in the overall functionality of the system.
These entities collectively form the backbone of our system, working in tandem to establish secure authentication procedures and ensure seamless access to cloud services for authorized users while preserving anonymity and safeguarding sensitive data.

C. Assumptions
The primary focus of this paper revolves around fortifying the access authentication phase to prevent the leakage of private information. To streamline our analysis and ensure a targeted approach to security enhancement, we establish certain assumptions regarding the system setup and communication channels.
Initially, we posit that every user engages with the cloud service provider either via an anonymous channel or by utilizing IP-hiding technology. This assumption serves to mitigate the risk of identity exposure and data interception during communication, aligning with established practices for preserving user anonymity and confidentiality in online interactions.
Additionally, we posit that the trustee, responsible for generating system parameters, adheres strictly to prescribed algorithms and protocols. By ensuring the integrity and reliability of the parameter generation process, we bolster the foundation of our security framework, minimizing vulnerabilities arising from improper parameter selection or manipulation.
It's important to note that while our focus is on preventing private information leakage during access authentication, we acknowledge the existence of other potential security threats, such as IP hijacking, distributed denial-of-service (DDoS) attacks, and man-in-the-middle attacks. However, these potential threats fall outside the scope of this paper's investigation. Our emphasis remains on enhancing security measures specifically related to access authentication, within the context of the assumptions outlined above.

D. Threat Model
In this paper, we address several distinct threats to the security of the system:
Authentication Threat: This threat scenario involves adversaries attempting to breach the authentication process by accessing the system beyond their privileges. For instance, a user possessing attributes such as "Student" and "Physics" may attempt to gain unauthorized access by colluding with other users to fulfill access policies like "Staff" AND "Physics".
Access without Security Device: Adversaries may endeavor to access the system, albeit within their privileges, without employing the required security device. Additionally, they may attempt to utilize another user's security device illicitly.
Access without Secret Key: In this threat scenario, adversaries seek to access the system within their privileges but without possessing the necessary secret key. They may possess their own security device but lack the legitimate secret key for authentication.
Privacy Threat: Adversaries, assuming the role of the cloud server, aim to compromise user privacy by attempting to ascertain the identity of the user with whom they are interacting.
    IV. EXISTING AND PROPOSED

A. Existing 

Sharing a computer among diverse users is a commonplace practice. It maybe easy for hackers to install some spyware to learn the login password from the web-browser. A recently proposed access control model called attribute-based access control is a good candidate to tackle the first problem.

Shared computer usage is prevalent, particularly in sizable enterprises or organizations, where numerous users may access the same device.

B. Proposed

Ensure compliance with relevant security standards and regulations governing CPS security and biometric authentication means making sure that the security measures and rules we follow for Cyber-Physical Systems (like smart devices) and biometric authentication (like fingerprint or face recognition) meet the requirements set by official guidelines and laws.

Accuracy: This tells us how often the system gives the correct result. For example, if a face recognition system correctly identifies a person's face 9 times out of 10, it has an accuracy of 90%.

False Acceptance Rate (FAR): This shows how often the system wrongly accepts an incorrect input. For instance, if a fingerprint scanner incorrectly identifies someone as authorized when they're not, that's a false acceptance.

False Rejection Rate (FRR): This indicates how often the system wrongly rejects a correct input. If a fingerprint scanner fails to recognize an authorized user's fingerprint, that's a false rejection.

Computational Efficiency: This measures how quickly the system processes information. It's about how fast the system can do its job without using too much time or resources.


V. Result and Discussion

A. Authentication page

	This is the user’s first point of access to the application or the system. It gives users the option to sign in if they already have an account or to sign up if they’re new on the platform. If you already have an account, you can sign in by providing your credentials, usually a user name, email address, and password. This authentication method is a well-established and popular way to sign in, but it can sometimes expose you to security risks if your password is weak or has been hacked.
To create an account, new users need to provide a username, email address, and password. The application then verifies the user’s identity and stores their information securely. In addition to traditional username / password authentication, a user authentication page provides an alternative way to log in or register using fingerprint authentication. This feature uses biometric information stored on a user’s device (e.g., smartphone, fingerprint reader, etc.) to authenticate the user. Fingerprint authentication adds another layer of security. It’s unique to each user, and it’s generally harder to forge or steal than passwords.

[image: ]
Figure 1 Sample of user register and login page
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                     Figure 2 Sample of user fingerprint registration

B. User access page

[image: ]
                   Figure 3 Sample of user redirection page

The user access page’s main purpose is to manage access, which is the control of who can access which resources or features in the system. Access management includes granting and revoking privileges, assigning roles and setting levels of access for single users or groups of users. The user access page gives administrators or empowered users tools to define the user roles and permissions associated with those roles. User roles classify users according to their roles or roles in the system (for example, an admin role, manager role, regular user role, etc.). Permissions define the actions or data that each role can access.

In some instances, a user access page might also include the ability to register and authenticate users. This enables new users to set up accounts and current users to sign in securely, usually with username/password or other alternative authentication methods such as email verification or 2FA. For systems with more stringent access controls or compliance requirements, an access page may allow users to submit access requests for additional permissions beyond the user’s default roles. Access requests are sent to approved and disapproved approvers (such as managers or administrators) who review/approve/deny requests based on business requirements and security considerations.
			         
VI. Conclusion
In this paper, we have introduced a novel two-factor authentication (2FA) access control system tailored for web-based cloud computing services. Our system incorporates both a user's secret key and a lightweight security device, enhancing security measures for accessing cloud services. Leveraging attribute-based access control mechanisms, our proposed 2FA system not only allows the cloud server to restrict access to users sharing similar attributes but also ensures user privacy by concealing their exact identities.

Extensive security analysis has been conducted to validate the effectiveness of our proposed 2FA access control system, demonstrating its ability to meet stringent security requirements. Furthermore, performance evaluation studies have been conducted to assess the feasibility of our system, affirming its practical viability. As a direction for future research, we aim to refine the efficiency of our system while retaining its desirable features, thereby enhancing its usability and scalability in real-world cloud computing environments.
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