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Abstract— In today's volatile culture, video surveillance systems are critical for ensuring both inside and outdoor security. Real-time applications can benefit from video surveillance characteristics such as behaviour identification, comprehension, and the capacity to classify actions as normal or suspicious. People are at risk when it comes to the potential dangers posed by suspicious actions. As crime rates rise, it is critical to detect criminal behaviour in urban and suburban areas in order to reduce such incidents. Initially, people conducted surveillance manually, which was extremely exhausting because suspicious activity was unusual in comparison to regular operations. Automated Teller Machines (ATMs) provide convenient access to financial activities without the need for interaction with bank authorities. However, ATM attacks remain a significant issue, despite security precautions in place. The current study focuses on a survey of preventive measures taken to prevent ATM theft. To prevent ATM thefts and respond quickly, a completely automated system is needed.
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I. Introduction

Worldwide, crime and violence have increased in recent years. A range of tools are used to reduce or eliminate the problem. 

Video surveillance is the appropriate solution for both public and private places. The video surveillance system is considered effective when it successfully detects abnormal or suspicious activity. Humans manage the vast majority of today's monitoring systems. As a result, in order to detect any curious activity, they require continuous human inspection. When humans are involved, the system's effectiveness eventually decreases due to human weariness. Video surveillance automation can help to tackle this problem. 

Computer vision works to create intelligent apps that perceive images and movies similarly to people. Computer vision focuses on detecting, recognising, and tracking. Detection and recognition are frequently utilised in several applications, including security, surveillance, and traffic control. One goal is to monitor and recognise people's physical activities. To detect suspicious human activity, it's necessary to detect and track individuals across several video frames.  Effective video surveillance detects aberrant or suspicious activity efficiently. The majority of surveillance systems nowadays are operated by humans. We are implementing an algorithm to improve detection, recognition, and tracking. For almost 30 years, consumers have relied on and trusted ATMs to meet their financial

needs. ATMs are often positioned in public areas, making them vulnerable to attacks, as

they do not require constant monitoring by humans. Automated teller machines aid humans with financial transactions during emergencies. Detecting human activity in busy situations is a difficult job in computer vision. Crowd scene analysis is critical in computer vision since detecting individual human activities remains difficult. Anomaly detection is becoming more significant in a variety of businesses, including prisons, fire departments, public safety organisations, and finance. Existing ATM systems require automatic security warning systems that allow customers to securely access the ATM. Despite the fact that the government and financial authorities have put in place a variety of safety measures, the human security system continues to cost more. Suspicious actions are defined using a semantic method, based on understanding by humans. Here, a low-cost, real-time automated ATM security system based solely on video surveillance detection is proposed. The study's purpose is to check for a variety of unusual activities, such as a large number of people using the ATM, removing cameras from the system (even if some camera masking is used), and even detecting instances of persons using the system while wearing helmets.

II. Literature review
In 2022, [1] et al Sridevi S have researched A method for recognising unauthorised ATM users is proposed. By polishing their features and storing the datasets, several assumptions are made, one of which is the identity context. However, not everyone will be suspected. Suspicious activity on ATMs in isolated places and to reduce the potential of fraudulent acts, such as taking out cash with someone else's card. Several video surveys and image. In 2022,[2] et al. Valarmathi R have explained the proposed strategy can help to prevent ATM robberies. Criminals utilise multiple tactics to steal money from ATMs. The suggested system seeks to prevent all of these tactics, including the most prevalent one employed by thieves, stabbing victims, even though there is no practical remedy and the money was stolen. The initiative's main objectives are to detect and prevent ATM fraud. In 2023, [3] et al. Sheelambigai P have researched Criminal activity and suspicious situations are on the rise on the earth. Humans cannot monitor all of the illegal activity that occurs on a daily basis. To avoid manual monitoring, the automated monitoring system for suspicious activities is activated. The major purpose of this proposed activity monitoring system is to use machine learning to identify and warn users when problematic conduct is detected. YOLO is used in this study to detect a number of problematic behaviours, including chain snatching. In 2020, [4] et al. Neptunite Bordoloi have researched 1 Human activity detection for video systems is an automated way of studying video sequences and drawing precise conclusions about the actions in the film. It is one of the rapidly emerging topics of artificial intelligence and computer vision. Suspicious activity detection is the practice of detecting unwanted human behaviour in specific areas and situations. This is performed by converting video into frames, which are then used to assess human activities. Detecting humans has always been challenging since human bodies are flexible and can change shape at will. In 2018,[5] et al. Ms. U. M. Kamthe have researched This study uses a hierarchical approach to detect a variety of suspicious behaviours, including but not limited to loitering, fainting, and unauthorised access. The motion characteristics of the various components serve as the basis for this method. First, the semantic approach is utilised to define the different dubious actions. Object detection is then carried out using background subtraction. The detected goods 4 are then classified as non-living (bag) or living (person). These things must be tracked, which is done using the correlation technique. Ultimately, the episodes are classified as normal or suspicious based on the motion features and temporal data.
III.  Methodology
The methodology for detecting Suspicious Activity in ATM using deep learning algorithm involves several steps including data collection, feature extraction, model training, evaluation, and deployment. This methodology outlines the various phases of the development.
A. Data Collection
· Suspicious ATM videos: Collect videos in which suspicious activity is happening near ATM.

· Human Activity videos: Collect videos of various activity from UCF dataset.
B. Feature Extraction:

· Number of Frames: Videos have a large number of frames remove unwanted frames.

· Object Detection: Detect objects like weapons, people.

· Detect multiple people near the ATM machine.

· People wearing masks. 
C. Data Preprocessing.

· Convert videos to Frames

· Extract Features From these Frames

· Normalize the Features: Scale features to consistent range [0,1].

· Encode Labels: Convert categorical labels into numerical ones.
D. Model Training

· Choose the suspicious activities and train the model.

· Choose the suspicious activities that are to be detected.

· Train the model accordingly on these suspicious activities

· Define the CNN layers to capture these features.

· Train the Model: Train the model on the training dataset.

E. Model Evaluation.

· Evaluate Model Performance

· Cross-validation

· Use accuracy, recall, F1-score, and AUC to evaluate the model.

· Perform cross-validation to ensure the model is not overfitting.
F. Deployment

· Integrate Model: Integrate the Front-end and Back-end and deploy the model into a web-service.

· Monitor Performance: Monitor the model’s performance and fine tune it as necessary.

G. Continuous Improvement

· Update Model

· Update Dataset: Update dataset with new videos of ATM 

· Retrain Model: To maintain high detection accuracy, retrain the model with updated data.

· Collect new videos of Suspicious Activity in ATM
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IV. RESULTS

	Epochs
	Accuracy
	Precision 
	Recall
	F1-score

	2
	82%
	79%
	78%
	78%

	4
	88%
	86%
	84%
	84%

	5
	92%
	93%
	93%
	93%

	6
	94%
	92%
	91%
	91%

	8
	95%
	94%
	93%
	93%
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V. Conclusions

To improve security processes and ensure ATM users' safety. The technology maybe advanced to recognize suspicious patterns or actions by analyzing video footage in Realtime, extracting features, and training machine learning models. This allows you to

investigate and respond immediately to activities that have been identified. However, it is necessary to address limits such as ethical considerations, interpretability concerns, and data quality. Human knowledge is required for further analysis and decision-making. Overtime, updating and improving the model can help to boost the system's effectiveness. Overall, the technology has a great deal of potential to improve ATM security and protect users from potential threats. Users from potential risks.
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