PERSONAL HEALTH BASED RECORD AUDITING
Yogesh M , Balasubramaniam R, Omprakash K, Lilly Sheeba S
 Department of Computer Science and Engineering, SRM Institute of Science and Technology, 
Ramapuram Campus, Chennai, India.



6

ABSTRACT
The cloud's ability to handle massive amounts of data efficiently has made it a popular storage solution. However, users often delete their local copies after uploading to the cloud, losing direct control over the data. This lack of control raises security concerns, particularly regarding the integrity of remotely stored data. Cloud computing offers valuable utility services for both businesses and individuals, allowing them to outsource data storage and management. This technology has revolutionized how we store, retrieve, and organize information. Despite its advancements, security worries and adoption challenges persist, hindering full user trust. To address these trust issues and safeguard user data, cloud security solutions leverage third-party auditors (TPAs). These independent entities act as watchdogs, verifying the integrity of data stored by the cloud service provider (CSP) on behalf of the cloud client (CC). However, even TPAs are not without risk. A malicious TPA could compromise user privacy. The passage explores these potential issues, emphasizing the importance of TPA involvement, the security requirements for TPAs, and the security threats arising from vulnerabilities. Additionally, it delves into different privacy-preserving models for TPAs, categorized based on their ability to adapt to changing circumstances. In essence, TPAs offer an extra layer of security in the cloud, but their own trustworthiness remains a critical factor
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 I. INTRODUCTION
Cloud computing offers a pay-as-you-go model for accessing IT resources remotely, eliminating the need for local storage. It provides a reliable and customizable IT environment with guaranteed service quality. Users interact with cloud services as IT capabilities, requiring no deep technical knowledge and minimal management effort.. Data security, privacy, and safety are crucial for building trust between cloud users and providers. Cloud storage is used in various sectors like finance, education, and government, often storing confidential information.  Security vulnerabilities and a lack of clear regulations make some hesitant to fully embrace cloud computing.Traditional Data Auditing and Limitations:Many data auditing schemes rely on public-key cryptography, requiring a trusted certificate authority to manage user certificates. As the number of users grows, this approach becomes cumbersome due to the complexity of certificate management. However, security is a major concern, with threats like cybercrime, data loss, and unauthorized access. Secure and trusted tools are essential to protect electronic documents.Cloud Storage and Data Integrity:Cloud storage allows users to access data from anywhere with an internet connection. Regularly checking data integrity is crucial for security.  Provable Data Possession (PDP) is a two-party protocol for data owners and cloud service providers to verify data integrity.Third-Party Auditing for Data Verification:In some cases, data owners cannot directly verify their outsourced data due to limited internet access or computing power.  Data auditing allows a third-party auditor (TPA) to handle data integrity checks on behalf of the owner. The TPA initiates verification requests with the cloud provider, validates the provided proof, and reports the results to the owner. The ever-growing demand for data storage and processing has pushed the limits of traditional storage methods. Cloud storage offers a cost-effective and efficient solution for storing large amounts of data. Users can outsource their data to cloud servers, eliminating the need for expensive local storage solutions. However, data integrity remains a key security concern. Once uploaded, users lose direct control of their data, making it difficult to verify its accuracy and completeness on the cloud server. Data corruption or loss can occur due to various factors, and cloud providers might delete data to save storage costs or hide incidents. Regular data integrity verification is necessary but can burden users with additional computation and communication tasks.  Third-party auditors (TPAs) address this challenge by performing regular data integrity audits. TPAs are entrusted by users to conduct data integrity audits and provide reports. They are considered semi-trusted, meaning they are expected to perform audits honestly but might not always meet deadlines or could potentially collude with cloud providers to hide data loss and provide false reports.


II. SYSTEM MODEL
The Cloud Service Provider has unlimited resources of computation and storage. The CC enjoys cloud services delivered via the Internet. According to our proposed approach, the CSP is assumed as trustworthy and could be considered deceitful. Thus, the CSP has been given the responsibility to issue the secret authentication and random number for both the TPA and the CC. Besides, this method of issuing the secret authentication and random number helps the CC to check the role of the TPA. The CSP is responsible for forwarding the auditing results to the TPA The CSP interacts with the TPA and CCs and initially distributes its identity and the TPA and CCs record this information. The cloud client is the main entity in our proposed approach, which is composed of cloud users, devices, and customers. The privacy of the client is of a paramount significance along with the utilization of the limited storage and computing resources efficiently. The CC can request the TPA to audit its data while having a lack of trust in the TPA. Hence, the CSP issues a secret authentication and a random number to the CC and the TPA explained in the arrows 1a and 1b, respectively. Thus, the CC sends a authentication update request to the TPA for auditing process.The Third party Auditor is considered as a highly trusted party. The TPA has a better capability of storage and computation. The performance of the TPAs is examined to safeguard their impartiality and fairness. Moreover, TPAs use their expertise to audit the data and provide the auditing result as the confirmation or the negation of the deceitful role of the CSP. However, the role of the TPA could be malicious, and the CCs will not have enough trust in him. If the similar authentication and random number are found, then the TPA is considered as reliable; otherwise, the TPA is considered illegitimate and sharing the private information of the CC with someone else for personal gains Thus, the CC wants to ensure that the TPA is not playing a malicious role during the auditing process, as explained in this system model


III. EXISTING SYSTEM
The data owner divides the data into smaller blocks for efficient processing. They use their secret key (obtained from the KGC) and cryptographic algorithms to generate proofs for each data block. These proofs act as condensed representations of the data's current state. The data owner uploads both the data blocks and the corresponding proofs to the cloud server. He data owner (or TPA) can initiate an audit at any time.The cloud server retrieves the requested data proofs and sends them back to the auditor. Sync the data owner's public key (associated with their identity) and cryptographic algorithms, the auditor verifies the received proofs against the data on the server. This confirms if the data remains unmodified since the proofs were generated. A compromised KGC could issue fraudulent keys, jeopardizing data integrity. Enabling data sharing while maintaining verifiable integrity for shared data presents ongoing research efforts. Current solutions might require complex modifications or introduce limitations. Audits are performed on compact proofs instead of the entire dataset, reducing bandwidth usage and processing time. This is particularly beneficial for large datasets. It is Well-suited for large datasets stored in the cloud. Overall, IBIA offers a promising approach for secure and efficient data integrity verification in cloud storage. By addressing the existing limitations, this methodology can further enhance data security and user trust in cloud-based services The core issue addressed is the lack of trust in traditional third-party auditors (TPAs). These TPAs are tasked with verifying the integrity of user data stored in the cloud, but there's a risk of them being unreliable or malicious. CACPA leverages blockchain technology, specifically an alliance chain. This means it creates a network of TPA nodes that work together. The key innovation is the concept of mutual surveillance. Each TPA node constantly monitors the behavior of the others. This ensures honest auditing because any attempt by a TPA to falsify reports, delay audits, collude with cloud providers, or exploit a single point of failure will be detected by the other nodes.To further incentivize honest behavior, the authors propose a novel incentive mechanism. This mechanism likely involves some form of reward or punishment system based on a new token system (POTE) to promote fairness within the network. Additionally, the design prioritizes efficiency, ensuring the system remains practical for real-world implementation



IV. DRAWBACKS OF EXISTING SYSTEM

· Narrowly specialized knowledge
· Ensuring the security of KGC and preventing unauthorized key generation is critical.
· This system is opportunistic and uncontrollable.
· Have not been investigated thoroughly
· Difficult to obtain better performance
· Unsuitable for large scale scenarios

V. PROPOSED SYSTEM ALGORITHM

Algorithm- The Blind and sanitize based algorithm 

Input: Original personal health record file.
Output: Blind and sanitized personal health record file.

For each line in the original file:
a. Read the line.
b. Split the line into fields based on a delimiter.
c. Anonymize each field:
i. Generate a random identifier for each field.
d. Sanitize sensitive information:
i. Check each field for sensitive information.
ii. If sensitive, remove the information; otherwise, keep the field as it is.
e. Concatenate the sanitized fields into a line.
f. Append the line to the blind and sanitized personal health record file.
Return: Path to the blind and sanitized personal health record file.
Let:
F be the set of all fields in a personal health record. 
L be the set of all lines in the original personal health record file. 
D be the delimiter used to split fields.
 R be a function that generates a random identifier. 
S be a function that checks and removes sensitive information. 
C be a function that concatenates fields into a line. 
W be a function that writes a line to the blind and sanitized file.

Then, the algorithm can be represented as:

BlindAndSanitizeFile(OriginalFile)={W(C(S(R(split(line,D)))),∀line∈L)}


VI. ARCHITECTURE DIAGRAM
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Figure 1 Architecture Diagram

Module 1 : Cloud Service Provider
It involves several distributed servers that offer various services to CCs. The CSP has unlimited resources of computation and storage. The CC enjoys cloud services delivered via the Internet. According to our proposed approach, the CSP is assumed as trustworthy and could be considered deceitful. Thus, the CSP has been given the responsibility to issue the secret authentication and random number for both the TPA and the CC. Besides, this method of issuing the secret authentication and random number helps the CC to check the role of the TPA. The CSP is responsible for forwarding the auditing results to the TPA The CSP interacts with the TPA and CCs and initially distributes its identity and the TPA and CCs record this information.



Module 2 : Cloud Client 
It is the main entity in our proposed approach, which is composed of cloud users, devices, and customers. The privacy of the client is of a paramount significance along with the utilization of the limited storage and computing resources efficiently. The CC can request the TPA to audit its data while having a lack of trust in the TPA. Hence, the CSP issues a secret authentication and a random number to the CC and the TPA explained in the arrows 1a and 1b, respectively. Thus, the CC sends a authentication update request to the TPA for auditing process referred in (2). Furthermore, CC wants to confirm whether the TPA possesses a similar secret authentication and a random number, as CC sends a message to TPA presented as an audit request message. If the similar authentication and random number are found, then the TPA is considered as reliable; otherwise, the TPA is considered illegitimate and sharing the private information of the CC with someone else for personal gains.

Module 3 : Third Party Auditor
It is considered as a highly trusted party. The TPA has a better capability of storage and computation. The performance of the TPAs is examined to safeguard their impartiality and fairness. Moreover, TPAs use their expertise to audit the data and provide the auditing result as the confirmation or the negation of the deceitful role of the CSP. However, the role of the TPA could be malicious, and the CCs will not have enough trust in him. Thus, the CC wants to ensure that the TPA is not playing a malicious role during the auditing process, as explained in this system model. Once the TPA receives the auditing request from the CC, the TPA establishes the audit initialization process with the CSP referred in message (3) to complete the auditing process. Furthermore, the TPA is also responsible for updating its authentication with the CC.


VII. SOURCE CODE FOR THE EDGE DEVICE:
Let's consider a scenario for creating a patient’s HER record:
Python
def PatientListing():
global msgText, msgType
print("PatientListing Called")
searchData = request.args.get('searchData')
if searchData == None:
searchData = "";
conn2 = pyodbc.connect(connString, autocommit=True)
cursor = conn2.cursor()
sqlcmd1 = "SELECT patientID, patientName, doctorID, disease, contactNbr, emailID, address FROM Patients WHERE patientName like '%"+searchData+"%'"
print(sqlcmd1)
cursor.execute(sqlcmd1)
records = []    
while True:
dbrow = cursor.fetchone()  
conn4 = pyodbc.connect(
connString,
autocommit=True)
cursor4 = conn4.cursor()
sqlcmd4 = "SELECT patientID, patientName FROM Patients WHERE patientID = '" + str(dbrow[2]) + "'"
cursor4.execute(sqlcmd4)
dbrow4 = cursor4.fetchone()
if dbrow4:
pat = PatientModel(dbrow4[0], dbrow4[1])
row = EHRRecordModel(dbrow[0], dbrow[1], pat, doc, dbrow[4], isBlindedFileGenerated=dbrow[6], hash=dbrow[12], prevHash=dbrow[13], isBlockChainGenerated=dbrow[14])
records.append(row)
print(result)

VIII. FUTURE WORK
            In future we wish to incorporate definite steps that would enhance the efficiency and generality of our system. This could be in form of extending our system to work for a multi cloud environment and add certain backup and recovery features which would prevent data loss in case of an attack.

IX. CONCLUSION
In the information technology field, it is becoming more common to hire third-party auditors to verify if mid-size companies and corporations are adhering to their security frameworks. This same concept has been introduced to cloud computing, in the form of on-the-spot auditing, by implementing the TPA in the solution. Hence, a TPA comes with its issues, mainly trust and an extra cost regarding processing and communication. In order to further secure cloud computing and enhance the trust between its main stakeholders (CSP, CC, and TPA), in this paper, we have proposed a novel protocol: the lightweight accountable privacy-preserving (LAPP) protocol. LAPP aims to provide tools to the CC to audit the auditor. It has been implemented through three algorithms and a mathematical model. In our proposed scheme, no other participating entities including the cloud server or the third-party auditor can access the content of the uploaded data, which ensures data integrity and user confidentiality. Moreover, our proposed scheme is more suitable for cloud-assisted applications and outperforms other existing schemes in the same context.
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